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A history of terrorism

ey aroups or single assassins, to explain bomb throwing, or why single ‘lone

s iour of tny er ,}nthcr than other types of political expression (see Crenshaw, 2011)?
a0 tm'“:‘-r-ls“f‘ l;-u‘kgrmmd conditions without which ‘the Age of Attentats’ (i.e,,
r fmmbt; |u (~c;1n1;'y) would have been unlikely. Since the French Revolution,
i !Imlult I;’.umpc had dreamed of duplicating its achievements, What were the
th::::fd combine to make such a revolution possib]e? Revolutions in support' of
had been attempted and failed in 1848.In 1870, in the wake (?f the Franco/Prussian
 had taken to the streets to prevent the return of authoritarian rule and had been
ilitary. For many would-be revolutionaries it scemed as if the
| military could be defeated by popular mobs storming public

4

[

A HISTORY OF TERRORISM

.u ushed by the French n
wed when a professiona
. Bilington, 1980).

1o during this period that trade unions began their struggles on behalf of workers’
s - B

employers and government officials to whom they were usually responsive opposed

Agitation and protest were often met by violence and repression.

Leonard Weinberg

The experience of Russia

Despite the appcarance of terrorist violence at various times in the distant past, modern ey ussia seemed to be a special case, at least in comparison to the Western world. There
reforms aimed at liberalizing the government system and containing the powers
t. The country’s enormous peasantry had only been freed from slave-like condi-

1860s. The Czars were defined as instruments of God’s will. Industrial development

ism is widely believed to have begun during the lasc third of the 19th century. Simce thag
terrorist activity appears to have come in a succession of “waves’ (Rapoport, 2004). One questioy
well worth posing is whether or not today’ Islamic State (ISTS, ISIL) and related bands ey
stages.

sufficient sirilarity to, say, the anti-Czarist Russian revolutionaries of the 1880s to warrant their
? » . . - . 2
ing this period that the Russian intelligentsia gave rise to a group of wilters who

being placed under the same label?

Some scepticism seems warranted. Many of those who fought to bring down the Russian tt for revolutionary violence and the application of terrorism."The concept of sys-
autocracy did so i the name of social democratic rule or, at a minimum, giving the people s and its use in revolutionary strategy first appeared between 1869 and 1881 in
a voice in government. On the other haud, ISIS and the contemporary jihadi groups re of the Russian revolutionaries”™ (Laqueur, 2004, p. 51). Sergey Nechaev's ‘Catechisim
democracy as a heresy, an attempt to replace God’s rule by secular control. There is also the

matter of targeting.

utionary’ became the most widely discussed of these statements. This “catechisim’
. 24-hours-a-day, seven-days-a-week revolutionary, someone willing to abandon his

Certanly in the Russian case, aspiring terrorists often agonized over whether they shoule
in good conscience kill members of a high official’s family if he became vulnerable to a bomb Morozov and G. Tarnovski were two followers of Nechaev who published books in

attack while out in public. As Albert Camus put it, ‘at the same time these doers of deeds, who ) exile) calling for the use of terrorism as a means to topple the Russian autocracy.

so completely put their Lives at risk, would involve the lives of others only with the greatest
fastidiousness of conscience’ (quoted by Ternon, 2007, p. 161). Do these would-be assassins off
grand dukes, princes and other lofty figures belong to the same family as today’s suicide bombers

and Tarnovski were both members of the People’s Will (Narodnaya Volya), Russia’s
festine group committed to terrorism, Many of its youthful members had become dis-
vith the revolutionary potential of Russia’s peasants when a campaign to ‘go to the
and speciahists in the decapitatdon of helpless captives? Today’s terrorists are willing to kill larg der the label Land and Liberty) failed to win many converts to the cause.
numbers, the more the better, of civilians without regard to their ages and origins. To repeat th ke of ehis setback, the People’s Will central connnittee considered options and alter-
question, are we really dealing with the same phenomenon? 3=79). During these discussions, some members said that the killing of key figures
Our answer must be ‘yes’. In both the 1880s and our time, terrorism involves the extraor= racy would represent a new form of revolutionary struggle, a more scientific means
dinary usc of violence directed against civilian or non-combatant targets for purpose of ‘ dower. (It’s worth noting that Russian university students studying chemistry and
making ‘propaganda by deed’ and engaging in a type of coercive diplomacy — ;1imcd\., dersaiences were drawn to the organization.) Instead of mass violence, terrorism represented
(toppling the regime by selectively killing its most dangerous officials. In addition to
Fi&'nl perspective, the desire for revenge was never far from the surface. If the Russian
olice and other sccurity tortured and killed members of People’s Will, they should meet
'f?tc (Laqueur, 1977).

Cl 'ntiﬁc aura of this new form of revolutionary struggle was matched by a new sci-
Creevement: the development of dynamite. Prior to Alfred Nobels invention of the
Would-be assassins had to rely on handguns and fulminate of mercury. Both these

smajor disadvantages, Knives and handguns required close proximity to the target,

compelling governments and other institutions to do what the terrorists want them to do
Intent trumps scale. ]
Now we should consider the cvents and problems confronting the world frow say, 1875
to the outbreak of World War T in 1914, Terrorism analysts recognize the serious difficu
mwolved 1 identifying the ‘causes’ of terrorism. At the end of the 19th and beginning of the
20th centuries, terrorism typically involved attacks carried out by single individuals or ¢¢
monly small groups of individuals operating on a clandestine basis. Does it make sense to ey
the macro-measures available through large N aggregates of information in order to €
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while fulminate of mercury was unstable, as likely to kill the perpetrator as his intended victim,
Dynamite, on the other hand, was a stable compound that could be used at some distance from
the intended target.

From the late 1870s forward, the People’s Will launched a campaign of terrorist violence,
meaning assassinations, against Russian officialdom. This campaign reached its peak with the
assassination of Czar Alexander II in 1881. Following his murder, the new Czar’s regime staged
a widespread crackdown on the People’s Will. Not only were five of the six assassins publicly
hung, but security forces arrested many of the organization’s cadre, sentencing them to long
prison sentences and exile in Siberia.

Despite an undercurrent of terrorist activity in the years following the People’s Will’s project,
it was only in the years following the turn of the century that a new and substantial terrorist
campaign was launched. In this case, the initiative came from the Socialist Revolutionary Party
(SR5s). Created in 1901 by independent Populist groups of locals and exiles, the SRs formally
adopted terrorism (meaning assassination) as part of its programme for bringing an end to czarist
rule. As in the case with People’s Will, revenge was clearly a motive in some of the SRs killings,

For the most part, the SRs limited itself to the assassination of high-ranking czarist officials in
St. Petersburg and Moscow. Its major achievement was the assassination of Grand Duke Sergei,
governor general of Moscow (1905), and the Russian interior minister V. Plehve (1904). These
acts were carried out by the SRs semi-autonomous Combat Organization, whose membership,
as it turned out, included a number of police spies (Geifman, 1993).

After the failed Revolution of 1905, the Czar conceded the people a parliament, or Duma.
On the basis of this gesture, the SRs leadership declared an end to its terrorist campaign — since
the Russian people now had a voice. This democratic gesture was short-lived. The Czar dis-
solved the Duma in 1906 and, predictably enough, the SRs resumed their terrorist operations.
But this resumed campaign of terror was itself cut short by government repression involving
large numbers of arrests and executions. The SRs revolutionary project came to an end in 1907.

This is not to say, however, that Russian terrorism came to an end. Throughout the Russian
Empire, independent groups, including Polish, Armenian, Ukrainian and Jewish groups, carried
out a large number of attacks all aimed at liberation from the yoke of czarist oppression.

The revolutionary terrorism that emerged over the last decades of the 19th century was hardly
confined to the Russian Empire. Nationalism became a potent source for violence. Armenian
nationalists (the Armenian Revolutionary Federation) carried out attacks on Ottoman Turkish
targets in their desire to achieve national independence. The Ottoman Empire was also the
target of terrorist attacks staged by IMRO (Inner Macedonian Revolutionary Organization),
whose goal was the region’s independence from Muslim rule. Indian nationalists also carried out
a series of assassinations and assassination attemnpts in London and Bengal.

But it was the struggle for Irish independence from Britain that won the most attention. In
1882, Lord Cavendish, the newly appointed Governor General, and his secretary were stabbed
to death in Dublin by nationalist extremists. These killings were followed by attempted jail
breaks and dynamite attacks carried out in England and elsewhere in the Empire. Under the
name of the Irish Republican Brotherhood, Irish nationalists in the United States supplied their
counterparts with dynamite and other weaponry (Coogan, 2000).

Anarchist terrorism

During the 1890s and for the first two decades of the 20th century, most of the terrorist activ-
ity that caught the public’s attention was carried out by groups and individuals on behalf of the
anarchist ideology of revolutionary anarchism or ‘propaganda by deed’. As proposed by such
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s Mikhail Bakunin, Pyotor Kropotkin, Karl Heinzen, Johann Most, Errico Malatesta

writers i ) . ;
rs, anarchism came to represent an alternative framework for social revolution than that

and othe
],wpnsctl

Space ¢
Gates and capitalist enterprises are inherently oppressive institutions and need to be replaced by
free associations of workers and peasants. How is this goal to be achieved? Violence in the form

of ‘prop:
will be inspired to seize power based on the exemplary actions of individuals and anarchist “cir-

by Karl Marx and his disciples.”
joes not permit a full explication of anarchist ideas, but here are at least some of them.

yeanda by deed” will be the means for sparking social revolution. The oppressed masses

cles’. Their targets would be prominent figures, captains of industry, political leaders, religious
Jeaders and royalty representing the prevailing order.

These ideas had particular salience in France, Italy, Spain and, to a certain extent, the United
States: situations where existing labour strife and landlord/peasant conflict provided ready-made
audiences for propaganda by deed. Accordingly, individual anarchists carried out a long series of
widely publicized assassinations during this era of *Attempts’.

In the 1890s and the decade-and-a-half leading to the outbreak of World War I in August
1914, anarchists killed a long list of prominent figures. Usually motivated by some combination
of anarchist ideas about freedom and the desire for revenge against those linked to the repression
of strikers seeking improved pay and working conditions, anarchists carried out the assassination
of the Spanish Prime Minister, Italian King Umberto, the President of France Carnot, Empress
Elizabeth of Austria-Hungary and American President William McKinley. In addition, there
were at least two attempts to assassinate the German Kaiser (Hubac-Occhipinti, 2007).

Prominent figures in business were also frequent targets. Often they were targeted by anar-
chists when they acted to break strikes launched by farm workers, miners and industrial workers.
Perhaps the most widely discussed of these events was the 1892 attempt by Alexander Berkman
to assassinate Henry Clay Frick, President of the Carnegie Steel Corporation. This gesture
was brought on by Carnegie’s brutal breaking of a strike by steel workers at the company’s
Homestead (Pennsylvania) Works.

Anarchist activity in France represents a transition from terrorist attacks on single individuals
to attacks carried out on a largely indiscriminate basis. Not that the latter lacked for terrorist
attacks on individuals. Illustratively, in March 1892 an anarchist bombed the homes of a trial
judge and public prosecutor he held responsible for the beating and torture of other anarchists
while they were being held in prison.

In addition to an abundance of such cases, anarchist terrorism in France took on a new
aspect, involving the idea of objective or group responsibility for working class oppression. In
1893 Auguste Valliant hurled a bomb on the floor of the Chamber of Deputies. Casualties were
limited but Valliant was executed nevertheless. In retaliation, another anarchist, Emile Henry,
threw a bomb in a crowded restaurant adjacent to the Gare St. Lazare railway station. Henry’s
rationale was that all bourgeois were guilty of crimmes against the working class. Here we have
the idea of objective criminality; if you belong to a category in the population identified with
working-class oppression, then you become fair game for terrorist attack (Law, 2004).

As intended, the wave of anarchist terrorism created widespread fear throughout the Western
world. The daily mass circulation newspapers, themselves a relatively new phenomenon, sounded
the alarm. The press abounded with stories of a vast anarchist conspiracy to tear down civiliza-
tion. Governments in Europe and North America were quick to enact new legislation against
anarchist activity and sought international cooperation to fight this plague. To the extent the
anarchists wanted to sow widespread fear to the point of hysteria, they had achieved their objec-
tive. On the other hand, none of this terrorist violence incited the masses to revolution, and no
governments collapsed as a result of the ‘attempts’ (Jensen, 2004).

37



Leonard Weinberg

On the other hand, the immediate cause that triggered the outbreak of World War I in the
summer of 1914 was the assassination of Franz-Ferdinand, the Archduke of Austria-Hungary, by
a Serbian nationalist, a member of the Black Hand, whose aim was his country’s independence

from Vienna.

Far-right terrorism

To this point in our analysis we have not paid attention to terrorism committed by groups on
the far right of the political spectrum. The interwar period (1919-1939) provides an opportu-
nity to compensate for this omission.

We should begin by noting that racist and anti-Semitic ideas became sources of terrorism
before the turn of the century. After the Civil War in the United States, the Ku Klux Klan waged
a terrorist campaign throughout the South aimed at preventing newly freed slaves from exercis-
ing the right to vote and the normal liberties available to U.S. citizens. Nocturnal raids carried
out by hooded Klansimen were the organization’s stock in trade. In Imperial Russia, the police
helped to organize the ‘Black Hundred’, a loosely linked group of anti-Semites who blamed
the country’s Jewish population for popular discontent and for fomenting revolution (Laqueur,
1977, p. 16, 37). The Black Hundred gangs specialized in launching pogroms, raiding villages in
the Jewish Pale of Settlement, killing and looting as they went along.

It was the two decades between the two world wars that witnessed the full-scale develop-
ment of terrorism carried out by groups on the far right. And if anything is to blame for far-
right terrorisim, it was the 1917 Bolshevik Revolution in Russia that unintentionally set off this
right-wing backlash.

The Russian Revolution, with its threat and promise of worldwide social revolution, scared
many throughout Europe and the United States. The advent of fascism in Italy (1922) and
Nazism in Germany (1933) were in no small measure the result of popular fears of commu-
nism. These worries were not limited to the two right-wing dictatorships. In Eastern Europe
especially, small fascist-like paramilitary groups surfaced that combined elements of traditional
Catholic religious belief, hatred of Jews (as bearers of the communist infection), and fascist ideas
about authoritarian rule (e.g. Sugar, 1971; Carsten, 1967; Feldman and Turda, 2008).

Accordingly, in Romania, Hungary, Czechoslovakia and Yugoslavia, paramilitary bands grew
up committed to preventing the spread of communism, nationalism and the promotion of
authoritarian solutions to their countries’ problems. The outstanding cases are those of the
Hungarian Iron Cross, the Romanian Iron Guard (or Legion of the Archangel Michael) and
Yugoslavia’s Ustasha movement.

In terms of their violence, these groups typically combined street-corner brawling with vari-
ous types of terrorism. In the case of Romania, a largely pre-industrial peasant society, followers
of the Iron Guard leader Codreanu carried out assassinations and assassination attempts during
the 1930s. Members of parliament were frequent targets. The Iron Guard was successful in mur-
dering the country’s prime minister in 1938 (Barbu, 1969; Carr, 1964).

In interwar Yugoslavia, the Ustasha was essentially a Croatian nationalist group that sought to
achieve independence from the Serb-dominated government in Belgrade. It expressed admira-
tion for Italian fascism and Hitler’s regime. Mussolini shared an interest in a Yugoslav breakdown
for reasons of a hoped-for Italian expansion into the Balkans.The fascist dictator was not above
providing subsidies to Ustasha and offering training to its operatives on Italian soil.

In fact, in 1934 Ustasha operatives managed to assassinate Yugoslav King Alexander, along
with the French foreign minister, while he was in Marseilles on a state visit. The event produced
worldwide publicity and prompted the League of Nations to draft two international conven-
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dons on rerrorism. However, World War IT broke out before these conventions could be trans-
formed into international law.

The role of terrorism during the War itself'is a little beyond the scope of this account. Suffice
it to say that assassination and sabotage were carried out with some frequency, often by resistance
ot partisan groups :}gninst Axis F:n.'gcts,'l\lw occupying Nazi fgrces reacted with great brutality, as
in the aftermath of the 1942 killing of SS deputy leader, Re1§hard Heydrich, in Prague. Hitler
rcspomlcd by having all the adult males in an adjacent village killed and the women and children

scattered to other communities. In Florence, ltaly, in 1944, anti-fascist resistance fighters assas-

sinated the philosopher and former fascist minister of education, Giovanni Gentile, without any

subsequent reprisals.

National/separatist terrorism

In the years following the end of the War, colonies and other possessions of the major European
powers, Great Britain and France most notably, sought to achieve national independence. In
some cases, this goal was achieved as the result of largely peaceful popular protests, as in Ghana
(1957) or India (1947) and the Philippines (1946). In other instances, though, independence
had to be won by what came to be known as wars of ‘national liberation’. In most cases, these
conflicts involved the use of guerrilla tactics in the countryside by national liberation armies or
ronts’. This was true, for example, in Indonesia (the former Dutch East Indies) and Vietnam
(formerly part of French Indo-China) (Laqueur, 1976).

Most of the fighting followed, more or less, the theories of Mao Tse-Tung, China’s revolu-
tionary leader, but in some places urban terrorism played a central role in these armed strug-
gles. The National Liberation Front’s (FLN) fight against French rule in Algeria (1954-1962)
involved the use of terrorist violence against French civilians in the country’s major cities and,
occasionally, on the French mainland (e.g. Crenshaw, 1978).

In the British Mandate of Palestine, both Jewish and Arab forces carried out terrorist attacks
on each other’s communities. But in terms of post-war resistance to continued British rule,
it was two Zionist groups that took the lead. The Irgun, led by future Isracli Prime Minister
Menachem Begin, and the so-called Stern Gang (or LEHI — Fighters for the Freedom of Isracl)
carried out spectacular acts of terrorisin against British targets. In 1946 the Irgun detonated a
bomb at the King David hotel in Jerusalem, an attack that killed 96 people. Earlier (1944), Stern
Gang operatives assassinated Lord Moyne, the British Resident for the whole Middle East, near
his headquarters in Cairo (Bowyer Bell, 1977).

There were a number of other places where terrorism played a significant role in these anti-
colonial struggles. In Cyprus, a highly urban environment, insurgents under the leadership of
Colonel Grivas carried out attacks against British civilians in the major cities, Nicosia in par-
ticular. The British abandoned the port of Aden in 1964 following an outbreak of terrorism — so
that it then became part of Yemen, or South Yemen.

Elsewhere, terrorism was used with some success by the communist Viet Minh in their
largely guerrilla-based conflict with French forces in their struggle to free Vietnam from colo-
nial rule (Karnow, 1983). On the other hand, the British were successful in defeating the com-
munist insurgency in Malaya (1948-1960). The pro-Chinese insurgents in this case, operating
tunder the name of the Malayan National Liberation Army (MNLA), were largely composed of
ic country’s Chinese minority. So that the independence fight became associated almost from
i beginning with a widely disliked segment of the Malay population. The MNLA’s campaign
".W"-il\'ctl the killing of foreign plantation owners and attacks on English residents of the major
cities. Unlike the French in Vietnam, the British military was able to develop a sophisticated
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counter-insurgency strategy based on separating MNLA cadres from the Malayan civilian popu-
lation (Nagl, 2004).

Events occurring in the 1960s stimulated a new wave of terrorism. The key events appear
clearly to have been the following: The American involvement in the Vietnam War triggered a
muassive series of protests throughout the Western world. The United States and its NATO allies
were denounced for their effort to maintain an independent South Vietnam, under American
domination, at the expense of a vast majority of the Vietnamese people. A serious split occurred
between China and the Soviet Union over the future direction of the worldwide communist
movement. Mao Tse-Tung accused the Soviet leadership of abandoning the revolutionary cause
in favour of peaceful-coexistence with the West. The eftect of this dispute was the separation of
pro-Chinese elements from the large communist parties and trade unions in Latin America and
parts of Western Europe, Italy most conspicuously.

In Latin America, thousands of university students and other young people had been inspired
by Castro’s Revolution in Cuba (1959). Some sought to replicate his achievernents in Venezuela,
Colombia, Bolivia and elsewhere. These attempts at waging guerrilla warfare were not success—
ful. The 1967 defeat of the legendary Cuban revolutionary leader Che Guevara and his small
band of followers in the Bolivian Andes symbolized this failure. For some Latin American revo-
lutionaries these setbacks required a new strategy. The new approach involved the establishment
of the ‘urban guerrilla’. Latin America’s vast cities could serve as the settings for attacks on state
institutions, banks and foreign-owned businesses. Cities were also the centres of the mass media.
Television coverage, for example, would be far more.

Another important condition that made for a major outbreak of terrorism was the June
1967 Arab/Israeli war. Fatah, the Popular Front for the Liberation of Palestine (PFLP), and other
Palestinian groups had hoped to provoke a war between Israel and the Arab countries surrounding
1t. Their expectation was that such a war would result in Israel’s destruction. The Palestinian strug-
gle groups succeeded in promoting a conflict, with Syria and Egypt taking the lead. But the out-
come was not the intended one (Oren, 2002). The aptly named ‘Six Day War’ produced a striking
victory for the Israelis with its armed forces occupying the Sinai Desert (including the Gaza Strip),
Syria’s Golan Heights and the entire West Bank of the Jordan, including total control of Jerusalem.

In the aftermath of this “disaster’, the various Palestinian groups came together to decide what
was to be done.The result was an umbrella organization, the Palestinian Liberation Organization
(PLO), under which a substantial list of Palestinian groups linked themselves. The PLO’s initial
goal was to launch a ‘People’s War’ against Israel in the manner of the FLN in Algeria and the
Vietcong in South Vietnam.

Another factor that aided in setting off a new wave of terrorism was the civil rights move-
ment. A Republican (largely Catholic) group in Northern Ireland sought to stage peaceful
marches in the manner of Martin Luther King’s non-violent Civil Rights Movement in the
United States. These protests were often met by violence by the province’s majority Unionist
(Protestant) population, in Belfast and Londonderry especially. So that from 1969 forward a
newly revived IRA sought to achieve Northern Ireland’s separation from Great Britain using
terrorist 1means.

Ideological terrorism

At first, opposition to America’s role in the Vietnam War (1965-1974) took the form of popular
protests, ones typically lead by university students on both sides of the Atlantic. These protests
became widespread in the United States, France, what was then West Germany and Italy (e.g.
Hoffman, 2006; and for a more conspiratorial view, Sterling, 1981).
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ese mass movements evolved in the late 1960s, they often developed distinctive ideo-

As th : . i .
logical appeals. In [taly, for example, the student protests became identified with the extra-
ygical ¢ 2 : g e : ey ’
‘?“ ymentary Left = which meant some combination of Maoism, Trotskyite thinking, and Third
parik N .
iWmld pational liberation thought. By the carly 1970s, the mass protest movements began to

bside. What was left in their place were dozens of small terrorist bands committed to the cause
subside.

of violent revolution.
The most prominent of these were the Red Brigades and Front Line in Italy, the Red Army

Faction and June 2nd movement in West Germany, Action Directe in France and the Weather
Underground in the United States. The groups involved specialized in kidnapping, bank rob-
pery and murder of prominent individuals (e.g. a former [talian prime minister). They hoped
o ignite ) 3
figures in these small groups (the largest, the Red Brigades, numbered no more than a

a red revolution in the countries in which they conducted their affairs. The more
realistic ! : :
few hundred members at the height of their operations) recognised that to win more than just
extravagant publicity, they needed to develop links to Third World organizations in order.to
inflict real damage on the world’s wealthy countries. The prime candidates for these cooperative
arrangements were the Palestinians.

Let us recall that after the 1967 fiasco, the PLO had become an umbrella organization for
some dozen groups, and that in terms of policy it was committed to a ‘People’s War” aimed at
the liberation of all of Palestine from Zionist control. To that end, PLO groups, operating from
bases in Jordan, launched guerrilla attacks on Israeli targets located in the occupied West Bank.
With a handful of exceptions, these attacks were not successful. At this point in the history of
this protracted conflict, West Bank Palestinians were rarely amenable to having their communi-
ties used as PLO guerrilla bases. Furthermore, in September 1970 the Jordanian government
expelled the PLO groups from the country. The latter then set up secure bases in Lebanon, most
with their headquarters in Beirut.

At this point (1969—-1970), a number of the PLO-linked groups turned to terrorism. The
Popular Front for the Liberation of Palestinians (PFLP) and a breakaway faction the Popular
Democratic Front for the Liberation (PDFLP) began to carry out terrorist attacks on Israeli
soil. But the attacks that drew the most attention were the long series of airline skyjackings. On
occasion Palestinian skyjackers took over a commercial airliner in mid-flight and demanded the
plane be flown to a destination of their choosing. In other instances, terrorists attacked airport
waiting rooms and attempted to kill as many passengers as they could manage. Also, with some
backing from the Assad regime in Syria, Palestinians planted bombs aboard airliners (e.g. Swiss
Air flight bound for Tel Aviv) timed so that they would explode in mid-flight (Ruben, 1994).
By all odds, though, the most spectacular of Palestinian attacks occurred during the 1972
Munich Olympic Games. Some half dozen members of ‘Black September’ (a unit of Yasser
Arafat’s Fatah organisation) took hostage 11 members of the Israeli Olympic team within the
Athlete’s Village. The hostage takers demanded money and the release of Palestinian prison-
ers in exchange for the Israelis’ lives. With the whole world watching on television, Black
September killed an Israeli on the spot. Then the German government, acting in coordination
with the Israeli one, agreed to the prisoner exchange. This agreement was in fact a ruse. When
the Palestinians and Israeli athletes reached the Munich airport, they were met by two helicop-
ters parked on the tarmac, there ostensibly to fly the Black September fighters to safety. Instead,
German sharpshooters attempted to pick off the Palestinians while freeing the athletes. The
results, though, were a disaster. All but one of the Palestinians were killed but, before dying, the
terrorists set off bombs that killed all the Israeli Olympians.

The Munich terrorist attack was an exclusively Palestinian enterprise. Other episodes, how-
ever, involved collaboration between European revolutionaries (usually German) and the PLO
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groups. Along with members of the United Japanese Red Army, the Europeans received ter-
rotist training at PLO bases in Lebanon and what was then the People’s Republic of South
Yemen. This training bore some fruit in the form of joint terrorist attacks on Israeli and various
Buropean and conservative Arab targets. Among the most spectacular of these jomnt enterprises
was the 1976 seizure of OPEC headquarters in Vienna; and, also in 1976, the seizure of an Ajr
France Tel Aviv to Paris flight and its diversion to Entebbe, Kenya, where German guards sepa-
rated the passengers by religion. Jews were intended to receive ‘special treatment’. Then in 1978
there was the diversion of a Lufthansa flight over the Mediterranean to an airport at Mogadishy
in Somalia. The largely Arab skyjackers demanded the release of prominent German terrorists
in prisons in the Federal Republic.

The attack on OPEC aud the kidnapping of the organization’s oil minister were successful,
Led by the European-educated Vladimir Sanchez (aka ‘Carlos the Jackal’), the terrorists were
paid a substantial ransom for the hostages’ release after a flight to Libya. In contrast, Entebbe
and Mogadishu were highly publicized defeats for the terrorists. In both cases, highly trained
special forces killed most of the terrorists without much loss of life for the passengers. On the
other hand, the imprisoned German terrorist committed suicide after learning of the skyjacking,

In Europe, the 1980s witnessed the end of revolutionary terrorism. In the Italian case, this
was largely the result of improved counterterrorism policies involving the creation of new
police units specially designed to defeat the Red Brigades and other terrorist formations. In
Germany, the other major case, it was the end of the Cold War and the complete discrediting of
the Marxist-Leninist project that led the revolutionaries to cease fire.

The situation with the Palestinians was more complex. In 1982 the PLO was driven out
of its bascs in Lebanon by an Isracli invasion. The leadership relocated in Tunis. Earlier, some
Palestinian groups, e.g. Abu Nidal’s Fatah Revolutionary Council, had broken away from the
PLO to wage separate attacks on a variety of targets, not all of them Isracli. In any case, the
PLO’ use of terrorism had yielded massive publicity but not led to more tangible gains. For its
part, the United States sent out diplomatic feelers to the PLO leaders. In exchange for American
recognition, the United States demanded the PLO give up its use of terrorism. Despite some
fits and starts (e.g. the Achille Lauro incident), Arafat and the rest of the PLO leadership agreed
to the demand. This agreement led to a series of international conferences leading to the ‘Oslo
Accords’ in 1996, which produced Israeli/Palestinian mutual recognition and an expressed will-
ingness to a negotiated end to the long-standing conflict.

Terrorism in Latin America

During the late 1960s, and subscquently through most of the balance of the century, Latin
America was the locale for the most widespread episodes of ‘urban guerrilla™ activity. The
Tupamaros in Uruguay were among the first to launch an insurgency. Despite the existence of
democratic rule, the Tupamaro leadership insisted its aim was to ‘unmask’ its real authoritarian
character. Accordingly, the group’s initial operations included kidnapping and bank robberies.
It even stole money from a gambling casino and distributed the proceeds to the poor. It then
made the fatal error of attacking members of the police and military. By 1972 they had had
enough. The military removed the civilian government and imposed rule by a junta of officers
who removed the proverbial ‘kid gloves’ and destroyed the Tupamaros without all that much
difficulty.

Brazil offers a similar case. Following a military coup in the mid-1960s, the country came
alive with Marxist urban bands in the country’s major cities. Inspired to some extent by Carlos
Marighella’s Minimanual of the Urban Guerrilla, Brazilian revolutionaries launched a series of bank

42

A history of terrorism

bberics and kidnappings (foreign businessmen were favourite targets in Rio, Sao Paolo and
rob .

o A0

other Md] 3 . :

S guerrilla groups were dismantled without too many problems (Laqueur, 2004, pp. 370-76).

urball &5 * . . ; ; 5 s : .
Argentini pm\v’ulc,\ a more complicated situation (Gillespie, 1982). Despite being a highly

ated modern society, Argentina’s 20th-century history was one of oscillation between

¢ cities). As in the case of Uruguay, once the ruling junta decided to act decisively, the

sopl)iSliC
milicary di
ghrough the
proke out against the ruling junta. Crowds in Buenos Aires and other major cities demanded the

return fro1
(1()44—]‘)5"5) as a populist politician who gave voice to the ‘shirtless ones’, Argentina’s impov-

ctatorship and democracy. The years with which we are concerned, the late 1960s
carly "80s, were particularly volatile even by Argentine standards. Popular protests

1 exile of Juan Perdn. Although himself a military officer, Perén ruled the countr
1 y s Yy

erished masscs. Shortly after the death of his wife, Eva Perdn, Perdn was forced into exile and
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riorated. The ‘shirtless ones’ demanaced the return of Perén from his Spanish exile. Among the
most vocal and violent of the “Peronistas’ were the Montoneros (originally a Catholic youth
organization) and the Trotskyite People’s Revolutionary Army (ERP).To achieve their sociahst
objectives and a return of Perdn’s national leadership, they initiated an urban guerrilla cam-
paign — bank robbery, kidnapping, murder — which had reached a fever pitch by 1967. Ac this
point, the military agreed to cede power and a democratic president, Hector Campora, was
duly clected. This gesture, though, did not stifle demands for a return of Perén. The demand
was granted, and Perdn, treated as a conquering hero, returned to Buenos Aires. In 1968 new
prcsidential elections were held that confirmed his popularity. Perén chosc as his running mate
his wifc Isabel, someone without any political experience.

The Montoneros were delighted by the results of the balloting. The Trotskyite ERP, on the
other hand, was far less pleased and, in fact, continued its terrorist attacks, although at a some-
what reduced level. It quickly became clear to the Montonero leadership that Perén had little
interest in implementing their radical agenda, beyond a few modest reforms. Consequently, the
Montoneros resumed their own terrorist operations. In the middle of this increasingly chaotic
situation, Peron died of a heart attack in 1972, In his place, Isabel, his widow, became Argentina’s
new president. Between 1972 and 1976, Argentine terrorism reached unprecedented propor-
tions. At this point, the military intervened once again and deposed Isabel Perén. An inter-
service junta then ruled Argentina for the next six years. During this period, the milicary waged
a ‘dirty war’ against all those it considered even vaguely sympathetic to the revolutionary cause.
Suspects were snatched off the street, detained at various military bases, tortured and then killed
in a variety of excruciating ways. Some thousands of people were killed in this fashion.

The “dirty war” only ended when a real war began. In 1981, Argentina invaded the British-
occupied Falkland Islands, 1500 miles off its east coast. After negotiations failed, the Thatcher
government in London sent an expeditionary force to push Argentine forces off the islands. This
task was accomplished within a short time. Popular protests in Buenos Aires led to the military’s
resignation and the restoration of civilian rule.

The other countries in Latin America where urban guerrilla campaigns were of considerable
significance were Peru and Colombia. In the former case, terrorist activity coincided with the
testoration of parliamentary democracy in 1980. The two principal groups were the Marxist
Tupac Amaru and most especially the Maoist Sendero Luminoso (Shining Path). The Sendero
was by far the most important. Led by a charismatic philosophy professor, Abimael Guzmin,
from a small Andean university, it formed what was originally a revolutionary student organi-
Zation. But under Guzmin’s (aka Commmandante Gonzalo) leadership, the Sendero became a
formidable organization combining guerrilla activity in the Andes with terrorism in Lima and
Peru’s other cities. Scott Palmer (2007, p. 95) summarizes the situation:
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Over the first ten years of the radical Maoists people’s war, more than twenty thousand
Peruvians were killed, $10 billion worth of infrastructure was damaged or destroyed,
some five hundred thousand internal refugees were created. ... And there was a decline
in gross domestic product of thirty per cent and a cumulative inflation of more than
two million percent. By 1990 discouraging indicators suggested that a Shining Path
victory was close at hand.

As it turned out, however, a Sendero victory was not close at hand. In 1991, Guzmain was
arrested by the police while visiting a friend in Lima. From that point on, the Shining Path went
on a tailspin from which it never recovered. This is at least one case where the decapitation of
the leadership completely changed the dynamics of an insurgency.

Traditional analyses of terrorist groups stress they are typically small-sized and are not interested
in the conquest of territory. Neither of these generalizations apply to the Shining Path nor to its
counterparts in Colombia. In both cases, memberships numbered in the thousands and, particularly
in Colombia, insurgents were able to conquer and retain control of significant territory for many
years (Waldmann, 2007, p. 228). The two insurgent groups that posed the most serious and long-
term threat to the government in Bogota were the Revolutionary Armed Forces of Colombia
(FARC) and the National Liberation Army (ELN). During the 1960s, at least six revolutionary
groups emerged to challenge the rule of the country’s dominant democratic political parties. For
some, Castro served as an inspiration, for others, less so. The FARC represented a breakaway fac-
tion of Colombia’s communist party, and ELN was initially inspired by Liberation theology.

Two factors help to explain the size and duration of Colombia’s insurgency. First, the country
has a long history of political violence. For example, between 1949 and 1958, some 250,000
people were killed in what came to be known as La Violenza, a conflict between the country’s
two major political parties. In the private sphere, Colombia’s homicide rate was among the high-
est in the world.To add more complexity to this situation, the country is poorly integrated geo-
graphically. Some areas are inaccessible to government forces from Bogota and the major cities.

As a result, it was relatively easy for insurgents to seize and maintain control over territory
from which to launch attacks on large landowners and government forces. FARC and ELN
were also able to take advantage of the country’s drug business. FARC especially was able to
offer ‘protection’ to small coca farmers whose land fell within the group’s domain.

Over the years, a succession of Colombian governments have pursued a variety of policies
aimed at bringing this long-term conflict to a peaceful end. These have included a mix of carrots
and sticks. Peace negotiations have taken place on a number of occasions. In recent years, these
have led the ELN to put down their weapons. FARC, the hardest case to resolve, finally agreed
in 2016 to give up on the idea of violent revolution and return to the democratic political fold.

European nationalist/separatists

The two other cases that require our attention in this era are those of Northern Ireland and the
Basque region of northern Spain. From the early 1970s on, Northern Ireland suffered from its
“Troubles’. These Troubles involved an armed struggle between republicans, largely Catholic, and
unionists, largely Protestants, over the province retaining its links to the United Kingdom. The
Provisional IRA sought to force the British out through a campaign of terrorist bombing and
shooting representatives of Her Majesty’s government along with a variety of symbolic targets in
Ulster and various locations in Britain itself. Loyalists were intent on preventing the success of the
republican goal of a united Ireland and amalgamation with the Republic of Ireland. Accordingly,
they launched their own terrorist operations under such labels as the Ulster Defence Association.
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leadership reached the conclusion there was little further to be gained by the continuation of
its terrorist campaign. After some initial hesitation, peace negotiations were begun involving
Polilic;xl parties representing the two communities in Northern Ireland, along with representa-
tives from London, Dublin, the United States and Norway. The negotiations proceeded in fits
and starts. Finally, the discussions produced the Good Friday Agreement in 1998.The arrange-
ment provided for Northern Ireland to remain part of the United Kingdom while the Catholic
minority in the region was given a greater stake in its government and administration. The
Good Friday settlement almost broke down over the question of ‘decommissioning’ the IRA’s
weapons. Eventually the organization’s leaders, headed by Gerry Adams, agreed to turn in its
Jarge cache of weapons so that the Good Friday Agreement could be fully implemented.

The struggle in the Basque region of Spain was over national independence. In this case, a
group, Basque Homeland and Liberty (ETA), was formed in 1959 when the Franco dictator-
ship, with its repressive security apparatus represented by the Guardia Civil, was still in place and
where virtually all types of Basque cultural expression were prohibited (e.g. speaking Basque in
public was regarded as a crime) (Clark, 1979). After Franco’s death in 1975, Spain went through
a successful transition to democracy. The country’s new democratic constitution provided a
measure of autonomy for the Basque provinces and other regional communities throughout
Spain.The ETA leadership concluded that local autonomy and the opportunity to participate in
the Cortes were far from satisfying their concerns. ETA took the opportunity afforded by the
new democratic Spain to launch a terrorist campaign aimed at complete independence. ETA
developed clandestine units in Bilbao, San Sebastian, Pamplona and other Basque communities,
and at least for a while, ETA leaders were also able to seck sanctuary in the two southern French
provinces adjacent to the Spanish border.

ETA carried out a long list of assassinations, kidnappings and bombing attacks throughout
Spain, and by 2010 ETA had killed close to 1000 people. Kidnapping wealthy industrialists was
a favourite tactic. From time-to-time the government offered various concessions involving
enhanced Basque autonomy in the context of a unified and democratic Spain. ETA developed
its own political party, Herri Batasuna, to contest elections and pursue a place in patliament. Over
the years, ETA suffered a number of defections, usually based on a faction’s willingness to end
the violence and participate in the political process.

Negotiations to end ETA’s armed struggle proceeded in fits and starts. Some discussions were
held secretly and later openly. But ETA terrorism persisted, despite the government’s willing-
ness to re~integrate ETA members into Spain’s normal social and political life. Eventually, ETA’s
strength declined. Its leaders were no longer able to find safety in France — the French govern-
ment became much more willing to arrest ETA members on the run from the Spanish police.
By 2012, ETA not only declared a permanent cease-fire, but its modest number of activists

indicated that it was dissolving itself (R einares and Alonso, 2007).

The new terrorism: transnational groups

By the mid-1990s it appeared to some observers that terrorism itself was in decline. The Cold War
had ended. The Palestinians and Tsraelis had agreed to the Oslo Accords calling for mutual recog-
mtion with outstanding differences to be resolved peacefully. The various Latin American urban
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guerrilla groups were on the wane as one country after another had restored their democracies as
revolutionary terrorism had proved to be a dead end. As it turned out, however, peace was not at
hand. The world was confronted by what some observers labelled ‘the new terrorism’. What was
‘new’ about the new terrorism?

Religion or religion plus nationalism were at the heart of the matter. Analysts of mod-
ernization in the 1950s and '60s had anticipated a decline in religious practice as the ‘new
nations’ of the Third World underwent the sorts of economic and social changes as had
occurred in the industrialized democracies of Western Europe and North America in ear-
lier times. Instead, as we shall see, there were dramatic religious revivals in the Middle East,
North Africa and South Asia. It was in the context of this religious revival that new terrorist
organizations appeared whose aims were often both transnational and nationalist.

Another feature of the ‘new’ terrorism was the willingness of the new organizations to
kill on an indiscriminate basis. The ‘old’ terrorist groups had wanted ‘a lot of people watch-
ing, not a lot of people dead’. The ‘new’ terrorists were proud of their work and wanted to
achieve maximum publicity, but they also wanted ¢to kill as many people as possible. Analysts
were worried that the new terrorists would employ weapons of mass destruction — chemi-
cal, biological, radiological — to murder on a mass basis (e.g. Stern, 1999). As it turned out,
however, the most emblematic form of attack for the new groups was suicide bombing; acts
that were carried out with relatively primitive explosives (Neumann, 2009).

The earlier generation of terrorist groups employed hierarchal forms of organization
with basic decisions being made by a handful of leaders at the top of the group. The
new terrorists, instead, developed horizontal networks, some national, as with the new
Palestinian groups, others transnational, as with al-Qaeda. These networks involved the use
of nodes. Decisions regarding if, when, and where to attack were made by semi-autono-
mous local bands. So that security forces able to dismantle one small group would not be
able to destroy the entire web-like organization. Some observers even described these new
forms of operation as ‘leaderless’ because of their highly decentralized decision-making.

What were the circumstances that gave rise to the new terrorism? There were two major
events which provided the initial impetus for its emergence. Both occurred in 1979. The first
was the decision made by the Soviet Union to invade Afghanistan as a way of maintaining the
country’s communist regime in power. The Soviet commitment to a communist Afghanistan
produced calls for a ‘defensive jihad’ by clerics throughout the Muslim world. Second, the
religiously-inspired revolution in Iran that succeeded in deposing the Shah led to the creation
of a militant theocracy headed by the Ayatollah Khomeini. Shiite communities throughout the
Middle East and beyond began receiving support from Tehran in order to emulate the Iranian
success.

‘We are now some decades distant from these two events. Yet religiously inspired terror-
ism, unlike its secular predecessors, has not declined in magnitude. Why not? Two additional
developments come to mind. The American invasion of Saddam Hussein’s Iraq in 2003
unintentionally created a jihadi backlash against the foreign control of part of Dar al Islam.
And second, the Arab Spring of 2011, again, unintentionally, led to the replacement of bru-
tal dictatorship by a vacuum of power and the ascent of terrorist organizations in countries
such as Yemen and Libya.

Perhaps the best place to begin our summary of the new terrorism is with the group that has
received the most attention: al-Qaeda (or the “Base” in Arabic). Arab opponents of the Soviet
invasion of Afghanistan responded to the appeals of Muslim clerics by gathering in Peshawar in
Pakistan, a small city close to the Afghan border. From this locale they supplied fighters, weapons
and other supplies to the mujahideen confronting Red Army forces in Afghanistan. Saudi Arabia
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The attempt to expel the Russians was successful. The Red Army withdrew its forces in
1989. The effect of the Kremlin’s decision was three-fold. First, the Soviet defeat convinced
Az

could overcome a highly trained but weakly motivated armed force. Second, there was a

,am, bin Laden, al-Zawahiri and others that irregular warfare carried out by Salafist jihadis

blowback effect.Veteran fighters returned to their countries of origin in the Middle East and
North Africa prepared to use what they had learned in the Afghan struggle to address intoler-
sble situations at home. Their reactions were not long in coming as Salafist jihadi groups were
formed in Algeria, Yemen and elsewhere. Third, Azzam, bin Laden, al-Zawahiri and others in
Peshawar created a group prepared to render aid to Muslims suffering oppression through-
out the world. The name they attached to this new ‘pioneering vanguard” was al-Qaeda (see
Wright, 2006).

A debate developed among the leaders of this new group over tactics. All agreed on the
need to eliminate the corrupt and secular regimes that dominated the region. Was the principal
target to be the ‘near enemy’, i.e. the Middle Eastern dictatorships, or the “far enemy’, namely
the United States and its allies? The United States was regarded as the premier force keeping the
Arab dictatorships in power. The debate was resolved when Abdullaly Azzam, an advocate of the
‘near enemy’ was assassinated in 1989 by unknown assailants, along with his two sons.

In the summer of 1990, Iraqi forces invaded Kuwait and threatened Saudi Arabia. Bin Laden
offered to have his Afghan veterans expel the invaders. Rather than accept his offer, the Saudi
royal family sought and received American military support to expel the Traqis. In 1990-91, the
United States and its allies succeeded in doing just that. Bin Laden was infuriated, accusing the
Saudis of inviting infidels into the land of the two holy sites (Mecca and Medina). From the
Saudi perspective, bin Laden and his followers were trouble-makers. The country’s leaders then
sent this young sheik into exile.

He relocated to the Sudan, a country which had recently come under the control of Islamists.
From this location, bin Laden and many of his fighters trained to carry out attacks on the
United States, the ‘far enemy’. At this time, other Salafist groups appeared in various spots in the
Middle East and North Africa, combining religious fervour, anti-Americanism and nationalism.
Between 1993 and 1998, bin Laden and al-Qaeda were involved in the ‘Black Hawk Down’
incident in Mogadishu, Somalia. A local watlord had succeeded in convincing American-led
and UN sanctioned peace-keeping forces to leave the country after a few American helicopters
were shot down with weapons supplied by al-Qaeda. The quick departure of American forces
led bin Laden to the conclusion that the United States was a ‘paper tiger’ whose presence in the
region could be ended without all that much difficulty. al-Qaeda elements had attempted to
assassinate Egyptian president Mubarak, and in 1998 al-Qaeda operatives had detonated bombs
at the American embassies in Nairobi and Dar al Istam, attacks that produced many deaths and
injuries. In addition, a man, Ramzi Youseff, with family links to an al-Qaeda leader, had set
off a bomb in the garage of the World Trade Center in New York. These and other terrorist
attacks led American and Egyptian governments to demand that bin Laden and his followers be
expelled from the Sudan. Under pressure, the Sudanese government agreed. So that in 1996, bin
Laden and the al-Qaeda core moved to Afghanistan.
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Most of Afghanistan at that time had fallen under the control of the Taliban, a group largely
composed of Pashtun fighters who had gone through training at one of the numerous madrasas
(religious schools) located inside Pakistan. In exchange for some subsidies, the Taliban offered bin
Laden and the growing al-Qaeda organization sanctuary. As it turned out, this meant the forma-
tion of training camps in and around the cities of Jalalabad and Kandahar. These training camps
literally drew thousands of would-be jihadis from all parts of the Muslim World and beyond.
In 1997, bin Laden and al-Zawahiri promoted the formation of a collection of different Jihadi
groups under the name of the International Islamic Front for Jihad against Jews and Crusaders,
In turn, the Front issued a fatwa or religious ruling calling for attacks on Americans wherever
they might be found. No distinction was to be made between military personnel and civilians.

Space does not permit a thorough discussion of al-Qaeda-directed attacks. In the years fol-
lowing the issuance of bin Laden’s fatwa, al-Qaeda terrorists carried out a number of spectacular
attacks, events which captured public attention on a worldwide basis. Far and away the most
infamous of these acts was the well-planned attacks on New York’s World Trade Center and
the Pentagon carried out almost simultaneously on September 11, 2001. These terrorist attacks
involving the mid-air seizure of commercial airliners killed close to 3,000 people, more than had
died at Pearl Harbour on December 7, 1941.

Shortly after the 9/11 attacks, the mass media took notice of the fact that al-Qaeda had
developed a network of jihadi organizations throughout much of the Middle East, North Africa
and South Asia. In some instances, the links were direct. In others the groups were independ-
ent aggregations whose leaders found it advantageous to express their support from al-Qaeda
central.

In the wake of 9/11, the United States and its allies launched a ‘war on terrorism’. In practice,
this meant removing the Taliban from power in Kabul and the destruction of al-Qaeda’s bases
in Afghanistan. Bin Laden and other al-Qaeda leaders took refuge in Pakistan’s tribal areas. This
success did not bring an end to al-Qaeda-linked terrorism. Ilustratively, within a year of the
9/11 events, an Indonesian group, Jemaah Islamiyah, attacked tourist nightclubs on the island of
Bali, leaving scores dead (Gunaratna, 2014). In May 2003, in Morocco, at the other end of the
Muslim world, al-Qaeda in the Maghreb carried out a series of attacks in Casablanca on govern-
ment buildings and Jewish targets.

Between these events and the death of bin Laden in 2011 at the hands of the U.S. Navy’s
SEAL Team Six unit, al-Qaeda and its affiliates carried out or attempted to carry out a large
number of terrorist attacks. The most spectacular of these were the following: the bombing of

Jewish and British facilities in 2003, killing 61; the April 2004 bombings of commuter trains at
the Atocha railway station in Madrid which killed close to 200 passengers; the July 7, 2005 attacks
on the London underground which left 56 dead, along with a long list of plots and schemes to
attack European and especially American targets which were thwarted by the authorities before
they could be brought to fruition. The Yemen-based al-Qaeda in the Arabian Peninsula (AQAP)
was particularly inventive in this regard. AQAP bomb makers managed to plant an explosive
on the person of a young Nigerian student. This student was supposed to detonate the bomb
on Christmas Day 2009 while aboard a Northwest Airlines flight above Detroit. However, the
device failed to detonate properly and the student was overpowered by passengers and crew.

While these AQ and AQ-affiliated attacks were underway, in March 2003 the United States
launched Operation ‘Enduring Freedom’. The United States, along with a British expeditionary
force, invaded Iraq with the intent of deposing Saddam Hussein and his brutal Baathist dicta-
torship. The Anglo-American intent was to bring democratic rule to the country. The result,
however, was quite different. Iraq’s minority Sunni population, to which Saddam belonged,
regarded the invasion as a threat to their position in Iraqi society. It was in this context that an
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The American military was successful in persuading Iraq’s Sunni leadership to join the fight
against the jihadist terrorists so that by 20102011, the Obama Administration and the British
;;Qvernmcm began the phased withdrawal of their forces from the country. The departure of
these foreign military elements did not usher in a period of peace and tranquillity. To understand
what happened next, we have to describe the Arab Spring.

The Arab Spring

This ‘Spring’ first lowered in Tunisia towards the end of 2010 when an unemployed young man
committed suicide over the hopelessness of his situation and the corruption of the government.
The mass media and especially the new social media (e.g. Facebook, Twitter) provided extensive
coverage of the popular protests that followed the suicide. Within a breath-takingly short time,
Tunisia’s corrupt dictator departed the scene. Protests then erupted in Egypt, Yemen, Libya,
Bahrain and Syria. For a time, Western observers believed that these Middle Eastern countries
would undergo successful transitions to democracy. Except for Tunisia, these optimists proved
wrong. No more so than in Syria.

Largely peaceful protests broke out in Damascus, Aleppo and other Syrian cities in 2012.
The minority-led government of Bashir al-Assad responded to these demands for freedom
with great brutality, shooting and killing the street demonstrators. The protests then turned vio-
lent, and a full-scale insurgency was launched. The Assad military employed chemical weapons
against the insurgents and managed to kill hundreds of civilians along the way. Despite these
war crimes, Assad received material support from Russia, Iran and the latter’s Lebanese client,
Hezbollah. Among the variety of groups committed to the overthrow of the Syrian dictatorship
was the Salafist/Jihadi al Nusra Front, a group with links to AQ. It quickly acquired its own
reputation for brutality involving the killing of civilians.

What today we identify as the Islamic State (IS) or the Islamic State in Iraq and the Levant
(ISIL), or the Islamic State of Traq and Syria (ISIS), represents a merger, proclaimed in 2013, of
the Syrian al Nusra and the Islamic State in Iraq. Its leader, Abu Bakr al Baghdadi, holds a Ph.D.
in Islamic studies and claims descent from the Prophet (Stern and Berger, 2015). Baghdadi’s
goals for ISIS represent a sharp departure from al-Qaeda’s under Zawahiri’s leadership. While
AQ has stressed the importance of attacking the ‘far enemy’, ISIS has established a transnational
‘caliphate’ by conquering territory in parts of what are now Syria and Iraq. The goal is to recre-
ate what Islam looked like as it expanded in the centuries following the death of the Prophet.’

In other words, ISIS has combined the use of conventional military forces with terrorism in
an attempt to dismember the already existing states in the region. It has broken free of AQ and
In recent times has won the allegiance of other jihadi organizations in Libya and elsewhere —
which al Baghdadi conceives as ‘provinces’ of the new caliphate. One of the curious features of
ISIS is that it secks, as a Salafist organization, to recreate the Muslim world as they imagined it to
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be more than a thousand years ago, but still shows adroit use of the new social media, Facebook
and Twitter. ISIS uses these internet tools to recruit new members from all over the world,
including Western Europe and the United States. Its displays of the beheadings of captives ang
other manifestations of brutality are intended to sow fear among audiences and to inspire otherg
to carry out similar murderous acts in their own countrics.

On the other side of the Sunni/Shiite divide, lran has served as patron for a number of
Shia militias in [raq. Drawing recruits from the poor and dispossessed youth from che slums of
Baghdad and Basra, the Mahdi Army, led by the charismatic Muqtada al-Sadr, carried out attacks
on American targets sceking to coerce the United States into withdrawing from the country,
Also supported by the Iranians’ Revolutionary Guards Corps is the Badr Brigades (Nasr, 2006).
It would not be accurate to label these militias as terrorist groups, although on occasion they
have committed acts of terrorism. They are essentially Iranian-backed private armies there to
defend the Shiite community and its holy sites. As of 2017, they are participating in an armed
conflice with ISIS, whose ideology stresses the heretical nature of Shia belief.

The new terrorism: national manifestations

In addition to the new transnational terrorisim, there are a wide variety of groups whose aspira-
tions are more limited in scope. These groups target single states, and although they may oper-
ate across borders, their attention is more narrowly focused. The cases are too numerous to be
included in this brief history of terrorism. So the following accounts will be limited to a handful
of cases.

The Israeli/Palestinian conflict

The various groups under the PLO umbrella were largely secular in nature. This 1s not true of
the new terrorists. Religion is at the core of their doctrines. When the first Intifada (popular
protests aimed at ending Israeli occupation of the West Bank and Gaza Strip) erupted at the end
of 1987, the PLO leadership was in Tunis and had little role in promoting the new Palestinian
activism. Instead, a significant role was played by two offshoots of Egypt’s Muslim Brotherhood:
Hamas and Islamic Jihad. The latter limited itself to terrorism, while Hamas developed an exten-
sive infrastructure, one including schools, clinics and other social services. Both groups were and
are conmmitted to the destruction of the Israeli state. Their claim is that all of Palestine is part
of the House of Islam and that no secular authority has the right to negotiate its division. The
founding documents are openly anti-Semitic, regarding Jews as sources of cosmic evil.

Both Hamas and Islamic Jihad played crucial roles in the Second Intifada (or Al Aqgsa Intifada)
that broke out in 2000 following the collapse of negotiations over the Oslo accords. The imme-
diate precipitant was a visit of Ariel Sharon, then a government minister, to the Temple Mount
and in the immediate vicinity of the Al Agsa mosque. This gesture was regarded as an affront
by many Muslims, and the Sharon tour was followed by riots and protests — which the Isracli
government blammed on Yasser Arafat and the newly formed Palestinian Authority (PA). Over
the next few years, the Palestinian uprising included a number of spectacular terrorist attacks.
Many of these involved suicide attacks by Hamas and Islamic Jihad followers on public buses,
restaurants and hotels. After one such attack, the bombing of the dining room at a seaside hotel
in Netanya during a Passover Seder, the Israeli military invaded West Bank cities (Jenin, Nablus,
Hecbron, Ramallah) seeking to end the terrorism.

This reoccupation of the West Bank cities succeeded in the sense that it produced a substan-
tial reduction in the frequency of suicide bombings of public busses and other Israeli targets;
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government led by Ariel Sharon ended its occupation in 2006. There then ensued a struggle for

power between the Palestinian Authority (PA) and Hamas for control over Gaza. Hamas won
the struggle and achieved control over Gaza. It used this control to pursue its goal of attack-

ctions confirmed Hamas’ popularity, especially in the impoverished Gaza Strip (see
Gleis and Berti, 2012; and Berti, 2013). As far as Gaza is concerned, the Isracli

ing Israel and launched a campaign of firing rockets and missiles into Israeli towns close to the
border. These attacks led the Israelis to retaliate by bombarding towns throughout Gaza in what
appears to bea futile effort to destroy .H.amns.

Famas has been the beneficiary of foreign support. Iran in particular has been generous in
supplying Hamas with money and weapons. The patron-client relationship has cooled lately
because Hamas is a Sunni organization, while Tran’s Shiite rulers have sought to buttress regimes
in Damascus and Baghdad which have a clear bias in favour of their co-religionists. This cannot
be said for Israels northern enemy: Hezbollah.

Hezbollah (or the Party of God) is a Shia organization that first appeared in the context
of the Lebancse civil war (1975-1990) and Isracl’s 1982 invasion of Lebanon. Another major
stimulant was the Iranian revolution. Many Lebanese Shiites were inspired by the victory of
the Ayatollah Khomeini’s victory over the American-backed Shah. Young Tebanese Shiite cler-
ics contemplated a similar outcome for their own country. Towards this end, a group of Iran’s
Revolutionary Guards travelied to Lebanon’s Begaa valley in 1982 in order to train Lebanese
Shiites in paramilitary tactics to fight their enemies. Hezbollah was the outcome of this collabo-
ration (sec¢ Ranstorp, 1994; Norton, 2007).

Since its inception, the organization has played a role in domestic Lebanese political life. It
presently is represented in both the country’s parliament and cabinet. But it is its role in violence
that compels our attention. As of 2015, Hezbollah’s fighters have entered Syria and are seeking
to defend the Assad dictatorship against ISIS, the Nusra Front and the several other Sunni groups
attempting to end its rule. Hezbollah's major foreign involvement, though, has been its struggle
against Isracl. When the Israeli army invaded Lebanon in 1982 in an attempt to eliminate PLO
bases in the southern part of the country, Hezbollah’s leaders committed their organization to
forcing the Israeli occupiers from the country. Using a combination of suicide bombings and
guerrilla tactics throughout southern Lebanon, Hezbollah succeeded in coercing the Israeli
government of Ehud Barak into withdrawing from the arca. Hezbollah, under the leadership of
Sheik Hassan Nasrallah, was not content with this outcome, and with extensive support from
Iran, Hezbollah has pursued a long-term goal of destroying the Jewish state.

To this goal, Hezbollah fighters launched a scries of raids into northern Israel (the disputed
Shebaa Farms area), often involving the kidnapping and killing of the country’s soldiers. These
raids became so troubling that it led the government of Prime Minister Ehud Olmert to launch
@ full-scale attack on Hezbollah forces in July 2006. The conflict lasted for more than a month.
The result was mutually destructive. Using Iranian-supplied missiles, Hezbollah bombarded
northern Israel, including the city of Haifa before a UN-brokered cease-fire took hold. Since
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that war, the [ranians have resupplied Hezbollah with missiles and other instruments of modey,,
watfare.

The new terrorism: Central and South Asia

For some observers, terrorism and the Middle East are virtually synonymous. If we scan ¢,
countries of the Indian sub-contivent plus Sri Lanka and Afghanistan, we cannot help but
notice that this region has experienced an exceptionally high level of nationalist and religiously
mspired terrorism over the last few decades (e.g. Marks, 2007; Lewis, 2014). Let us review these
cases at least briefly.

On the island nation of Sri Lanka, the principal cthnic division has been between the major-
ity Sinhalese population, largely Buddhist, and the minority Hindu Tamils. During the long
period of British rule, the Tamils enjoyed a preferred status vis-a-vis the colonial power. Whep
Sri Lanka became independent in 1948, Sinhalese leaders sought to reverse the situation by
restricting the Tamils’ place in govermment and public life in general. Conscquently, the Tamilg
developed their own set of resentments. Initially the expression of these resentiments was chan-
nelled through their parliamentary representatives in parliament. This parliamentary approach
proved ineffective, and a political space was created that was to be filled by armed insurgent
groups. After a struggle for supremacy among these, one became dominant: the Liberation
Tigers of Tannl Eelam (UTTE).

The LTTE was led by a ruthless and charismatic figure, Velupillai Prabhakaran. Beginning
in the mid-1970s, the LTTE launched a formidable military campaign against the govermment
in Colombo. Prabhakaran’s aim was the creation of an independent Tamil state to be run along
Marxist-Leninist lines. To this end, the LT'TE became a formidable military force, one receiving sup-
port from the large Tamil population of Southern India along with exiled conmmunities elsewhere,

Over the years there were several attempts to reach a negotiated settlement, including one
pursued by the Indian government in the 1990s. None of these attempts succeeded for more
than a few months. The LTTE carried out multiple bombings in Colombo, the assassination
of civilians throughout the country, along with a conventional military challenge to the Sri
Lankan army in and around the Tamil heartland, the Jaffna Peninsula. By the beginning of the
second decade of the 21st century, the Sinhalese majority had become sufficiently aroused to
elect a government whose leadership was committed to the use of unlimited force to end the
LTTE rebellion. The Sri Lankan army launched a brutal multi-year campaign (2007-2009) that
achieved the LTTE’s complete defeat — killing Prabhakaran in the process. Along the way, the
military conunitted numerous war crimes against the Tamil civilian population.

The reason it appears appropriate to consider the LTTE’s campaign under the label ‘new ter-
rorism’is that it pioneered the use of suicide bombing tactics. In fact, the organization developed
a special unit, the Black Tigers, whose job it was to kill themselves while assassinating others.
Rather than be captured alive, Black Tigers wore around their necks amulets containing quick-
acting cyanide tablets to swallow in the event of their imminent capture. Both a Sri Lankan
president and Indian Prime Minister Rajiv Gandhi were victims of successful female Black
Tigers (aka ‘Birds of Paradise’) suicide attacks.

India presents us with a variety of terrorist threats, some old, some belonging to the ‘new
terrorism’ genre. So far as the ‘old” terrorism is concerned, a Maoist group, the Naxalites, have
waged an armed struggle against the government and Indian capitalism from the area around
Caleutta for many decades. Tribal groups in north-castern India have also carried out terrorist
attacks from time to time. In addition to these manifestations of ‘old’ terrorism, India provides
us with at least two examples of the ‘new’.
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Reeligion was at the heart of the Sikh rebellion of the 1980s and carly 1990s. The highest
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peentration of Sikhs is located in the state of Punjab in north-western India, although there
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: kl by a series of defeats and humiliations suffered by the dominant Akali Dal political party
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t populations in New Delhi and other locales. The Sikh terrorist campaign was

d Jarnail Singh Bhindranwale, the Sikh rcligious leader. Electoral defeats and gestures
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E thcd as insults to the religion itself prompted Bhindranwale to create a terrorist group
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fn‘ :Zlcd to redress Sikh grievances (Marwah, 2002).
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Following 2 series of terrorist attacks on Hindus as well as a dissident Sikhs, in June 1984
wvuic led his followers into the Golden Temple, the Sikh holy site, located in Amritsar.

Bhindrar

[ response the Indian government launched Operation Blue Star. The Indian Army invaded
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en Temple complex and killed some hundreds of Bhindranwale’s followers, along with

the leader himself. Rct;lliutio_n was n(Tt long u.| commg.'Later in 1934, two of h‘cr Sikh bodyf
ards assassinated Indian Prime Minister Indira Gandhi. I.n'turn, Hindu Agangs in New Delhi

and elsewhere rioted and carried out anti-Sikh pogroms, killing scores ofu%nocen_ts. ‘

All this turmoil led young Sikhs to organize various terrorist bands, including Khalistan

Commando Force, the Babbar Khalsa, the Khalistan Liberation Force and the International Sikh
vouth Federation (Wallace, 2007). Their goal was an independent state for the Sikhs. According
(0 a data collection compiled by Paul Wallace, between 1981 and 1994 close to 12,000 pcople
were killed during the conflict, the majority of whom were Sikhs themselves (6,177 versus
3.871 Hindus). Along the way, in 1985 a few Sikhs in Toronto planted a bomb aboard an Air
India flight bound for London. When the bomb exploded over the Atlantic, a few hundred pas-
sengers were killed, making it one of the worst airline disasters in history.
By 1988 the Indian authoritics had managed to learn from experience. Operating under
the name Operation Black Thunder, the Indian military and police launched an attack on the
terrorist groups while minimizing civilian casualties. They also promoted outreach programs in
Sikh communitics throughout the Punjab. Also, the moderate Akali Dal underwent a revival so
that by 1992 it achieved a major electoral victory in the region. The drive towards independence
waned, as did the terrorism. Today there are occasional acts of Sikh violence supported, appar-
ently, by Pakistani groups operating from across the border.

Pakistan itself has long been a centre — if not the epicentre — of terrorism on a worldwide
basis. For some decades, the government in Islaimabad has instrumentalised terrorist groups to
challenge India’s control over the state of Jammu/Kashmir. Because of a decision made by the
Hindu maharaja of the state when India and Pakistan became independent in 1948, the state
with & Muslim majority became part of India. Since that formative period, India and Pakistan
have fought three wars over the control of Jammu/Kashmir. Instead of conventional war — India
and Pakistan are now both nuclear powers — the Pakistani Inter-Services Intelligence (ISI) has
provided covert assistance to groups that cross the border or ‘line of control’ to stage terrorist
attacks on Indian targets. The most noteworthy of these groups are the Lashkar-a-Taiba (LeT —
Army of the Pure), Jaish-c-Muhanumad, and Hizb-ul-Mujahideen and the militant wing of a
political party, Jama’at-i-Islami.

LeT achieved prominence by its December 2001 attack on the Indian Parliament in which
a dozen people were killed, an event that almost precipitated a war. But it was the November
2008 attack on the city of Mumbai that caught the world’s attention. A Le'T commando came
ashore at the port and proceeded to kill some 172 people over the next 60 hours. Launched
fmm Pakistan and then directed by a Pakistani jihadist, the targets included two major tour-
ist hotels, the city’s principal railway station and a Jewish welcome centre (Fair, 2014). Tn what
Was essentially a suicide mission, all the attackers, with one exception, were killed during this
terrorist action.

53



Leonard Weinberg

Pakistan has also gone into the terrorist export-import business. Residents of Great Britain,
the United States and other Western nations have received training in Pakistan and then returned
to their home countries in order to carry out terrorist attacks on, for example, the London
Underground (2005). Foreign nationals who have visited Pakistan have also been targeted for
attack, as for example, the execution in 2001 of Wall Street Journal reporter Daniel Pearl.

Pakistan’s northern tribal areas (e.g. North and South Waziristan, Baluchistan) have served
as sanctuaries for al-Qaeda and Taliban operatives who fled Afghanistan to regroup following
American and British attacks. Radical clerics in these tribal areas have also trained and supported
Afghan Taliban as they returned to the fray across the border. And we should remind ourselves
that al-Qaeda leader Osama bin Laden was able to establish a residence in Abbottabad, really 4
suburb of Pakistan’s capital, and live there undisturbed until he was killed by American special
forces in 2011.

Terrorist groups have also been active on the domestic scene (Gall, 2014). Pakistan’s Shiite
minority has repeatedly been attacked by Salafist Sunni groups. In Peshawar in particular, Shiite
mosques have been attacked and bombs have been detonated in Shiite sites in Karachi, and
scores have been murdered. Perhaps the most spectacular act of domestic terrorism was the
2007 assassination of Pakistan’s former President Benazir Bhutto, who had returned to Pakistan
to campaign for the next presidential election. Bhutto had made many enemies, including the
country’s then-military dictator, General Musharraf. But her murder was committed by mem-
bers of a terrorist group, the so-called Hagqani Network.

What makes Pakistan’s situation particularly troubling to outsiders is that in addition to all
this violent conflict, the country is also a nuclear power. And in the West, at least, there is con-
cern about the possibility of nuclear weapons falling into the hands of one of the Jihadi groups.

Future prospects

Using current developments to predict future ones has its limitations. Nevertheless, there are
several trends at work in terrorist violence that seem likely to persist and even grow in the
immediate future. First, lone-wolf terrorism seems to be enjoying a growth spurt. Either self-
starters who have simply become radicalized on their own or mediated and sponsored by some
terrorist group, the lone wolf presents a growing threat particularly to the Western democra-
cies, as recent events in France and Europe suggest. Second, there is a seemingly contradic-
tory trend at work too. Terrorism increasingly has become part of the repertoire of large scale
insurgencies such as the one launched in Irag/Syria by ISIS. Third, the new or newer social
media should continue to play an unportant role in the dissemination of terrorist propaganda,
as well as with the recruitment of terrorists-to-be. Finally, there appear to be other trends at
work. Once upon a time, the subject of terrorism — during the Cold War for example — was of
limited interest to Western publics. These publics and elite political decision-makers had other
things on their minds. Now, after 9/11 and subsequent mass casualty attacks, terrorism and the
threat thereof appears to be close to the leading issue confronting the United States and the
other democracies.

There is also the matter of prevalence to consider. Terrorist attacks seem to be spreading
around the world from Western Europe and West Africa to Indonesia and at virtually all points
in between. This sense of terrorism spreading throughout the world is, however, a bit deceptive.
Once upon a time, there were home-grown terrorist groups throughout Latin America, Western
Europe and North America. In Northern Ireland, the Basque country of Spain, Croatia, Sri
Lanka and the Indian Punjab, terrorism was used to promote separatist causes. In addition, not
all that many years ago, the Western world abounded with revolutionary groups seeking to bring
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yn capitalism and the political order associated with it. These terrorist groups have largely
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seactionary goal of recapturing the past of Islam. Within this framework, there is a war
West (e.g. Jews and Crusaders), its values and sympathetic governments in Egypt and

The other conflict is sectarian in nature; for example, the struggle between Sunnis

the
against the
elsewhere. 5 : . : : .
d Shiites for control of Iraq and Syria. Terrorism scems unlikely to abate until there is some
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;csolllli"" of these destructive conflicts.

Notes

In the mid-1880s, the short-lived Terrorist Faction was organized under the leadership of V. I. Lenin’s
elder brother (see Burleigh, 2007, pg. 55-56).

2 For excerpts from some of the relevant writings, see Laqueur (2004, pp. 50-119).

3 In this regard, ISIS has come to resemble a human Jurassic Park in the sense the observer gains a picture
of what the Islamic world looked like some 1500 years ago, replete with slave markets, suicide attacks,
decapitations and other types of body mutilation (see Weiss and Hassan, 2014).
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5
ROOT CAUSES OF TERRORISM

Tore Bjorgo and Andrew Silke

Introduction

[dentifying the ‘causes’ or ‘root causes’ of terrorism, and then removing or reducing these causes
in order to diminish the scourge of terrorism, has been a popular idea among many politicians
and scholars. They may argue that only social and political changes and measures can, at a more
fundamental level, eliminate or lessen the basic conditions which are causing people to see vio-
lence as the only option for change and eventually engage in terrorism. Certainly, understanding
how and why terrorism begins can be a vital first step towards preventing new campaigns erupt-
ing in the future. There is also the real potential that understanding what bas caused the violence
in the first place will help identify effective solutions to current conflicts and give sensible advice
on how to wind down ongoing violence.

Traditional counterterrorism, however, has been more focused on just treating the symptoms.
Critics argue that ‘root causes’ are too remote from the alleged outcome, acts of terrorism, to be
of any analytical or practical use. For example, millions are touched by the conditions which are
claimed to give rise to terrorism, but only a tiny minority actually engages in terrorism. What is
then the explanatory value of ‘root causes’? Furthermore, some critics claim that talking about
‘root causes of terrorism’ could afford legitimacy to terrorists, as it alleges that there are some
justifiable reasons for why people make use of terrorism (e.g. Bennett, 2002: 67-69).

Indeed, some have actively dissuaded research that is aimed at understanding the causes
of terrorism. As a former police Chief Constable in Northern Ireland curtly noted, ‘For me,
understanding, comes dangerously close to authorising, sanctioning and approving’ (Harnden
and Jones, 1999). While explaining terrorism by causality alone is too simplistic (Horgan, 2014:
86), entirely abandoning efforts to understand the causes is not simply unscientific but socially
deeply irresponsible. Terrorism is too important a subject — and affects the lives of far too many
~ for the difficult questions of how it is caused to be declared off-limits.

While recognizing that the causes of terrorism are an important subject, it is worth high-
lighting at an early stage some of the key problems faced by efforts to better understand these
causes. First is the ever-present definition problem. Studies into causes vary in terms of how
they define terrorism. This means that case studies which are considered legitimate for inclu-
sion in one study are not considered as a relevant example of terrorism in another. The result,
ot surprisingly, is that studies reach different conclusions. Systematic reviews have to be alert
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to how the different studies define the subject and the impact this has on the data used and the
conclustons reached.

Second, this area suffers from the common problem of limited data on many key issueg.
Terrorism research has traditionally been beset by limited methodologies and often questionab]e
raw data (e.g. Silke, 2009). This problem is also seen in research on root causes. A linked criticisy,
1s that the causes debate has traditionally been dominated by reference to a small number of
case studies (notably the Northern Irish and Palestinian conflicts). The dominance of these case
studics risks skewing the debate towards factors especially relevant in those contexts, but whicl
might or might not fairly reflect general patterns and processes (Noricks, 2009).

A final significant problem is that efforts to understand the causes of terrorism need to be
sophisticated in how ‘causes’ are framed. Causes can work at different levels, from the social to
the individual, but some efforts lump these together, cherry-picking a few prominent factors,
There can be structural background causes as well as more direct proximate causes, and it is
important to take the trouble to distinguish between these.

Types of causes

There are several conceptual distinctions which may be of help to get a better grip on how causal
explanations can inform our understanding of the emergence of terrorism. The notion of ‘root
causes’ may be more useful if we distinguish between explanations of prevalence and explanations
of incidents of terrorism. In this context, prevalence refers to the number of terrorist attacks in a
country or area in relation to population size (e.g. by one million) during a certain time period
(c.g.annual average of the previous 10 years). Thus, Pakistan has a far higher prevalence of terrorist
attacks than, for example, Norway or Canada, and there are some fundamental political, economic,
social and historical ‘root causes” which may explain these differences (Engene, 2004). Incidence
refers to each specific act of terrorism, carried out by certain individuals or groups of actors. There
are obvious links between these two dimensions. Prevalence may be seen as an aggregation of
individual attacks. The processes that lead to most individual attacks are also to some extent influ-
enced by the structural and political conditions that facilitate a high prevalence of terrorist attacks.
However, the connections between these two levels of explanation are complex.

What explains the high or low prevalence of terrorism in different countries or regions does
not necessarily explain why a certain individual or group decides to carry out a specific terror-
ist attack. Although structural or political conditions may have a distinct motivational influence
on some individuals who decide to engage in terrorism, others are mainly driven by more
idiosyncratic or personal motives or circumstances (Nesser, 2015; Bjorgo, 2011). In most cases
where individuals get involved with terrorist groups or acts of terrorism, their engagement may
be understood as caused by a combination of structural or political conditions, on the one hand,
and personal dispositions and experiences, on the other. To take this distinction further, it can be
useful to differentiate between two different types of causes behind terrorism: preconditions and
precipitants (Crenshaw, 1981; Bjergo, 2005; Newman, 2006).

Preconditions are the conditions that provide fertile ground for the emergence of terrorism.
These are usually relatively general and structural in character and can help to produce a range
of social phenomena and expressions, of which terrorism is only one. Even if the preconditions
exist, these are not in themselves sufficient to cause an outbreak of terrorism. Examples of the
preconditions which may facilitate the emergence of terrorism include a lack of democracy, civil
liberties and the rule of law, illegitimate and corrupt national authoritics (sometimes backed by
foreign governments), discrimination based on cthnic or religious origin and a perception of
social injustice.
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Precipitants are 3 type of causes that far more directly influence the emergence of terrorism.
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(Della Ports 2013). A 5 . . . .
Macro factors relate to systemic conditions at the va.el of socicty, state, 111ter11at19nal relatllons
‘ s-national developments. Examples could be civil war or deep-rooted conflicts, invasion
or:m:(.ul)arion by foreign military forces, economic underdevelopment, bad governance and
grr;);)ti()ll penetrating the state at aII. levels, ‘r:\pid modernisation or te'chnological dc.:velol.)ments
(like the ris¢ of the internet and social media). Root causes of terrorism are often identified at
this macro level (Bjorgo, 2005: 1-4). . .
Meso factors are conditions, developments and processes at an intermediate levelj s.u'ch as
Jovenents, institutions, organisations and groups. Examples could be the activities of

the more specific incidents and situations that directly motivate or trigger an outbreak
Such trigger events may be identified at macro as well as meso and micro levels,
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cerrorist organisations, charismatic leaders who mobilize a mass following or peace movements.

Micro factors relate to individuals and face-to-face interaction in small groups. At this level of
analysis we are interested in understanding why and how individuals and cliques of friends get
radicalised and sometimes even engaged in violent activism — and what can be done to prevent
this negative development. .

An illustration of how these factors and different levels can link together can be seen in
Table 5.1. This was provided by Schmid (2005), who pulled together a range of factors which
can increase the likelihood of terrorism occurring. The table is useful because it highlights tbe
complex range of factors that can be involved, a complexity which adds to the difficulty of reli-
ably identifying the impact of any one factor. N

The boundaries between the macro, meso and micro levels are not sharp. Moreover, it 1s
important to understand how developments at the macro level (e.g. a military invasion or other
major political development) may impact on the meso and micro levels, such as giving rise to
militant movements and individual radicalisation (Della Porta, 2009: 67-68; 2013). Sometimes,
events at meso (or even micro) levels may also have macro-level impact, such as the publication
of the Mohammad cartoons in a Danish newspaper (discussed further below). Another example
is how news and footage from civil wars in Somalia, Syria and Iraq have inspired young people
from all over the world to volunteer as foreign fighters in these war theatres. Although factors
and processes at individual and group levels obviously have been significant, internet-based
social media have served to connect these levels in ways that make events taking place far away
come very close to these individuals.

One example of a triggering event at the macro level is how the invasions of Afghanistan
and Iraq in 2001 and 2003 provoked young Muslims in countries such as the United Kingdom
and Denmark into planning, and, on occasion, carrying out acts of terrorism. A similar provoca-
tive event which started at the meso level was the publication of the Mohammad cartoons in
Denmark (and later in other countries). This small event turned out to have macro-level impact,
triggering a wave of riots and acts of terrorism in large parts of the Muslim world and in
Scandinavia, targeting Denmark, the _Jyllands-Posten newspaper and the cartoonists in particular.
This is unlikely to have happened without the existence of some preconditions at the macro
level, including built up frustration about how the West treats the Muslim world. In addition,
a number of different actors saw they could benefit from whipping up and exploiting this
atmosphere for their own purposes by inciting riots and terrorist attacks. The publication of the
Mohammad cartoons can explain how the Scandinavian countries — from being one of the least
terrorism-exposed regions in the wotld — by the turn of the decade were now among the parts
of Europe most at risk (Hegghammier, 2012: 9). One important precipitant at the meso level 1s
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Table 5.1 Indicators pointing towards the formation of terrorist groups and the occurrence of terrorisg

campaigns
e
Root causes Accelerators
1. Lack of democracy 1. Counter-terrorist campaigin causing many
2. Lack of rule of law victins ‘calling’ for revenge and retaliatioy,
3. Lack of good governance 2. Humiliation of the group or its supporter
4. Lack of social justice 3. Threat
5. The backing of illegitimate regimes 4. Peace talks
6. High/rising distributive inequality 5. Elections
7. Historical experience of violent conflict waging 6. Symbolic dates
8. Support ‘fqr groups using terrorist N Boselvalon
9. Vulnerability of modern democracies

. . 1. Moderate counter-campaign usin
. Failed states/safe havens outside state control paign &

—
o

legitimate means

Proximate causes 2. Loss of charismatic leaders/key resources/
1. Escalatory counter-strategy territory for retreat

. Expectations of support group (esp. regarding diaspora) 3. Essential concessions towards the terrorist

2

3. Declining support/rising support constituencies’ political demands
4

5

. Declining media coverage 4. Responsible media coverage
. ‘Successful’ rival groups )
. &HLD . Precipitants
6. Problems of internal group cohesion A
s . 1. Risk assessments of attacks
7. Group leader’s personal image strategy —_ )
2 : : s 2. Logistical preparations
8. De-escalating low intensity conflict e -
3. De-legitimation of the enemy

9. Escalating violent political conflict g
. Disappearance of key persons

10. Entrance of new actor in existing conflict situation - . .
. Rising interest in potential targets

[ I

. Increase of internal violence

Source: Schmid, 2005.

the existence of charismatic leaders able to translate widespread discontent and frustration into
a political agenda for a violent struggle.

Thus, provocative incidents and actions at the macro or meso level can be the triggering precip-
itants behind violent radicalisation at an individual level. However, millions of people are exposed
to these provocative events as well as the more structural conditions. Comparatively few are trig-
gered to engage in extremist activities and violence. It is still a puzzle why these few do engage and
the large majority does not. There is obviously no single straightforward answer (or cause) to that.

Considering some key factors
Economic factors

The role of economic factors in causing terrorism is complicated. There is a widely held assump-
tion that poverty is a strong key root cause of terrorism, but the research cvidence on this is
surprisingly mixed. Some studies find a significant link between poverty and terrorism (e.g. Lal,
2007; Azam and Thelen, 2008), but most have identified only weak or ambivalent connections
(e.g. Krueger and Maleckova, 2003; Freytag et al., 2011). The general consensus is that while
poverty might play a role in causing terrorism, it is a much weaker one than most would expect,
and in fact other factors seem to play a much more significant part.

If poverty was a direct cause, then surely most terrorists could reasonably be expected t0
come from poor backgrounds, and terrorism itself should be more common in poorer regions?
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e her of these claims, however, is true. Terrorism occurs across a spread of countries ranging
et

from the rich

guffered the highest I ralt offterre |
i includes some of the world’s richest countries which boast very high levels of GDP per
¢ includes

ita. None of the countries on the list could be described as desperately poor (Piazza, 2006).
‘cap ’

Further, : o _
b krroll“d‘“ of their own communities. On the contrary, they are much more likely to come
backe i

from W
tlie middle cla | ‘ '
Surveys have also found that support for terrorism tends to be stronger among the middle and

upper classes than among the lower class. For example, Krueger and Maleckova’s (2003) survey
of 1,357 Palestinian adults in the West Bank and Gaza found that support for terrorism against
=

est nations to the most deprived. Table 5.2 below shows the 10 countries which
ghest levels of casualties as a result of terrorism during the years 1986-2002. This

it is widely recognised that relatively few terrorists come from the most deprived

hat constitutes the middle and upper classes of their communities (bearing in mind that
ss in a refugee camp will be very different to the middle class in a British city).

[sracli civilians was stronger among professionals (43.3 percent) than among labourers (34.6 per-
cent). Similarly, there was more support among those with secondary education (39.4 percent)
than among illiterate respondents (32.3 percent). Other surveys elsewhere in the Middle East
found that people who owned a computer or mobile phone were much more likely to express
support for terrorism than respondents who did not own these items (Fair and Shepherd, 2006).
In a Lebanese Shi’a sample, Haddad (2006) failed to find a significant link between income and
support for Hezbollah, with support being spread across different social classes. Personal religios-
ity was the most significant predictor of support, followed to a smaller extent by satisfaction with

the performance of the Lebanese government.

Population size

The larger the population of a country, the more likely it is to suffer from terrorism. Indeed,
research suggests that population size alone is currently the best single predictor of terrorism we
have. The effects of all other predictors are massively increased if they occur in a country with a
big population (Sinchez-Cuenca, 2009).

Why does population size matter? Two issues are probably important. First, the bigger the
population, the harder it becomes for the State to keep track of everyone, including potential
extremists. Sprawling cities with massive populations provide melting pots for extremists and
radicals to disappear into. Second, there is a simple numbers game in operation. While the overall

Table 5.2 Top ten countries suffering casualties due to terrorism, 1986-2002

Country Casualties Average GDP per Capita 2001 Human Deuelopmml
o 1986-2002 Uss Index Rank
Kenya 5,365 1,211 123 (Medium)
United States 4,011 27,816 6 (High)
India 2,779 2,358 115 (Medium)
Isr.ael—Palestine 2,257 12,651 49 (High)
Sti Lanka 1,815 3,365 81 (Medium)
Iraq 1,646 3,413 106 (Medium)
Russ§a11 Federation 1,314 8,377 60 (Medium)
f;u_dl Arabia 1,037 10,348 68 (Medium)
C:)lll(t;ﬁblﬁngdom 984 19,627 14 (High)
e Y 835 5,615 62 (Medium)
Source: Piazza, 2006,
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number of people in any population who are prepared to become terrorists is generally tiny, a5
the size of that overall population increases, so does the number of potential terrorists. Terrorisg
campaigns can be carried out by isolated loners or disconnected small groups, so the risk riseg
as the overall population increases.

Civil liberties and human rights

The more repressive a state becomes, the more likely it is that terrorism will emerge. R epression
can be measured in a number of ways but can include the loss of civil liberties, the restriction of
freedom of expression and an increase in human rights abuses. In a study looking at the experi-
ence of 97 countries over a 20-year period, it was found that those countries which became
increasingly repressive during this time were also the ones most likely to witness the outbreak
of terrorist violence (Piazza, 2006). Overall, the level of human rights abuses in a country is 3
far stronger predictor of terrorism than any of the economic-related measures that have been
proposed.

Lack of political representation

Countries which curtail or severely restrict democratic politics are much more likely to produce
internal terrorism. A simple measure of how many political parties are represented in the law-
making institutions of government provides a surprisingly good predictor of future terrorism,
The lower the number of parties which are present, the more likely it is that domestic terrorism
will occur (Piazza, 2006). Similarly, a lack of representation in other arenas (such as a lack of
workers’ trade unions) also shows a link with increased violent extremism. In short, the more
curtailed political representation is in any given society, the greater the risk of domestic terror-
ism erupting in that culture.

Contagion and media effects

The outbreak of terrorism in one country increases the risk that terrorist conflicts will also
erupt in neighbouring countries (e.g. Lai, 2007; Blomberg and Hess, 2008). The terrorist groups
are not necessarily the same or directly linked, rather it seems that the example of the neighbour
inspires radical groups in nearby countries to take violent action. Proximity to an existing ter-
rorist conflict is thus a risk factor for neighbouring states. It is often assumed that the media plays
a significant role in the contagion process, but the ability of the media to spread terrorism has
not always been accepted by experts. Initial research on the subject failed to find a link between
media coverage and a rise in terrorism. While it was often assumed that media coverage did lead
to more terrorism, the evidence for this in the 1970s and 1980s was very weak (Picard, 1986).
While an increase in the overall level of terrorism was not found in this early research, what
was found was a clear contagion effect: terrorism factics which received more coverage were
more likely to be copied in the future. The overall amount of attacks was unchanged, but ter-
rorist groups did show a shift towards the types of attacks which received more media attention
(Weimann and Winn, 1994).

More recent research has suggested the effect is now even stronger possibly due to the impact
of 24-hour news channels, the internet and social media. R eviewing terrorist attacks from 1998
to 2004 suggests that increased coverage is now followed by an increase in the overall amount of
terrorism (Rohner and Frey, 2007). Further, the link seems to be reciprocal: more attacks leads
to more coverage, and more coverage is then followed by a further increase in attacks.
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Overall, the evidence available today suggests that both a contagion effect exists — increased

medi i
acks being €

2 coverage of a particular type of terrorist tactic leads to an increase in similar types of
arried out — and that a magnitude effect exists — more coverage is linked with

e g z O :
F attacks happening overall. Exactly how strong these effects are is still not entirely clear,
NOTE AR ¥ 1 o %3 . . .

: ally given the mixed nature of some findings. Nevertheless, given the intense interest the
csl,\{'( « B

lia often shows with regard to terrorism, the findings make for sobering thought.
medi:

Radicalisation and micro causes

Most research on micro causes is based on individual cases of people who actually l]l_‘(I-:I[]lLB r;!di—
calized and engaged in terrorist activities. When rewinding their life stories, the turning points
are often easy to identify, and are frequently found to be a personal crisis of some sort (e.g. the
death of a family member, the loss of a job or other non-political events, cf. Nesser, 2010) or
that they were socially and spiritually alienated and in some form of distress (Sageman, 2004:
98). However, when ‘running the movie forward’, it is virtually impossible t(.) 1(.16nt1fy those few
who turn into the pathway towards violent extremism from those rather similar persons who
follow the mainstream.

Research on individual radicalisation and engagement in violent extremism points to the
pivotal role of social relationships in these processes (Horgan, 2014; Nesser, 2015; Sageman,
2004). Although a few lone-actor terrorists engage in violent activities alone, even they are
usually inspired by some kind of militant ideological community, virtual or in real life (e.g. Gill,
2015). However, for the majority of those engaging in militant activities, the social ties to radical
individuals and groups are the means through which they become engaged in militancy and
often come prior to their own radicalisation at the level of ideology and acceptance of violence.

One of the pitfalls of trying to explain the emergence of and engagement in terrorism
through the notion of causes is that it tends to miss the importance of agency in these pro-
cesses. The discussion on whether the emergence of terrorism can be understood mainly as an
outcome of root causes or as an outcome of individual processes of radicalisation and choices
relates to a more general debate in the social sciences over what is more important in shap-
ing human behaviour — structure or agency. Structure may be seen as the recurrent patterned
arrangements which influence or limit the choices and opportunities available, whereas agency
is the capacity of individuals to act independently and to make their own free choices. Whereas
some social theorists have argued for the primacy of structure over agency (e.g. the traditions
of Karl Marx and structural functionalists like Emile Durkheim), methodological individual-
ists, interactionalists and rational choice theorists (e.g. the tradition of Max Weber) have argued
that structure is merely the aggregate of individual actions, and that social phenomena must be
explained by showing how they result from individual actions and the intentional states that
motivate the individual actors. Other theorists try to demonstrate how agency interacts with
structure (Giddens, 1984) or see the relationships between structure and agency as a dialectical
one (Berger and Luckman, 1967). This is probably a more fruitful approach also when we try to
understand the emergence of terrorism.

Some conclusions on root causes

The issue of root causes of terrorism will remain a significant source of both research and policy
attention, if only because terrorist conflicts can be so bloody, protracted and expensive. As early
45 2008, analysts estimated that the 9/11 attacks and the government reactions to them had cost
the US economy over $3 trillion (Stiglitz and Bilmes, 2008). In such a context, any insights
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which provide some hope of avoiding (or detecting at an early stage) sumilar future conflicts
will have appeal.

The challenges for making progress in our understanding of the root causes of terrorism ag
we go forward revolve around two key factors. First, we need shared clarity on what we mean
by ‘terrorism’. We are unlikely to arrive at a widely agreed definition of terrorisi shared evenly
across a spectrum of research studies, but we can at least have clarity on how each study defines
terrorism and what groups and conflicts are considered within that study’s framework (and
which ones are excluded). This can do much to help distil some of the white noise in reviews of
root causes. The second key element is a need for shared clarity on what we mean by ‘causes’. As
we have seen in this chapter, causes can operate at different levels from large-scale geo-political
processes to mundane individual-level personal factors. The relative importance of different
causes varies enormously depending on the perspective taken not only in rescarch terms but
also in terms of policy interventions.

In the end, terrorism is too important a subject for us not to be interested i what causes i,
The past decade alone has seen considerable progress in identifying the role and significance of
a range of factors. Coming decades are likely to see a deepening sophistication in our under-
standing of terrorism'’s causes, insight which will hopetully play a positive role in avoiding and
ameliorating future conflicts.
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NATIONALIST AND SEPARATIST
TERRORISM

James |J.F. Forest

Terrorist groups pursuing a nationalist or separatist ideology have much in common with other
kinds of terrorists. They incorporate similar kinds of tactics as other terrorists, attacking govern-
ment and non-government targets, killing and wounding scores of victims, all in the pursuit of
political objectives. They are typically motivated to engage in terrorism by a range of sociopo-
litical grievances that could include injustice, government ineptitude, endemic corruption, and
repression. However, there is one vital distinction to keep in mind: ferritorial control is far more
important to nationalists and separatists than it is for any other category of terrorism.

Among most ideological types of terrorists—including anarchists, religious extremists (from
Christian anti-abortionists to Islamic jihadists), right-wing, left-wing, animal rights and envi-
ronmental extremists—we can find groups and individuals who portray their rationalization for
violence in global terms, and may even consider themselves to be part of an international move-
ment. In comparison, nationalists and separatists have a significantly domestic focus: the lines
drawn on a geopolitical map,and the power to shape the future of a specifically defined territory,
are of critical importance. Their demands for distinctive or unified statchood are generally how
we distinguish this type of terrorism from others who are driven primarily by political philoso-
phies or a desire for social or policy changes.

The ideologies of nationalism and separatism

The objectives of nationalist or separatist movements are often rooted in grievances such as
injustice (real or perceived), discrimination, and marginalization suffered by a social or politi-
cal minority. In some instances, a small proportion of a population within a country may suffer
repression from the government and/or the majority population, and over time this leads to
the rise of demands for an independent nation-state. As Byman (1998, p. 155) notes, “Brutal
repression is often the handmaiden of successful nationalism.” Discriminatory government poli-
cies could include limiting access to education, jobs, and land ownership based on ethnicity or
religious affiliation. In some cases, we have seen policies that encourage unbalanced economic
growth between urban and rural, and that disadvantage one specific segment of a population,
leading them to become disenchanted with their political system and leaders and to want some-
thing different. Among poor rural peasants in parts of a country where public investment has
been comparatively low, it is common to find disproportionate levels of unemployment and
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44 ts are often created or left unresolved by the state; in many cases, the state is portrayed as
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stly keeping the members of a particular group from something that they feel is rightfully
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th Eor example, it is not uncommon for Catholics in Northern Ireland, Basques in Spain, or

Tamils i Sri Lanka to see themselves as a threatened or ill-treated minority, leading them
Taniis -

ration = . ) : .
;. < in Kashmir, and Sikh separatist groups who were responsible for terrorist attacks in the

alize the need for a separate state of their own. The same holds true for Muslim

u o .
;"‘Jon-l,:b region of northwest India for about 20 years, beginning in the early 1980s (Reinares,
200J5. p- 121). One of the most well-known terrorist groups of all time—the Palestinian

Liberation Organization (PLO)—was established in 1964 with the goal of liberating Palestine
from [sracl. Many of the early leaders of the PLO, including Yasser Arafat, were inspirediby
,.lc(tist philosophy grounded in the principles of mass struggle, opposition, and revolution
2011), but quickly recognized the value of promoting Palestinian identity as a

(’Bamcsk:ly‘ ; : .
ring about cohesiveness and a sense of shared destiny among the local population

means to b ' " .
(Schiff and Rothstein, 1972). The group adopted a strategy of advancing Palestinian national-
jsm through terrorism, and in doing so was able to draw the world’s attention to the conflict
in the Middle East.

A tendency to portray the sociopolitical environment in terms of "™ versas “ehen” fudls

suspicion and distrust towards those members of the system who have more power and influ-
ence than others. Some leaders of nationalist or separatist groups have promoted a belief in the
superiority of their cultural heritage (history, values, language, traditions, and so forth) among
the minority population they represent (Eidelson and Eidelson, 2003). Asal and Reythemeyer
(2008, p. 437) describe this as “othering™—a “process of clearly articulating groups and indi-
viduals that have a lesser moral or ethical status than members of. .. the racial, ethnic, geographic,
or language group they purport to represent.” For some adherents of this perspective, a convic-
tion of moral superiority leads to a sense of entitlement and special destiny, a better future that
is being intentionally blocked by other members of society.

Nationalist and separatist movements are thus fueled by a range of strong emotions includ-
ing fear, prejudice, and self-determination. Meanwhile, the values and principles of liberty and
justice for all have been promoted by Western democracies, most prominently the United States,
adding ideological fuel to the fire of those calling for independence. This was most poignantly
seen during the anti-colonial movements during the first half of the 20th century, particularly
in Africa and Asia. And yet, there are also significant constraints to how far the pursuit of inde-
pendent nationhood may be acceptable to the international community. The way in which we
as human beings have organized our macro-level ways of dealing with each other globally, often
teferred to as the “Westphalian nation-state system,” was created in 1648 when representatives
of European states signed a series of documents that became known as the Treaty of Westphalia.
These documents established several principles and traditions that over time made nation-states
the primary institutionalized actors in a global system of relations, while other non-state entities
(especially religion) saw its power and influence significantly reduced.

Territorial integrity—with international political boundaries—was recognized by all del-
cgates, and the overall objective of Westphalia was to craft a way of maintaining peace between
these states. Two very important concepts to emerge from this period were national self-
determination and sovereignty. In other words, it was agreed that a state should be allowed to
make its own decisions; further, everything that takes places within a state’s borders is considered
to be its own business, and meddling in another country’s internal affairs s considered to be a
violation of its sovereignty. These principles underscore a wide variety of debates and decisions
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made today at the United Nations, World Trade Organization, G20, and other organizationg in ‘SO ¢ have called for a wholesale redrawing of the map, with a new geopolitical entity carved
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fput 0" ™ |

o )

peous 1Bt = o .
L one who is not of a specific ethme background.

4 . . . .

! Leaders of these movements portrayed the current sittation as not only unjust but also intol-
g that change, perhaps even violent change, is necessary (Homer-Dixon, 2002).

which the members are nation-states.

Today’s nationalist and separatist movements aspire to follow in the footsteps of the 34 pe,, _statc into an ethnically homogenecous one, essentially forcing out of the territory

states that have been founded since 1990 (the majority of them created by the dissolution of the
Union of Soviet Socialist Republics, Yugoslavia, and Czechoslovakia). Some relatively new States
were created by joining together two former ones, such as Germany (formerly East and West enble. arguin . g : :
‘k'ActS of violence were characterized as justifiable retaliation against the established government
5" ‘members of the majority (Eidelson and Eidelson, 2003). As Fernando Reinares (2005, p. 120)
tcs, one of the underlying objectives of this violence has been “to affect the distribution of

swer and so : .
a strong sense of “othering”—drawing on the insecurities and fear among members

Germany) and Yemen (formerly North and South Yemen), while four successfully seceded and
gained independence from their former states—East Timor (from Indonesia), Namibia (from
South Africa), Eritrea (from Ethiopia), and South Sudan (from Sudan). However, as noted latey
in this chapter, political violence (including terrorism) has not played a prominent role in the cial cohesion within a given state jurisdiction.” Leaders of these movements also

successful creation of most new states over the past half-century. smoted

4 community to argue that they were profoundly threatened by “others.” This was most nota-

In general, the political ideologies of nationalism and separatism are rooted in widely sup-
ly the case among a unique sub-category of nationalist groups known as “ethno-nationalist”

ported ideals of self-determination and supported by a historical record which indicates thy 1
p“cthnic terrorisnn.”

independent statehood is not an impossible goal. However, the structural and political barriers
Ethnic identity has often played an important role in the ideological aspirations, membership,

to realizing the aspirations of independent statchood may seem virtually insurmountable for ,
and support networks of groups pursuing a nationalist or separatist political agenda. As Daniel

Byman (1 998) has illustrated in his research, “ethnic terrorism difters considerably from violence
f]m'ed out for ideological, religious, or financial motives,” largely because the focus of ethnic

small ethnic minority within a particular socicty. A group of people today who may aspire for 4
sovereign state of their own—like Basques in Spain, Kurds in Turkey, or Chechens in R ussig—

face tremendous hurdles in bringing that vision to reality. In the Kashmir region of India, vari-
rrorist groups includes “forging a distinct ethnic identity” apart from the state and “fostering
hnic mobilization.” Groups in this category attempt to forge a national identity and mobilize
of Spain, Turkey, Russia, or India do not have a vested interest in allowing self-determination an cthnically identifiable community; acts of political violence are used to make a statement

bout the group’s identity, while also polarizing other members of that ethnicity and forcing
ITt'hcm to either ally with the terrorists or oppose them (Byman, 1998). This focus on exclusivity

ous nationalist and separatist ;movements (inany of which, but not all, have also been Islamjst)
have been seeking an independent state since the 1950s. In each of these cases, the governments

and autonomous geographic territory for these ethnically identified groups within their coun-
tries. And the international community is often reluctant to recognize any self=declared “states”
like the failed efforts of Somaliland or Kurdistan.

As a result of the significant obstacles to achieving independent statehood, some national-

and othering means that, almost without exception, membership in an ethnonationalist terrorist
group requires being born with a specific ethnic identity.

ist or separatist groups or movenients have come to rationalize and justify violence as the only In responding to these acts of political violence, governments have sometimes resorted to

means by which they may acquire the power that will bring about the changes they seck. “a form of (imainly unproductive) harsh punishment towards an ethnic group. This, in turn, can

Among these insurgent groups and movements, the tactics and strategies of asymmetric warfare ‘mobilize more support for the terrorist group among the broader population (Byman, 1998,

(including terrorism) have been embraced as necessary for confronting the more powerful gov- ~ p. 155). Some ethnic nationalist groups have even determined that provoking a harsh response
from the government can be a beneficial goal to pursue: force the government to lash out
blindly, they argue, and create a backlash that would increase popular support for our call for
self-determination. For example, Byman describes how the Jewish extremist group Irgun sought

to conduct operations against the British occupying forces of Palestine in an effort to compel

ernment forces. The remainder of this chapter will focus on this small but important category
of nationalist and separatist entities.

Political viol i i i i B e . . \ ) . .
al violence and terrorism among nationalist and separatist movements - the British security forces to intern, interrogate, and otherwise harass the Jewish population

In 1961, Frantz Fanon—a French Algerian doctor—published a groundbreaking book, Whetched a5 a whole. As noted carlier, the grievances that animate many of these nationalist groups are

of the Earth, that argues that Western powers had dchumanized non-Western people by destroy- already often grounded in perceived injustice, discrimination, and marginalization suffered by

. . . . . . . B 1 -1 N b 2 2 b .- o g 5 - 2 29 -
ing their cultures and replacing them with Western values. In his view, colonized masses suffered A munority within a population. Thus, a group’ incorporation of this “provoking” strategy can

a perpetual identity crisis and were forced to deny their heritage. Therefore, he argued, the only cmphasize their own perceived justification for violence among a broader population. Further,

Msome extreme instances—Ilike the Kurds in Iraq under Saddam Hussein—an ethnic group has

course of action possible was guerilla warfare revolution—essentially, achieving freedom can be

suffered brutal repression, and thus in their cyes the only solution for their survival is a nation-

seen as inherently violent.
state of their own.,

During the 1960s, the global environment was awash with various kinds of political activisi
Nationalist (and especially ethno-nationalist) groups can also tap into potential fundraising

fiylld recruitment streams through their diaspora in other countries. They will routinely attempt
o convince members of their diaspora that they have a “duty” to “support the freedom fighters”
[ »bf‘Ck i the home country by providing weapons, finances, logistical support, and sometimes
HCW recruits, A broad range of groups have found some success particularly among diaspora
"!‘llembm in rich Western countries, through pledge drives, contribution cans located next to
cush registers in convenience stores and pubs, and direct door-to-door solicitation.

and turmoil, with widespread protests in many countries demanding greater civil rights and
self-determination. As noted earlier, injustice—real or perceived—is onc of the most commion
characteristics of the grievances that animate nationalists and separatists.

Fanon’s central argument about the necessity of violence became rapidly popular among 4
relatively small number of anti-colonial, nationalist, and separatist movements throughout the
world, many of them fueled by an overarching concern about the contours of the geopolitical
map and a burning desire for the power to control a specific, clearly defined physical territory.
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To sum up, when a cohesive ethnic identity is combined with a political ideology of natioy,_
alism or separatism, it has resulted in some of the most prominent terrorist movements in histoy
including groups formed among Basques in Spain, Kurds in Turkey, and Tamils in Sri Lankat
These and others described below reflect the central tenets of nationalist and separatist terrorisy,

that are likely to be seen again in our future.

A global sampling of nationalist and separatist terrorism

Since the mid-1950s, hundreds of nationalist and separatist movements have come and gone,

In several cases, multiple groups were formed and competed against each other for recognitioy

by the local population as the legitimate “vanguard” of the movement. Some of them initially

embraced various aspects of Marxist revolutionary ideologies, others called for democratic inde-

pendence. Some began as non-violent movements but evolved to incorporate various forms of

political violence—including terrorism. Of those that can be clearly labeled terrorist groups, 5
small number are particularly notorious in terms of lethality and longevity. While there is a fajy
amount of diversity among these groups, each one reflects the essential characteristics of nation-
alist or separatist political violence described eatlier in this chapter.’

IRA/PIRA

Sometimes, nationalism may be seen in the form of irredentism, generally defined as the desire
to merge a particular territory and its population with an already existing state—the classic
example being the multi-decades struggle in Northern Ireland, led by the Irish Republican
Army (IR A) and its progeny, the Provisional IRA (PIR A).This group first emerged in 1922 asa
nationalist militia committed to a unified and independent Ireland. After a lengthy anti-colonial
war against the British, the Anglo-Irish Treaty of 1921 had divided Ireland into two separate

states: six provinces in the north became Northern Ireland, and the remaining 26 became the

Republic of Ireland. This led to a civil war between pro-treaty and anti-treaty factions. By the
end of this war, which the anti-treaty factions lost, the IRA was basically a group of fighters
opposed to the treaty and the partition of Ireland. In 1925, the group added an ethnic compo-
nent by calling for the revival of the Irish language and culture.

For decades in Northern Ireland, the Protestant (pro-U.K.) majority increasingly discrimi-
nated against the (anti-U.K.) Catholic minority, making it harder for Catholics to obtain good
jobs, education, or political influence. Under Protestant Home Rule in Northern Ireland,
Catholics were excluded from entire industries due to traditions of patronage within Protestant-
run businesses (shipyards, linen mills, etc.) as well as civil service. They were also excluded from
political representation. As a result, during the 1960s, a civil rights movement emerged, with
marches and protests in places like Belfast. Some of these turned violent, with Protestant mobs
attacking Catholic neighborhoods, and then Catholic mobs retaliating with their own attacks.
The Protestant-dominated police force, the Royal Ulster Constabulary, violently cracked down
on Catholics, but allowed Protestant mobs into Catholic neighborhoods.

Over the course of several years, the communal violence spiraled cut of control, and British
military forces were eventually called in to help improve the security situation. But then on
January 30, 1972, in an event that became known as Bloody Sunday, British soldiers opened
fire on a massive civil rights street protest, killing 13 unarmed Catholics. At this time, the IRA
splintered into two groups, one that wanted to pursue a political route to resolving the conflict,
and another that felt it would be necessary to take up a campaign of violence. This latter group
called itself the Provisional IRA (PIRA). Both groups found a significant amount of support
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: ¢ the Catholic communities of Northern Ireland and among conununities in the
ugh}?“ f Ireland. For the next 30 years, the PIRA became notorious for car bombings,
R"’p‘?bh‘: X . kidnappings, punishment beatings, extortion, and other related activitics. Their
' umu:.”\]:;zrc funded by various kinds of criminal activity—including bank robberies, coun-
(erfeiting: and racketeering—as well as overseas donations, including money and weapons from
¢ Irish diaspora in the U.S, . ' ‘ ‘ .
The PIRA rargeted local police, soldiers, judges, prison gua-r(.is, and other representatives of
ernment, as well as Protestant civilians and the paramilitary groups they had formed,
= Jster Volunteer Force and the Ulster Defense Association (groups which, it should be
in various forms of terrorism on their part). In the early years, the PIRA used
ations, and small bombs within Northern Ireland, but over time its operations
Republic of Ireland and to Great Britain. During the 1970s through the 1990s,
their attacks ranged from the Prime Minister’s residence to civilian areas such as pubs, shops,
stations, factories, and shopping centers, though in those cases they often gave advanced
warning in order to minimize civilian casualties. The .gr'oup"s largest bombing occurred in 1993
at London’s financial district, which caused over $1 billion in ‘d.amage. B
* The PIRA also became increasingly involved in the political process, through the p(‘illtl—
cal party Sinn Fein. This dual-track approach at pursuing its ob)c.cuvcs gave us the phrase “the
Armalite and the ballot box” in reference to the Armalite rifle which became a popular weapon
of choice among the PIRA. In 1998, Sinn Fein and the Provisional IR A signed the Good Friday
Agreement, in which they vowed to use only peaceful means to pursue its goal of a united
Ireland. However, not everyone agreed with the peace process, and this led to the emergence of
dissident (or “splinter”) groups such as the Real IRA (RIRA) and the Continuity IRA (CIRA).
The RIR A was responsible for the largest terrorist attack in Northern Ireland, when a car bomb
detonated in the town of Omagh on August 15, 1998, killing 29 people and injuring more than
200. Over the past several years, the RIRA and CIRA have been responsible for several small
bombings, kidnappings, and murder, though they are also known to be increasingly involved in
criminal activity, including protection rackets and smuggling. The memberships of both groups
are small, but they remain lethal examples of modern-day nationalist terrorism (Horgan and

Morrison, 2011).

ETA

Another prominent example of a long-lasting nationalist movement responsible for terror-
ist attacks is Euskadi Ta Askatasuna (ETA, translated from the Basque language into “Basque
Homeland and Freedom”) (BBC News, 2017; Council on Foreign Relations, 2008). Ethnic
identity has played a much stronger role for this group than it has for the IRA and its splinter
groups. ETA’s ideology calls for an autonomous nation-state for the Basque people who live
primarily in northern Spain and southwestern France. They share a common language (Euskara)
and a history that dates back to centuries of territorial autonomy. Although Basque national-
ism1 has deep roots, the foundations of ETA are traced to the Franco regime starting in the late
1930s. During these years, the Spanish state systematically suppressed all Basque cultural expres-
sions, including use of the Basque language, and exiled their political organization, the Basque
Nationalist Party (PNV).The government also replaced Basque clergy, assassinated political dis-
sidents, and encouraged Spanish-speaking migrant workers to flood the Basque regions of Spain.
These were all part of the Spanish government’s effort to unite Spain as one country under the
$ame set of regulations, but this was seen by many Basques as oppression of their historic civic,
cultural, and economic rights.
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Throughout the 1950s, the PNV attempted to raise international condemnation of the way
the Spanish government treated Basques, but to no avail. In 1959, a group of students launchcd
a movement called Ekin (to act), which was initially focused on raising political and cultuyy)
awareness by spreading propaganda and flying the Basque traditional flag. They were critica] of
the more passive political efforts of the PNV and called for more activism in pursuit of Basqye
autonomy. Many of these students were mspired by national liberation movements inViCtnam’
Algeria, and Cuba, as well as Che Guevara’s writings about a revolutionary vanguard and Frayy,
Fanon’s writings about the need for violent action to liberate an oppressed people. These ideas,
in time, led the movement’s leaders to shift from promoting Basque culture within the Spanig],
state to fostering an entirely independent, sovereign Basque nation-state. And they began to yge
violence as a means to achieve this goal.

Victims of ETA attacks have most often been security forces, government officials, politi.
cians, and other figures of authority. The first known victim of ETA attacks was a police chicf,
Meliton Manzanas, who was killed in 1968. In December 1973, ETA assassinated Admiral Tyjg
Carrero Blanco, who was killed when an underground bomb was detonated beneath his car,
Overall, research indicates that ETA has killed over 800 Spanish government officials, judiciaries,
security service members, and businessmen over a 50-year time span. Because of its canpaign of
terrorism, hundreds of ETA members are imprisoned throughout Spain and France.

Following the fall of the Franco regime in 1979, the new democratic government in Spain
granted significant autonomy to the Basque region, including allowing for its own parliament
and control over taxation in the region. However, this did not put an end to ETA’S terrorist
attacks. In fact, the group was responsible for killing 91 people in 1981 alone. In 1995, the group
used a car bomb to attack Jose Maria Aznar, who had been an opposition politician during the
1970s. He survived the attack, however, and years later became Prime Minister of Spain. ETA
specialized in targeted bombings and assassinations, but in recent years they were also responsible
for more indiscriminate public atracks, like in December 2004 when they detonated bombs at
five gas stations outside Madrid, and in 2008, when they bombed the Madrid airport, killing two
and wounding over 50 and causing millions of dollars in damage.

It should also be noted that ETA has not been the ouly Basque nationalist group of concern
here. Some, like the “Gazteriak” (ineaning “youth” in Euskara) or the Iparretarrak (a separatist
group in France), are focused on the Basque territory within their own respective nation-states;
in France, the Basques want their own autonomy, as do the Basques within Spain. Meanwhile,
another group—Gora Euskadi Askatuta—wants a new sovereign state to be established that
is comprised of both French and Spanish Basque territories.” Further, it is also important to
acknowledge that while Basque communities typically support nationalism or some form of
independence, the majority do not support the use of violence toward achieving these goals. In
January 2011, ETA declared a “permanent ceasefire,” and while they have not held true to simi-
lar declarations in the past, there has been no return to violence as of this writing, fueling opti-
mism and hope that one of Europe’s most enduring nationalist conflicts may finally be at an end.

LTTE

In many cases, a nationalist or scparatist movement will incorporate terrorism alongside more
widespread use of conventional guerilla tactics. The Liberation Tigers of Tamil Eelam (LTTE)
15 a case in point. Their attacks against military forces in Sri Lanka were punctuated by terrorist
attacks against civilians (primarily, but not exclusively, members of the Sinhalese majority popu-
lation), and during the 1990s the LTTE even became the world’s undisputed leader in the use
of suicide bombing attacks.
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Afier Solomon Bandaranaike was elected prime minister in 1956, his government enacted

to implement laws that took power away from the Tamils. From the 1950s through the
riodic outbreaks of communal violence between Sinhalese and Tamil communities
od widespread feelings of insecurity and cthnic hatreds, which in turn fueled a surge
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reference to Sinhalese over Tamils in access to govermment jobs, university admission, and
other socioeconomic opportunities. In 1972, the country adopted Buddhism as the official state

age Responding to these events, several Tamil separatist groups were forned and took up
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called the Liberation Tigers of Tamil Eclam (LT TE), also known as the Tanul Tigers.

The declared objective of this group was creating an independent state for the minority
Tamil population in Sri Lanka. But one of the first things Prabhakaran did during the 1980s was

against the state. In 1976, a Tamil leader named Velupillai Prabhakaran established a group

climinate virtually all of the other Tamil groups, who he saw as rivals competing against him for

power, recruis, and financial support among the Tamil community. In 1?84 he ﬂlso_estab.lishéd a
naval wing, called the Sea Tigers, and began incorporating the use of suicide bombings, inspired
by the use of this tactic in Lebanon by Hezbollah, which forced France and the United States
to withdraw their peacekeeping forces from the country. He also built up an extensive fundrais-
ing system, drawing support from members of the Tamil diaspora in India, Europe, and Canada.
Taxation and extortion among Tamils also became a prominent source of funding for the group.

Throughout the 1990s, the Tamil Tigers pioneered and perfected the use of the suicide belt,
using a combination of military-grade explosives packed with ball bearings (Bloom, 2009). They
also developed extensive paramilitary capabilities, including long-range artillery, mortars, anti-
aircraft weapons, and armored vehicles. Heavy indoctrination and radicalization were also a key
component of the group’s evolution. Members of the Tamil Tigers were known for wearing a
cyanide capsule around their neck, preferring death if ever captured by Sinbalese forces. One
of their most notorious attacks was the murder of former Indian Prime Minister Rajiv Ghandi,
who was killed in 1991 by a female suicide bomber. The group also killed Sri Lankan President
Ranasinghie Premadasa in 1993, Finally, after a long series of failed peace negotiations, the Sri
Lankan military launched an all-out offensive, eventually cornering and killing the leaders of the
Tamil Tigers in 2009. Today, it remains to be seen whether the government is willing and able
to address the longstanding political and socioeconomic grievances that have animated Tamil
separatists for so many decades. Failing to do so, some observers belicve it is only a matter of

time before we sce the return of political violence in some form or another on this island nation.

PKK

Appmximately 25-30 million Kurdish people live in a region encompassing southern Turkey,
vorthern Syria and Iraq, and western Iran. They are the world’s largest identifiable ethnic group
without a state to call their own, even though their ancestors have lived in this geographic area
f()“ over a thousand years. The majority of people claiming Kurdish ethnicity reside within
Turkey's borders, and it is here that their drive for independent statchood has been the most
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prominent and fierce, led primarily by the Kurdistan Worker’s Party (in Kurdish, Partiya Karkare,
Kurdistan, or PKK) (Bruno, 2007).

Similar to the LTTE and other Tamil groups described above, Kurdish nationalist and sepa.
ratist groups have capitalized on widespread grievances about cultural and political rights f,,
Kurdish people. Under its founding leader, Kemal Attaturk, the government of Turkey banngg
the teaching of Kurdish in schools and Kurdish broadcasting in an effort to secularize and
standardize Turkish society. For years, Kurds were not allowed to practice their religion apg
culture. Kurdish language and cultural expression were banned, and the very concept of thej.
identity was not recognized until as recently as 1991 (Khalil, 2007). Kurdish communities oy
concentrated mainly in southeastern Turkey, the most rural and economically weakest regions jy,
the south of the country, and they sufter disproportionately compared to the rest of Turkey. The
PKK has blamed the poverty, backwardness, and neglect of this region on Turkish imperialisy,
and cthnic discrimination.

The PKK was founded by a group of students led by Abdullah Ocalan in 1978, who sought
to incite a popular, Marxist-oriented revolution among the Kurdish people and to establish ap
autonomous Kurdish homeland. They initially attracted many landless peasants, as well as poorly
educated and unemployed Kurds, but Turkey’s denial of Kurdish ethnic identity and cultury]
rights also laid the conditions under which more educated and wealthy Kurds also came to

believe in the ideology and cause of the PKK. Furthermore, the Marxist-Leninist thetoric of -
the PKK’s earlier years was eventually replaced by a stronger focus on ethnic identity, religion,

nationalism, and self-determination. Funding sources have included local smuggling (one of the
main supply routes for drugs from Asia to Europe passes through this Kurdish region) and fun-
draising among Kurdish diaspora networks in Burope, where PKIK operatives engage in money
laundering, drug trafficking, and extortion schemes (Eccarius-Kelly, 2012).

The group launched its first attacks in 1984 in the Anatolia regions of Turkey. Throughout
the 1980s and 1990s, operating out of bases in Syria and northern Iraq, the group engaged in
guerilla attacks against Turkish government facilities and personnel in Anatolia. By the early
1990s, their militants numbered a few thousand and had killed nearly 10,000 people (R einares,
2005, p. 121). Their most frequent victims have included policemen, governors, members of
the gendarmenie, state officials, and politicians. They have also threatened teachers and civilians
working on public works projects, and have burned schools, health clinics, and government
projects to undermine the state’s influence and authority in the region. And the group also tar-
geted civilians who participated in the government’s village guard system, as well as any other
Kurds who were seen as collaborating with the Turkish government. However, their attacks
against civilians have sometimes undermined support for the PKK among Kurdish conununitics
throughout the region, as well as the broader Kurdish diaspora worldwide.

In 1999, the PKK’s founding leader, Ocalan, was captured by Turkish authorities, and he has
on several occasions in recent years called for his followers to abandon the violent struggle and
engage in a political effort for change. But as of late 2015, PKK terrorist attacks have continued
in southeastern Turkey, killing mostly soldiers and police officers, and the Turkish government
has responded by imposing curfews and deploying additional military forces to the region (The
Guardian, 2015). Given the deep-seated grievances and motivations bebind the violence i this
region, it appears unlikely that we will see an end to this conflict anytime soon.

Nationalist and separatist terrorism in India

As mentioned carlier, several violent separatist groups have been based in the Kashmir region of
[ndia. The conflict over the Kashmir territory began immediately following the end of British
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of the cerrorist gn-mp.\ here is the L.lshknnc—.lmbtl (LeT), 1110‘?111111g ArTny of the Pure,” which
n in 1993 with the support of the Pakistani Inter-Services Intelligence (ISI). LeT grew
sakistani Islamist political movement Markaz Dawah waal-Trshad (MDI) founded in

f the population in India-administered Kashmir) view the Indian military as
rs and want the territory to be a part of Pakistan. Among the most prominent

1989 While its ideology is religiously-oriented, the central emphasis of the group has been on

iibcﬂti“g Kashmir. In December 2001, the group drew international attention when it attacked

e Indian . : : il 5 ad
L rent names—including Jammat ud-Dawa (JUD)—and stopped claiming responsibility for

Parliament building in New Delhi. Although in recent years the group has adopted

attacks, members of LeT were responsible for the November 2008 terrorist attacks in Mumbai,
_ which 164 people were killed.

* [ndia also has a number of separatist groups in the northeast of the country, far away from
e conflict in Kashmir. By some estimates, nearly 10,000 people have died from attacks by ter-
{fzarists and insurgents in the East Indian state of Assam over the last 20 years. One of the main
(‘t‘.crrorist groups here is the United Liberation Front of Assam (ULFA), which was founded in
1979 and secks to establish an independent country of Assam, ruled by a socialist government.
[t began as a student-led resistance group opposed to innmigration into the region but evolved
nto a terrorist organization by the late 1980s. Part of their motivating grievances include high
unemployment, corruption, and the lack of development in the Assam region despite abundant
atural wealth and resources. The group has assassinated political opponents, attacked police and
other security forces, blown up railroad tracks, and attacked other infrastructure targets in Assam.
It has also extorted millions of rupees from local businesses, especially tea corporations, and is
id to have several thousand members.

The National Liberation Front of Tripura (NLEFT) was formed in 1989 to fight “Indian nco-
colonialism” and establish an independent country of Tripura.’ NLFT’ ideology is all about
confronting the “oppression” of tribal peoples by the Indian government. Like many ethnic
nationalist groups, land alienation and inequitable control of resources are also central undercur-
‘rents here. This group has targeted state officials, local elections, and infrastructure projects. They
have also extorted money from local communities, smuggled weapons in from Bangladesh, and
abducted local residents for ransom—in fact, this region was a major hotspot in terrorist-related
kidnappings during the early 2000s.

A similar group is the National Socialist Council of Nagaland-TIsak-Muviah (NSCN-IM),
cousidered the largest and most formidable of all the ethnic Naga separatist groups in north-
castern India, with 4,500 members.' The Nagas are a diverse group of 3—4 million who stem
from different tribes and speak different languages but came together in common cause dur-
ing the first half of the 20th century. The Indian government created the state of Nagaland as
A full-fledged state of the Indian Union in 1963, but the conflict continued. India signed the
Shillong Accord of 1975, granting the region more autonomy. But the NSCN-IM rejected this
a5 a sell-out and vowed to continue the struggle for a fully independent homeland. The group’s
ideology is both Maoist, socialist, and Christian. Their funding comes through extortion, bank
"()bl?cry, and involvement in the global drug trade (especially involving neighboring Myanmar,
4 prime source of opium).

And next door in the state of Manipur is the United National Liberation Front (UNLF),
one of Northeast India’s oldest terrorist groups and a sworn enemy of NSCN-IM. The UNLF
i - ethnic Meitei group that was founded to achieve independence from India and establish a
Soctalist government.’ At roughly 1.4 million, Meiteis are about 57 percent of Manipur’s popula-
tion, and are opposed to the perceived cultural and economic influence of ethnic Nagas. Overall,
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Summary Conclusion

Other separatist and nationalist groups in recent decades have included the Fronte de Liberazig, uccessful counterterrorism strategy is onc that is tailored to address the specific con-

Naziunale de a Corsica (FLNC) in France, the Front de Liberation du Quebec (FLQ) in Cangg 3
and the Puerto Rican Fuerzas Armadas de Liberacion Nacional (FALN) in the United States, [,
the Philippines, the Moro National Liberation Front (MNLF) was established in 1969 witl thé
declared intention “to bring about the liberation of the Moro homeland” and fought againg

[lye mOst S
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& ratist terrorism have been most successful when significant attention is paid to the deep-
separatl

red grievances that motivate political dissent more generally. Byman suggf_:sts that successful
_enment policies to address nationalist tcrmris%n must empower~ the aggru_:\_/ed members of
Junity, win over moderates into p:xrticipatmg_ productively in thc‘ political system, and
: oUrAZE self-policing by members of that community (Byman, 1998). Trust m_ust be n}ll'tllﬂ:d
pughout all segments of the population that improvements can .be made without violence,
that justice can be ensured for all members of asociety. For their part, membters 0,f a global
_cnora have less incentive or interest in supporting a violent separatist or nationalist group
,‘ the ideology of that group no longer resonates.

and impacts of a particular terrorist threat. Government responses to nationalist
«

the government for nearly three decades. Similarly, the Free Papua Movement (Organisasi Papyy
Merdeka, OPM) fought to achieve independence from Indonesia for the indigenous tribeg
in West Papua and was responsible for several terrorist attacks primarily against armed guards,
at mining and logging operations, government, and military institutions. The East Turkisea,
Liberation Organization, based in China and Kyrgyzstan, is comprised of ethnic Uighurs who
are Muslims of Turkish descent’” and was blamed for the May 2005 assassination of the Fig A
Secretary of the Chinese Embassy in Bishkek, Kyrgyzstan. Many suspect that this group is an ally The good news—based on the historical record and scholm—ly_ 1ics§;1rc11*15 that no terror-
of the East Turkistan Islamic Movement, an organization based solely in China that is dedicated . hovement can last indefinitely (e.g. Cronin, 2006; Jones and Libiski, 2008). In some cases, a

to establishing an independent Islamic state in Xinjiang Province (Rashke, 2010). errorist group’s leadership cadre are captured or killed (as in Sri Lanka), while ot.luer terrorist
oups have given up the armed struggle and embraced a political process (as seen in Northern

nd and Spain). The truth is, terrorism is not—and has never been—a winning strategy. As
n Jenkins observes, “terrorism remains a strategic failure in that no terrorist group has ever

back to the end of World War IT, when Soviet authoritics forced a massive resettlement of the: E hieved its stated goals” (Jones and Libiski, 2008, p. 11). They have not brought down any

Chechen population to Central Asia. After the fall of the Sovict Union, Chechnya declared tional economies or political regimes. Even those who have been around the .lon'gest (the
itself an independent state, but Russian troops soon invaded the territory in what became A/PIRA, ETA, FARC, etc.) have largely failed to acquire the power tg make mgmﬁc.ant or
the First Chechen War (Sherlock, 2007; Robbins, 2007). This, in turn, led to the establish- ng changes. This should give us some sense of optimism. Nonetheless, given the prominence

ment of several insurgent and terrorist organizations who represent the desire for Chechen ationalist and separatist movements throughout history, it is certainly likely we will see at
ast some new movements of this kind emerge in the future, and among them a small percent-

And finally, some of the world’s most notorious ethnically-related terrorist attacks in recent
years have been carried out by Chechen nationalists. The conflict between the indigenous
inhabitants of Chechnya, in the northern Caucasus, and the Russian government can be traced

mdependence, including the Shamil Basayev Gang, the Mosvar Barayev Gang, the Riyad us-
Saliheyn Martys” Brigade, the Dagestani Shariah Jamaat, and the so-called Special Purpose
Islamic Regiment. Because Chechens are predominately Muslim, many of these groups have pursuit of their political objectives.
embraced some aspect of radical Islamist ideology and are sometimes included in discussions. .

of religious terrorism. However, it is clear that the core objective they all pursue, and the main Notes

Portions of the following discussion and descriptions of terrorist groups build from Forest (2015, pp.
159-178).

2 See the profile of Gora Euskadi Askatuta at: www.start.umd.edu/start/data_collections/tops/terror-
1S_organization_profile.asp?id=3603.

The START profile for the National Liberation Front of Tripura is available online at: www.start.umd.
edu/start/data_collections/tops/terrorist_organization_profile.asp?id=3644.

The START profile for the National Socialist Council of Nagaland-Tsak-Muviah (NSCN-IM) is
available  online at: www.start.umd.edu/start/data_collections/tops/terrorist_organization_profile.
asp?id=4585.

The START United National Liberation Front (UNLF) is available online at: www.start.umd.edu/
start/data_collections/tops/terrorist_organization_profile.asp?id=4584.

The Moro people differ from the rest of the population in terms of language, economic occupations,
and culeural characteristics, and they are Muslim in this otherwise heavily Christian country. The
START profile for the Moro National Liberation Front is available online at: www.start.umd.edu/
stirt/data_collections/tops/terrorist_organization_profile.asp?id=202.

The START profile for the East Turkestan Liberation Organization is available online at: wwwistart.
umd.edu/start/da ta_collections/tops/terrorist_organization_profile.asp?id=3588.

theme of their appeals for recruitment and financial support, is the establishment of an inde-
pendent geopolitical entity.

Throughout all these examples, common themes appear with regard to group characteristics:
and local/national contexts. In each case, we see members of a distinctly identifiable popula-
tion who share grievances against an established social and political system in which they felt
disadvantaged, and an overall sense of injustice. In many cases, widespread discrimination based
on ethnicity or religious aftiliation has limited access to education, jobs, and land ownership..
Often, members of an international diaspora have provided financial and logistical support for a.
nationalist or separatist terrorist group, even though relatively few may agree with the argument
that violent means are necessary or justified in order to achieve their objectives.

Overall, self-determination is an ideological cause that large numbers of people may sympa-
thize with, whether a group is seeking independence from an occupying force (as in Palestine:
or Kashmir), the geopolitical unification of Ireland, or an autonomous homeland for Basques,
Kurds, Tamils, or Chechens. All of these examples highlight the ways in which political discon-
tent, sociocconomic grievances, and identity claims may lead a group of people to embrace:
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LEFI-WING TERRORISM

Leena Malkki

Introduction

Gince at least the early 1970s, it bas been common to categorize terrorism based on polit-
jcal motivation. This way, (non-state) terrorism has been divided, for example, to lefi-wing,
uh-wing, single issuc, and religious terrorism. This handbook follows the same tradition, as it
mcludes chapters on left-wing, right-wing, religious and national-separatist terrorism.

During the last two decades, left-wing terrorism has commonly been perceived as a relatively
minor phenomenon, even if at times predictions have been made about its return. This has not
A||\V(1>/§ been the case. When the terrorism studics in its modern form started in the carly 1970s,

arge bulk of the rescarch concentrated on left-wing terrorism. Left-wing terrorism is, indeed,
most strongly associated with the revolutionary movements that operated in several countrics
fiom the 1960s until the 1980s. This chapter provides a short introduction to those movements
that have been commonly identified most famous left-wing terrorist groups, as well as the fea-
tures that researchers have claimed are typical for such groups.

What is left-wing terrorism?

ft~w111g 1dcol()gles m the development of terrorist strategics and lcgltmmtlon ()t v1olen(,e,

xtends beyond the campaigns discussed in this chapter.

- There is some ambiguity in what is usually included in the category of left-wing terrorism.
he revolutionary campaigns inspired by left-wing ideologies in the 1960519805 are widely

S 0as the most typical manifestation of this type of terrorism. This time period will also be the

'-'f?“llln focus of this chapter. Sometimes, also anarchism-inspired campaigns from the late 19th and

oncerns the second part of the term; namely, what kind of violent campaigns should fall under
t

y 20th century are put under this heading (but will not be discussed here). Another question

R
orism? It is not always casy to draw the distinction between terrorisin and guerrilla warfare,
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It is good to note that left-wing terrorism does not form a coherent category, as theye ar Strategy of armed struggle

big differences between those cases usually put under this heading in almost any imagip, : . ;
‘]‘ rity of an ideology alone does not, however, explin the resort to terrorism as a

‘rhc poplllﬂ

Lrategy OF : 4
ml ¢ campaigns from the non-violent ones. What made terrorism as strategy appear attrac-
.ﬁo c’] A -

e to the MOSt radical fringes of left-wing movements in the 1960s—1980s has more to do

ble dimension, including the group size, historical context, level of professionalism, polit
: : : : i o - : s i
§ & the group su2e, o bt » Polticy] actic. The common ideological characteristics outlined above do not separate the
effects, the role of terrorist tactics in the overall campaign and ideology. At one end, there - -

are groups such as the Symbionese Liberation Army which operated in the United Stageg in

the mid-1970s and never had more than a dozen members, while groups such as Sendey,

with

fiaco]ogic
~ While the ; :
| fWing ideologics, their analysis of the current methods and strategies for change bardly represent
e mainstre
of Marx and Lenin, small violent acting as a vanguard of revolution before the masses were

< ; o2 ; ; .
s 4 f e examples of alternative ways to bring about revolutionary struggle’ than purel
Luminoso in Peru represent the other end of the spectrum. It was also common, especially inspiring x F Y g ¥ £e purcly
5 5 . s . P . i ’ *st10115.
when it comes to the Latin American cases, that several kinds of tactics were used in Varigy al que ; & % i . X .

3 worldview that informs left-wing terrorist campaigns indeed draws from left-

stages of the campaigns.

It is possible, however, to identify certain common features in the campaigns motivated : * ; . . . ) " i
o ’ d ; e by am leftist traditions. While the question of violence is definitely discussed in the

left-wing agendas. These features are not present in every case to the same degree. Howeye,
;

together, like threads in a rope, they give some meaning to the term. eXts : . 5
. . e . ~nised was not what they had in mind (Cohen-Almagor 1991). Instead of Marx and Engels,

Ideology and worldview

. . L L . . ) T itines are based on interpretations about a scrics of guerrilla campaigns durin
[deologies and political objectives that inspire terrorist campaigns tend to reflect the zeitgeis flibese writngs =7 e : e e o b
: ) ] : e 8 19305-1960s which made the use of violence seem like an increasingly feasible option also
Therefore, the left-wing terrorist campaigns have been most commnon in times when left—wmg "o Lt fine i ! 2T} ) finsbir ! d
. . . . - 41l revolutionary groups operating in urban areas.” The series of inspiring examples an
ideologies have been en vogne. The period from the 1960s until the early 1990s is indeed one ¢ small rev % ¥ groups of & . X PIRE .
. - g : : : N — P sortant writings can be traced back to the guerrilla campaign led by Mao Zedong from the
period which witnessed a multitude of political and social activities inspired by left-wing ide- ZREC ; . o !
. : . S : . . < 19305 onwards. The success of that campaign was interpreted as a proof that it is possible to
ologies — including campaigns in which terrorist tactics were used. : | £ T b |
- " , ‘ S . et 2 much stronger enemy if you are just patient and persistent enough.
David C. Rapoport (2004) has named this period the ‘New Left Wave” in his influentia] Lear . oy =y il L . g
: . . : - ’ 5  Another example testifying for the possibility to achieve victory over a powerful eneimy
model of terrorism waves. This assertion finds support in empirical evidence. According to an e 1 e e War. Besides its tactical 1 g the Viet War also plaved
; - . ovided by the Vietnam War. Besides its tactical learnings, the Vietnam War also played a
analysis conducted by Karen Rasler and William R. Thompson (2009), left-wing inspired ter- b 4 o i

rorism indeed peaked around that period, then rapidly declined 1 the 1990s. i litical viol | linati ; £l hi hat the
= ) o R e S ) gaged in political violence, the war was a culmination point of all those things that they
It is good to note that while wider political movements provide an important context to . . . N i .
e ' | . i I s e R s, Pl T thought were wrong in the world. It was a war in which predatory capitalism and imperial-
terrorist campaigns, such campaigns are usually perpetrated, or even supported, only by a small . s the United States being tl <t of tl 1 showine the fill

) ; : . sim of the Western countries, the United States being the worst of them, was showing the fu
minority of those who are part of the larger movements. This has also been the case with left- .
) vorisnt. The relationshin b : o d wider political trends | ours of its ugly face.
ATERBLRIETI. L N5 TRG UGS MERNERD s Gkl muvanel s, dsrpn i iy While the writings of Mao have been compulsory reading for anyone planning guerrilla
been a delicate question. The non-violent left-wing movements have often fiercely distanced ‘ . - .
; ; . y . warfare, an even morc important inspiring example to the armed struggle in the form of ter-
themselves from the violent campaigns, claiming that they have nothing to do with them. e : - :
. : Co T s o ) ) rorism was provided by the Cuban revolution in the late 1950s. The alleged learnings from
A comunon feature of left-wing terrorisim is its opposition to capitalism and support for a = al o ; ‘ s ) ) . )
. ) ) . Cuba were popularized in the form of foco theory, summarized and made famous by Ernesto
revolution that would lead to a profound alteration of power rclations and a socicty governed Che' G (1961; M 1970 and Bebais ek (1967/1972). Thei lecti g
i . . " S " i wevara (1961; Moreno and Régis Debra 5 . Their recollections an
according to communist principles. There have been diverging views on who would be the oo i . e Y - o
iy ant - - N . dasclisd) and ] v ¢ conclusions from the Cuban experience were not always very true to the actual course of events
most important revolutionary actors (e.g. workers, peasants or underclass) and how exactly to e ) i i . .
p 3 7 & P : e - (Childs 1995), but what is more important here is that their writings made the armed struggle
make that revolution happen. These questions have also created fierce disagreements within the oo \ ) . :

- ) ) i ) look like an increasingly viable option.

movements. In the larger milieu of left-wing movements, most terrorist campaigns were situated Whereas theor: ¢ luti | TR U diti T -
. e ‘ . . creas theories of revolution generally stated that certain preconditions need to exis

" Ao ~ 7 5 (8 ’ f
H} tlh ‘mtl_ BIVIEL el_ld aik tl.lt spaeprrG. This it Fhey clespised vl ]'eYISI9I]15t lllf)dCI 93 - before a revolutionary situation can develop, the foco theory claimed that it was not necessary to
Communist revolution which they thought only played into the hands of capitalist and imperi- . Ll . i )
i i ] o ‘ watt for those conditions to fully build up. Instead, violence can act as a catalyst of revolution,
alist forces. They were more sympathetic to ideals and models deriving from Chinese and Cuban speeding up the course of history. This struggle would be initiated by a small vanguard which
experiences and underlined the necessity of violent revolution. e i X o . . - = )
PA e e i b 5 IE’ . N ' R——— . perated in the countryside and created close relationships with the peasant population, build-

i il T SEEISE EAGT 5 - ¢ VS ¢ X ;

TUIg St Sl 1 Lhe e Leil TouEh: SURRgHs Bl T L i N8 up ats ranks until it was ready for a full-scale armed confrontation. This vanguard, and not

the political party or any other actor, would also lead the revolution.

- The foco theory was actively marketed by Cuba, and the writings of Guevara and Debray
Wc.re widely spread in America and Europe. Even if the foco theory became discredited quite
fuickly after the death of Che Guevara in 1967 and backlashes were experienced, e.g. in Bolivia,

g = Cuban revolution and the persona of Che Guevara remained widely admired among revo-
Mtionarieg

international orientation and opposition to imperialism. Many of them saw themselves as part
of a worldwide imagined community of revolutionary movements. The wars of national lib-
eration in the Third World were interpreted as part of this anti-imperialist and anti-capitalist
struggle. Some of them looked at China as a leader of this comumunity, or at least as an 1mpor-
tant model or source of inspiration. The strength of international orientation varied and the
international context seemed particularly important for small revolutionary movements in the

Western countries.
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The foco theory was strongly based on the idea that revolutionaries would work m rural ey
‘the mountains’, and the urban environment was considered to be the graveyard of a revoly ti()n:
ary movement. A rural insurgency was not, however, a geographically feasible option for all lo,
tions. One such location was the Southern Cone of South America, where the revolu tionarics
developed an urban version of the revolutionary struggle during the 1960s (Marchesi 2014). Ty,
internationally best-known campaign was certainly the one of Tupamaros in Uruguay in the I,
1960s and early 1970s, which will be discussed later in this chapter.

The idea of urban guerrilla most famously put into words is by a Brazilian revolutiongy
Carlos Marighella in his book Minimanual of the Urban Guerrilla (Marighella 1969/2002), whic,
was published in 1969. It quickly became popular among the radical revolutionaries around the
world and was translated into several languages. In urban guerrilla struggle, a small but con,.
mitted, clever and disciplined group of people attacks the government, security forces, big busj.
nesses and ‘foreign imperialists’ in a varicty of ways, including sabotage, assaults, kidnappings anq
occupations. These fighters operate clandestinely, taking the best possible care of security. Instead
of large numbers, their strength is believed to be based on their courage, moral superiority and
ability to catch the enemy forces by surprise, putting them on the defensive.

The idea of urban guerrilla found a receptive audience in urbanized Western countries. The
influence of Marighella and the concept of urban guerrilla is strongly present inn the writtepn
material produced by groups such as the Red Army Faction in West Germany or the Weathey
Underground in the United States. For such groups, it seemed to provide a strategy to continue
their quest for revolution despite their diminishing numbers, as the larger protest movement
started to fade away in the early 1970s (Della Porta 1995; Koopmans 1993; Rubenstein 1987),

Tactics that are most often associated with left-wing terrorism are bombings, hijackings,
assassinations and kidnappings. It is commonly thought that left-wing terrorist attacks have
been mostly discriminate, targeting people, institutions and sites associated with imperialism
and capitalism (Hoffinan 20006, pp. 227-240). The most iconic attacks perpetrated by left-wing
terrorist groups follow this image (for example, the kidnappings of Hanns-Martin Schleyer and
Aldo Moro discussed below). There is empirical research that suggests the left-wing terrorist
attacks are not necessarily more discriminate than those of the right-wing to the degree that
the comumon stercotypes suggest (Fleming, Stohl & Schimid 1988, p. 159). Even though indis-
criminate violence was often indeed perceived as counterproductive by left-wing groups, it has
also been used, as evidenced by the history of some Latin American groups. Moreover, there has
been a lot of variation in what kind of targets exactly the left-wing terrorist groups have chosen
(Drake 1998).

Examples of left-wing terrorism

Terrorism was not the term used by the left-wing revolutionaries of their actions. The actions
were often called (urban) guerrilla or armed struggle. The line between terrorism and urban
guerrilla is in many ways blurred, not least because groups used or were looking at using difter-
ent kinds of tactics depending on the situation and their stage of development.

This is most evident in the case of the Latin American campaigns. The continent has wit-
nessed several types of violence during the last decades, including urban terror, but also rural
insurgencies and state terror (Holmes 2015). The role of Latin American campaigns as inspira-
tion to left-wing terrorist campaigns in the Western countries is undeniable, but another ques-
tion is which of the Latin American cases can be put under the banner of terrorism. If on¢
follows the categorization of terrorism, guerrilla war and conventional war put forward by Aricl
Merari (1993), the majority of the campaigns would be excluded. This is because according t©
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| sification, one clear difference between strategics of gucrrilla war and terrorisim is that

his class ;

war in

1lv have such ambitions.

senerally hi

not & .
JHaving san

ila deed attempts to establish control over territorics while terrorist campaigns do
ucrr ¢

d that, the Latin American campaigns do deserve attention in this context. Especially

d srban guerrilla campaigns come close to what we understand as terrorism. Furthermore,
etL U &

of the rural-based campaigns utilized ractics that can be called terrorist as part of their
ome

: ampaign and are often mentioned in the terrorism literature.

Jarger ©

The
clearest €
dhav it used viole
upamaros 351 model was already mentioned. Its high-profile, innovative and at tumes whimsical

acdons (‘,llp[llrc

and Europe. _ . .
Uruguay was probably the last country in which one would have expected a revolution-

campaign of Tupamaros (Movintiento de Liberacién Nacional—Tipanarosy in Uruguay is the
xample of the use of terrorist tactics within the Latin American context in the sense
nce based on its symbolic power rather than physical effect. The importance of

d the imagination of many revolutionaries in Latin America, the United States

Ly movement 0 take a strong foothold. In the debates about revolutionary struggle in Latin
America during the 1950s and 1960s, Uruguay was often mentioned as an example of a country
< which the conditions for revolution did not exist. The country was well-developed, demo-
cratic and granquil compared to other countries on the continent. From the 1950s onwards,
lowever, the conditions that had cnabled prosperity and stability started to deteriorate. The
cconotnic growth rates turned negative, and the state had to cut down the social security sys-
tem. The political leadership was unable to provide solutions for the challenges, and the political
systern, even if democratic, had become closed, making it difficult for any challengers of the two
big partics to gain power through the parliamentary system (Waldimann 2011; Marchesi 2014).

By far the most influential and credible challenge to the governing parties was presented by
the Tupamaros, which was founded in 1965. The group aimed at bringing out a socialist revolu-
tion in the country and did not expect that to happen without the use of force. The strategy
adopted by the Tupamaros was urban-based, mostly because the country was geographically
inhospitable for rural insurgency.

After keeping a low profile for the first years, the Tupamaros started its campaign in 1969.
The tactic that it initially applied can be called armed propaganda — actions that were designed
to send a message through coercive action, but at the same time avoiding putting human lives
mto risk (Brum 2014). Many of the operations were made possible by good intelligence that the
group was able to gain through infiltrations and good connections. For example, the Tupamaros
stole the accounting ledgers of an investiment bank and brought them to the door step of a
state prosecutor, leading to the revelations about the bank’s secret double accounting system. In
another operation, the Tupamaros revealed a secret stack of gold mgots of a wealthy family. It was
also able to raid the naval academy of the Uruguayan army, forcing the entire acadeny to march
i underwear around the yard while the Tupamaros loaded weapons to their escape vehicles and
raised their flag to the pole, among many other things. All these operations were done for the
most part without firing a single shot. With these actions, the group managed to ridicule the
ruling clite. The actions quickly made it internationally famous and provided it with an image
of glimourous Robin Hood revolutionaries.

During 1970, the Tupamaros started to change its tactics from armed propaganda towards
fncthods more comumonly associated with terrorism. This included a series of kidnappings of
Mportant foreign officials with the intention to pressure the government to release imprisoned
members of the group. It also started a campaign of bombings against civilian infrastructure,
S.uch as banks, discotheques, American companies and movie theatres. These actions had deci-
*We effects on the future of the Tupamaros. First, its support among the population started to
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decline, especially after it murdered one of its hostages, USAID Public Safety Program direcyg

members of the Tupamaros in September 1971. It did not take long for the army to des

the Tupamaros. By the end of 1972, the group was completely demolished. What is notewgp.
thy, however, is that several of its members have returned to politics after serving their Prisor;
sentences, Some of them have held high positions, including José Mujica, who was elected thé

president of Uruguay in 2009.
The Shining Path (Sendero Luminoso) in Peru, on the other hand, represents a more trag;.
tional rural-based insurgent group. It is undeniably one of the most destructive sub-state groups

that have used terrorism tactics. What has added to the destruction has been the heavy-handeq.
measures taken by the Peruvian state against the Shining Path. According to one estimate, duripg
the years 1980-1992, over 23,000 people died as the result of political violence. Over 10,000 of

them were ‘presumed subversives’ (Palmer 1995, p. 271).

The Shining Path is an example of a second wave guerrilla movement in Latin Americ,
which, instead of foco theory-style quick victories, relied on patient long-term, rural-based guer-
rilla campaigns (Wickham-Crowley 2014). It started to prepare for a revolutionary struggle ip
the late 1960s under the charismatic leadership of Abimael Guzman. This happened against the
backdrop of persistent social and economic problems affecting the rural areas despite attempts
for reforms. Guzmin and his followers invested a lot of time on studying Marxist-Leninist writ-
ings and developed their own interpretation of it, which they strongly believed was the correct
one that would lead the way to revolution (Gorriti Ellegoben 1999).

The overall strategy of the Shining Path was to build its presence in the rural areas, slowly
weaken the government and finally take over the cities. Even though the Shining Path controlled
over territories, their strategy clearly followed the familiar logic of terrorism. By selective kill-
ings of political authorities, it has attempted to call the legitimacy and capability of government
authorities into question. The group has also been notorious for the brutal way it has targeted
rural populations. During the 1980s, its campaign intensified until the group witnessed a serious
blow when its leader, Abimael Guzmin, was arrested in 1992. The significance of Guzman to
the group was so crucial that some questioned whether the Shining Path was able to continue
its actions. The loss of a leader certainly impacted the group severely. The Shining Path, however,
exists still today, but in a much more diminished scale than during its heyday in the 1980s.

Even if the ideologues and strategists of the revolutionary struggle wrote mostly with the
Latin American or Asian context in mind, their words also inspired young militants in Western
countries. Admirers of Che Guevara and Carlos Marighella could be found in practically every
‘Western European country. However, not all countries experience the same levels of the New
Left Wave violence. Moreover, in almost all affected countries, the scope of violent activities i
much more limited than in Latin America. Still, the attacks managed to draw wide attention and
cause severe COncerns.

The most serious terrorist campaigns on European soil took place in West Germany and Italy.
This has led to the argument that the shadows of the Nazi past would at least partiaily explain
the violent turn that the protest movement and the New Left took in these countries. This argu-
ment gets some credibility from the study by Ignacio Sinchez-Cuenca (2009), which suggests
that past dictatorship is among the key variables for the intensity of left-wing revolutionary
terrorism in Western countries. Another key variable identified in his study was the large size of
the population and a strong communist party. All in all, it seems that the intensity of the New
Left Wave violence was most of all connected to the political situation in the country, as were
the more specific manifestations that it got (see also Varon 2004).
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of the New Left Wave in Europe were in many ways in the wider social and
rests of the 1960s. This was the case also in West Germany. While the student protest

cal pr(i .d many transnational elements, including the opposition of imperialism, capitalism
mcn.(‘ mqm War, it also had strong national ingredients. The conflict between the younger
g0¢ ¢ Vlbm{crationvwas strongly coloured by the political situation in the country and dealing
d older 156;1 ast in particular. During the 1960s, a significant portion of German youths were
with ¢ 7 lpalienated by the political system, which they thought was essentially a continua-
; e StronNgaZi rule, as the same people were still in key positions, and felt that there was no way
jon Ofdfi make their voice heard through the parliamentary system. What further contributed
g ¢ heavy-handed policing of protests (Wasmund 1986;Varon 2004, pp. 31-33;

Thc roots

alienadon was th

1 ChC 198()) Y ) 1
3 ferrorism as Strategy entered the picture around the time when the mass movement started
errorism

i wane. As the number of people involved in protests was in decline, it was felt that a new strat-
was needed. Experiments with violent attacks had begun. already dun‘ng the late 1960s. For
ample, arson attacks were conducted in department stores in ankfurt' in 1968. Among those
sonsible for the arson attacks were Andreas Baader and Gudrun Ensslin, who would become
ders of the most notorious German terrorist group, the Red Army Faction (RAF; Rote Arnee
aktion, also known as Baader-Meinhof Gang), which was established in 1970. .

The RAF followed the tradition which viewed violence as a catalyst of revolutionary situa-

' tions. By conducting an ‘urban guerrilla’ campaign in Germany, it hoped to create revolutionary

tions in the country and mobilize people to oppose the Vietnam War. In 1972, the group
launched its first major offensive in which it attacked U.S. army bases, police stations anq offices
of the conservative Springer media concern. Soon after the offensive, almost the entire first
generation of the RAF was captured.

Actions in the name of the RAF were soon continued by a new network of people, often
referred to as the second generation. The campaign focused strongly on the imprisoned RAF

‘members and attempts to pressure the government to improve their conditions and release

them. In the mid-1970s, the RAF and other extreme left groups conducted a series of attacks
for that purpose, culminating in the kidnapping of Hanns-Martin Schleyer in September 1977.

Schleyer was deemed an ideal target because, as the president of the Employers’ Association
of the Federal Republic and of the Federation of German Industry, and a former member of the
Nazi Party, he was an embodiment of those things that the RAF opposed. The kidnapping led
to one of the biggest manhunts in German history, but the authorities were not able to find the
kidnappers. The episode known as the German Autumn culminated in the airplane hijacking
conducted by the PFLP to support RAFs demands. When the hijacked plane was successfully
raided by the German special forces, the kidnappers killed Schleyer. Soon afterwards, three
imprisoned RAF members were found dead in their prison cells (Aust 1987).

After the German Autumn, the heydays of the RAF were over. Actions in its name continued
until the early 1990s. During the 1980s, the attacks targeted mainly the economic and military
power of the United States. Also, the release of imprisoned RAF members remained an active
focus of the campaign. The group also experimented with joined actions, together with other
Eutopean extreme left terrorist groups, such as the Red Brigades and the French Action Directe
(Wunschik 1997, pp. 404, 98-299, 387-389; Merkl 1995, pp. 164—173).The RAF became, how-
ever, increasingly marginalised and irrelevant. Formally, the RAF announced its disbandment
n 1998,

In Ttaly, another country strongly affected by left-wing terrorism, the violent actions took
place in 4 politically different situation than in Germany. Italy was going through a period of
rapid industrialisation, urbanization and economic growth, which resulted in various kinds of
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growing pains, including violent protesting, conspiracies for coup d'état and terrorist attac,
Without going into the details of the history of the Italian ‘Years of Lead', it suffices to Sy thyg
left-wing groups were not the only ones plotting violent attacks in these years.

1973-1975 was certainly among the most minuscule of left-wing terrorist groups.
Id probably have fallen quickly into oblivion if it had not kidnapped Patricia
a young heiress of a media dynasty. The kidnapping turned it into the media spectacle
. decade, especially after it announced that Hearst had joined the group and participated
e ith other members in a bank robbery. The SLA is also a testimony to the power of
= 2 ‘:al influences within the New Left Wave. In requesting food be delivered to the poor
.n ;g about people’s prison, the SLA was very clearly impressed by the Robin Hood style
o Tupamaros (Malkki 2010). ' o
_wing violence inspired by the Cuban and Chinese examples was not lnmted.to Europe
te Americas. In other continents, most of its manifestations were overwhelmingly rural
Jcies, Sometimes, these movements have used terrorist tactics, the Naxalites in If]dia
one example of it (Gupta 2007). The closest Asian equivalent to the movements desc.n‘bcd
were, however, the groups that emerged in Japan in the aftermath of the student uprisings
e late 1960s. All these groups were international in their orientation. The be.st .known of
e groups Was the Japanese Red Army, which developed close ties with the PalesmmaT) groups
< best known for the rampage shooting that it conducted in 1972 in the Lod Airport in
(Igarashi 2007; Box & McCormack 2004).

.- fﬂia in
up wou

In terms of the scale of left-wing terrorist violence, Italy is in its own league in the Eurgp
context. According to the study of Donatella della Porta and Maurizio Rossi, there would |,

two periods: years 1969-1976 witnessed relatively modest levels of violence, and in years 19752
1980, there was a rapid escalation, followed by rapid moderation (Weinberg & Eubank 1987)

Like in West Germany, also in Italy there were several leftist groups that used terrorist tactic;
The best known of these groups was the Red Brigades (Brigate Rosse). While mobilizing the
support of workers was every leftist violent actors’ dream that rarely materialized in Europe, this
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did happen for a time in Italy.

The campaign of the Red Brigades can be traced back to Milan and other big northery
Italian industrial citics. The key members of the group, many of them of working-class in origjy.
started their activities within the factories, organising acts of armed propaganda and spreagd
communiqués. In 1972, the group conducted its first kidnapping. The hostage was the director
of Sit/Siemens. Following the model of Tupamaros, the Red Brigades held him hostage for ,
short time, questioned him and took photos of him being pointed to by a gun. i

A couple of years later, the Red Brigades had come to the conclusion that the situation haq
worsened and it was necessary to target ‘the heart of the state’ directly. This led also to the escae:
lation of tactics. In April 1974, the group kidnapped the state prosecutor Mario Sossi and held!
him hostage for four weeks, eventually freeing him in exchange for the release of imprisoned!

Left-wing terrorism beyond the New Left Wave

By the mid-1 990s, practically all major groups of the New Left Wave had ceased their activities.
aﬁe 1nost long-lasting group of the wave was the 17N (Epanastatikos Organosi Dekacfta Noewmwri,
R évolutionary Organization 17 November) in Greece, which was long famous for its ability
o evade the authorities. The security authoritics finally achicved a breakthrough and arrested
ny of its key members in 2002 (Kassimeris 2007; Karyotis 2007).

members of another leftist militant group (which, however, never materialised). A month later,
the campaign claimed its first victims when the Red Brigades made a raid on the offices of an
extreme right party, Movimento Sociale Italiano, in Padova and ended up murdering two people; During the Jast two decades, left-wing terrorism has been a relatively minor phenomenon
While the security authorities had long considered the Red Brigades to be little more than a; in the whole spectrum of terrorism. Several left-wing insurgencies, sometimes utilising tactics
nuisance, after these incidents, the countermeasures intensified considerably, leading to a signifi- of terrorism, have continued to operate in different parts of the world, including, for example,
cant proportion of leading extreme left activists getting arrested.

ma

I%dia, Colombia, Peru, Paraguay, Philippines and Nepal.

' In Europe, a few left-wing (or anarchist) groups have operated in Ttaly, Spain, Greece and
ermany. The attacks they have committed follow the left-wing traditions by mostly targeting
he government, businesses and security authorities. Most attacks have been small-scale acts of
botage, seldom resulting in anything more than material damage. However, there have also

Extreme left violence did, however, continue and reached its new peak around 1977. In
the years after the kidnapping of Sossi, the Red Brigades committed a series of kidnappings
murders and kneecappings, as well as bank robberies to finance their activitics. This wave of!
violence culminated in the kidnapping of former Prime Minister Aldo Moro in 1978 by the
Red Brigades. After almost two months, Moro was murdered. The kidnapping led to another
period of intensificd countermeasures and eventually to the demise of the Red Brigades in the
early 1980s. This demise was accelerated by the Pentiti laws, which provided those who turned
themselves in voluntarily and shared their information with more lenient sentences (Weinberg
& Eubank 1987; Drake 1989).

Left-wing terrorist groups were formed also in the capitalist and imperialist ‘belly of the:
beast’, the United States. These campaigns were, however, more modest in scale, as one might
have expected (Falciola 2015). The best known of these groups was the Weather Underground.;
Starting as the radical fringe of the Students for Democratic Socicty, a major organisation of
the protest movement, the group radicalised towards the use of violent means under the slogan
‘bring the war home’. It withdrew its most radical plans after three of its members were killed
in an accidental explosion when building bombs. From then on, the group resorted only to
symbolic bombings (Varon 2004; Berger 2006). ‘

The Symbionese Liberation Army, on the other hand, was willing to engage in more radical

| . % S > " .
been a few more serious attacks, for example, in Greece where left-wing violence has continued

after the demise of 17N (Xenakis 2012).

Notes

r - . . 3 - 3 3
1 Here, I draw from Mark Sedgwick’s treatise (2007) on the role of inspiring examples in instigating
- global waves of terrorisim.

2 My treatise on the evolution of the strategy is strongly influenced by Pekelder (2007). See also Strassner
(2008).
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1 Gonaty party unfeasible at the national level (Miller, 2004). For these and other reasons,
3 4~ 4]

¢ elements ©F 7% s )
y viable alternative to effect their political and social goals.

re has been considerable debate in the extreme right subculture on the appropriateness

f the extreme right have decided that a strategy of revolution and terrorism is

9
RIGHT-WING TERRORISM

The strategic dimensions

R qthe

porisii " .
;::,u]d wake. Should clandestine cells be created? Or would lone-wolf terrorism be a more
- shot .

ble 2

Jould right- Bl _ )
tical leaders and agents who encouraged their migration in the first place? Finally, what is

and violence. Even those who espouse terrorism do not always agree on what form

ppl‘OilCh? Another question worth pondering is, who is the real enemy? That is, whom
wing terrorists target? Should non-white immigrants be attacked, or rather the

o strategic endgame for right-wing terrorists? Do they seek to foment a race war out of which
B o

itory ; L : :
e of the questions to consider when examining right-wing terrorism.

hope to emerge victorious? Or would they be satisfied with carving out a separate piece of
where they could establish their desired mono-racial or mono-ethnic state? These are

George Michael

Who is the real enemy of the extreme right?

Historically, Jews have been identified as the primary enemy of the extreme right. This sentiment
Recent events suggest a resurgence of the political far right both in Europe and the Uniteq ched its apogee in Hitler’s Third Reich and culminated in the Nazi Holocaust. Elsewhere in
States. Several populist partics have made significant gains in 2014 European Parliament elec- West, extreme right narratives have often depicted Jews as rootless aliens who are involved
tions, which some observers fear could be a harbinger of future turmoil on the continent (e.g. international intrigues against the unity of the nation. Jews have been identified as the lead-
Krastev, 2014; Poulos, 2015). The crisis of the welfare state, economic stagnation, and the prob- agents behind the Bolshevik Revolution and international communism, yet also castigated
lems associated with assimilating Muslim immigrants have occasioned a right-wing backlash in
Europe, In the United States, the Tea Party has challenged the Republican Party establishment,

but to date has not taken on an explicitly racialist orientation (Michael, 2013). But ominously,

redatory capitalists and bankers.” Although Jews in the Diaspora have been a small minority,
\they nonctheless have often had a very prominent role in the political, economic, and social
ff}hirs of the countries in which they have resided. Furthermore, Jews have often taken a leading
recent studies suggest an increase in right-wing terrorism in America. role in promoting liberal causes, such as reproductive rights, civil rights, the separation of church

The primary feature of extreme right ideologies is nationalism. But typically, the extreme
right rejects a civic nationalism in favor of an ethnic or racial nationalism which implies inter- ondemned Jews as the primary agents of multiculturalism and multiracialism. As such, they are
nal homogenization. That is, all residents or citizens of the national community share the same aracterized as a malignant force that threatens the cohesion of the nation. This theme is often
ethnic or racial characteristics (Perliger, 2013). Although right-wing extremism takes different
forms in different countries, there has been a convergence of these movements over the past: chind the scenes. In this vein, the notion of a “Zionist Occupation Government,” or “ZOG”
two decades. As Kaplan and Weinberg (1998) observed in their study, The Energence of a Liuro-

American Radical Right, scattered elements of the extreme right in the West, faced with declin--

ained currency in the vernacular of the extreme right, first in America and later in Europe.”

~ Based on this worldview, it is not surprising that Jews have occasionally been the target of
ing white birth rates, sweeping Third World imimigration, diminishing life opportunitics for: right-wing terrorism.® Although Jews have long been considered the traditional enemy of the
working-class youths, and perceived cultural decadence, have come to feel like strangers in their extreme right, more and more Islam is seen as the principal threat, at least in Western Europe.
lands. Communicating through chat roonms and other Internet media, they have found solace in The 9/11 attacks accelerated this process. In recent years, the specter of a Muslim Europe has
the slogan “white power” and sought to develop a new pan-Aryan identity based on race and
civilization that transcends national borders.”> More and more, white nationalists sce themselves:
as a white tribe under attack by people of color across the globe. The fate of white farmers in (Hackett, 2015). Assuming current trends continue, this figure would continue to grow in the
South Africa after apartheid is seen as a harbinger of the future if they do not act soon (Dees
and Cohen, 2015).

Despite the far right’s recent success in Europe, the legacy of World War 11 still looms large

uropean women continue to decrease. Thus, fears of an impending “Eurabia” are not sheer
fantasics.”
As Jos¢ Pedro Ziquete (2008) observed, extreme right ideologies are not static, but evolve
and are shaped by their surrounding environments. In recent times, there has been a discursive

over the continent. The burden of historical fascism weighs down any political movement that
extolls ethnic nationalism. Therefore, the clectoral viability of the right-wing populist parties .
.lft i the rhetoric of the extreme right in a decidedly pro-Jewish direction. Israel is lauded as
1) 2 _tuml ally of Europe fighting Islamic barbarism in the Middle East. Several far-right populist
“FS warn of the Islamicization of Europe and seek to enlist the support of the Jewish com-
inity, noting that they would not fare well under a regime in which Islamists hold sway. The

Ational Front has long railed against Muslim immigration in France and has distanced itself

is far from certain. Moreover, the demographic transformation on the continent in which the:
native population continues to decline and the non-European population (mostly Muslin
continues to rise will make it all the more challenging for these parties to secure victories in the
future. Likewise, the changing demographics in the United States in which it is projected th?'t‘:
over half of the population in the country will be non-white by mid-century renders a racial
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from anti-Semitism. Likewise, the English Defence League has drawn support from establig David Duke, the former Louisiana state representative and Klan leader, charac-
CQ

‘.‘.examplc'

d Breivik
white yout g & : . S
onschi‘UV"'Th’:‘ far right American l~rc:c .lv’rcss clmm%‘tcrlzcd ?rcnnk as a “radical (_,ln-mt‘mn
" who wanted to kill Norwegian officials for their opposition to the Isracli occupation

; estine (White, 2011).

Others. however, were more forgiving, Writing on the Occidental Dissent website, William

e did not condone the attacks, but pointed out that it would be hypocritical not to con-
|

Zionist groups through its vocal support of Israel and condemnation of radical Islam (Busheg a5 a man whose mind had been deranged by Zionism and had targeted inno-

2013). Bven Nick Criffin, a longstanding British far rightist, decried the “blame the Jew» meg
. . . . .. . . s
tality and instead urged his followers in the British National Party to “get on with the real gy,

gles” (quoted in Ziquete, 2008, p. 340). Tn the Netherlands, Geert Wilders, the founder of
Party of Freedom, proposed changing Article 1 of the Dutch Constitution, which Suarapy, 3

L

hs. Breivik, he argued, could more aptly be charicterized as an Islanophobic

equality under the law, with a new clause stating the cultural dominance of (‘,hristinn,chis ¥
and humanistic traditions (New Internationalist, 2010). Paradoxically, by opposing the decidegys
anti-liberal features of Islam, the extreme right has been able to reposition itself as the defen oy
of true liberal principles, including free speech, safeguarding Jews, women'’s rights, gay rightg
ammal welfare (Ziquete, 2015).

As Islam comes to be regarded as the primary enemy, it is rcasonable to assume that it come

that Breivik had struck a terrible blow at the Europcan clite that was responsible for poli-
that allow for large-scale Third World immigration into Norway (Michael, 2012a). Sumilarly,
J1d Covington of the white separatist Northwest Front conceded that Breivik was probably
g eh;istian Zionist, neo-conservative freemason,” but dismissed the theory that the attacks
- part of a Jewish conspiracy to usher in repressive legislation against patriots. Instead, he
od that the attacks were a genuine case of lone-wolf resistance by “a White man who
fly had enough, and who through some genctic fluke, still possesse[d] the old alpha gene
hm|nosomc or whatever that is that once enabled White males to act on their convictions
ead of tap, tap, tap on computer keyboards”™ (northwestfront.org, 2011). In Russia, many in
extreme right have championed Breivik for attacking the Labor Party, whose policies were
wnonsible for the rising racial diversity in Norway. However, some Russian far rightists con-
ed Breivik because his manifesto expressed a positive attitude toward Jews and Zionism
(Enstad, 2015).
* (Generally speaking, the so-called Counter-jihad eschews the anti-Semitism which was inte-
=il to the old extreme right. However, anti-Semitism persists in some quarters of the extreme
ht. For instance, in January 2015, Joshua Bonehill-Paine, an English far right activist, called
for a mass protest in Stamford Hill in March of that year to fight the “Jewish menace” The event
was cancelled, however, after Bonehill-Paine failed to mobilize support for his protest (Blood,
15). A former member of the French National Front, Alain Sorel, declared himself hostile to
10phobia and even sought to forge alliances with certain Muslim organizations in the name
the struggle against Zionist and American influence in France (Gandilhon, 2013). Inasmuch
wti-Zionism looms large in the worldview of radical Islamists, some elements of the extreme
Lt have sought to cooperate with them. After all, the notion of a “Ziomst Occupation
vernment” is not unlike the “Zionist Crusade Alliance” invoked by Osama bin Laden. But

s dng

munities will become the targets of extreme right violence. This was illustrated in the case o8
the Bosphorus serial murders in Germany, which were carried out by the National Sociylig
Underground from 2000 to 2007 (Kulish, 2011).The group targeted primarily ethnic Turks, Al
totaled, 10 people were killed. When the police arrested members of the group, they discovereq
an alleged hit list of 88 names that included two prominent members of the Bundestag ang
representatives of Turkish and Islamic groups (Pidd and Harding, 2011).

Whereas some right-wing terrorists have targeted Muslims, others have attacked those tljy
they hold responsible for their migration into Europe, as evidenced by the case of Anders Behrig
Breivik in Norway. On July 22,2011, the reclusive 32-year-old man detonated a van bomb a
government building in Oslo, which killed eight people. A subsequent shooting spree at a sune
mer camp on the islaind of Uteya left 69 more people dead. Hours before he began his attacks)
he uploaded his 1,518-page electronic book—2083: A European Declaration of Independence—on
the Internct. In addition, he emailed his manifesto to roughly 1,000 selected recipients active
in the anti-Muslim and right-wing networks (Gardell, 2015). In detail, he explained how |
spent nine years methodically planning his attacks, procuring fircarms and tons of fertilizer,
while evading suspicion from authorities. In addition, he uploaded a video onYouTube entitled
“The Knight Templar 2083, which contained numerous references to the Tslamic threat to
Europe interspersed with iconic images of Crusaders. The notoriety stemming from his attack,
he predicted, would serve as a “marketing” ad for his manifesto, thus ensuring that there would"
be substantial interest in its contents.

Claiming to be a member of the Knights Templar—a medicval order that protected pil- to date, the most significant outcome of this collaboration has been in the area of propaganda,
grims in the Holy Land after the First Crusade in the cleventh century—Breivik saw himself Jncluding promoting Holocaust revisionisin, championing the Palestinian cause, and delegiti-
1g Isracl.” Although widespread Muslim immigration is seen as a threat to Burope, Jews
often implicated in this development. Perceived as the primary agents of multiculturalism,

as part of an unorganized and leaderless vanguard that would awaken Burope to the perils o
Islamicization brought about by the immigration policies engineered by Europe’s liberal par-
tics. In that sense, the scemingly senseless shootings at the youth camp were meant to punish beralism, and open borders immigration policies, Jews are seen as ultimately responsible for the

vhiite race’s sorry predicament. Some extreme right movements see both Jews and Muslims as
10

the ruling Labor Party for its “treasonous acts against Europe and Europeans” (www.npr.org,

2011).* Breivik envisaged a Europe reborn, purged from its internal enemies, mainly culural nemies. ' Even Breivik, despite his anti-Muslim sentiment, fantasized of collaborating with al-

Marxists and feminists. Rising from the ashes, his Crusader vanguard would defeat Europe’s: ~Qacda to bring down the hated systen in Europe, as he explained in his manifesto."”
external enemies—Muslims—and restore the continent’ glory as the world’s leading civiliza=
tion (Gardell, 2015). e : :
‘ oy ; _ , : Is political violence appropriate?
Just how persuasive his message will be has yet to be seen. In the immediate aftermath of his
he appropriateness of violence has long been discussed in extreme right subcultures. Some
: Ivocates of political violence argue that the electoral route to victory is unrealistic. Therefore,
© Attain their desired end state, violence at some point in the future will be necessary.

_Tlle archetypical blueprint for the white nationalist revolution is The Tirner Diaries, a novel
Iitten |

attacks, representatives of the far right in Western Europe were quick to condemn his terrorisiv:
There emerged no groundswell protest movement that came to his defense. At least in the neat
term, the general consensus was that Breivik’s rampage was a public relations disaster for popu=
list parties that favor immigration restrictions. Moreover, some representatives of the racist and
anti-Semitic extreme right lambasted Breivik for his expressed solidarity with Jews and Israel? by the late William L. Pierce, a former university physics professor and founder of the
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. e . - . 2 - S <6 A
National Alliance. Perbaps the most widely read book in the extreme right subculturc_ it ha nce made no sense as a tactic for no other reason than “the enemy has all

sold an estimated 350,000 copies since its first publication in 1978 (Segal, 2000). It tells ’.
story of a cellular revolutionary group-—the Organization—which conducts a terrorig (., 3
paign against the U.S. government that is controlled by a Jewish cabal working from beh; _
the scenes. A struggle of apocalyptic proportions follows as American society implodes Undey

Wallace, viole - ; b e -
» and can “mobilize far more bodies on the field” Invoking Saul Alinsky’s Rules for

led that it was senseless to attack the enemy at his strongest point (Wallace,

For
.'.5 uS
3 '.. B hc counse ) . y .
: As\%""“ pointed out, mere rhetoric extolling violence has landed a number of racial
e in prison, including Matt Hale, Bill White, and Hal Turner. However, the fact that
1 ) 3 . . . .
k Obama Was twice elected president even though a majority of the white electorate
for his rival candidates—John McCain and Mitt Romney—suggested to some observers

chis segment of the voting public was becoming less significant (Montanaro, 2012). And it is

yable to assume
the electoral approach seems less and less promising and violent resistance to attain-

the weight of racial strife. Eventually, the Organization acquires nuclear weapons, and 3 globd

atomic war cnsucs involving the United States, the Soviet Union, and Israel. For his Scl'vi
the protagonist Earl Turner is inducted into a quasi-monastic inner circle of the Organizy

known as “the Order” In his final mission, he flies a small crop duster plane equipped yy; that current demographic projections would only accelerate this trend. For

a nuclear bomb on a Kamikaze mission that destroys the Pentagon, thus delivering the fa Feason,

1 ower More feasible. As the American extreme right theoretician Michael O’Meara (2008)
smed on the Tj yrannicide blog:“The white race will be reborn not by clecting Congressmen,
> Jobbyists, and participating in a system that seeks its destruction, but by returning to its

self—and to the challenge of creating an Aryan warrior aristocracy forged in the fire of
12

blow to the system. After victory in America, the revolution spreads throughout the rest of
the world. The book closes with a millennial tone. Out of the ashes of devastation, the Coul-;
tries of the West experience a civilizational renewal and are once again masters of their gy,
destinies (MacDonald, 1978).

Although most white nationalists concede that at the present time, the scenario depicted i an violence.”
The Tisrner Diaries is unrealistic, they still believe that someday violence will have to be USedi
their race is to survive. Other writers, however, have argued that such 11ih1list?c violence wj] Whatis the best revolutionary strategy?
only damage the credibility of the white nationalist cause. For example, on the Occidental Dissent
website, Hunter Wallace (2011) wrote a number of essays repudiating the vanguardist, or revos fla strategy of political violence is implemented, what form should it take? The extreme right
lutionary wing, of the white nationalist movement. For his launching point, he took issue with has pondered this issue over the past few decades. Some have advocated the creatiox} of clan-
an article by the late William L. Pierce titled “Why Conservatives Can’t Win,” which originally 1o cells that will strike at the system. Emblematic of this approach was the campaign of the
appeared in 1971. The essence of Pierce’s argument was that, whercas the political left was drder, an underground group that was active in the Pacific Northwest of the United States.
ded in the summer of 1983 at an annual Aryan Nations Congress in Hayden Lake, Idaho,

offensive and guided by revolutionary goals, the political right was defensive and conservativel
) young charismatic member of the National Alliance—Robert Jay Mathews—ultimately

Therefore, it was not surprising that the history of conservatism has been one long march of
ruited nearly 50 members into his organization."
Abandoning all hope of the efficacy of legal political action, Mathews endcavored to build
wdestine resistance group, which would go on a crime spree and a terrorist campaign that
d nationwide notoriety and included counterfeiting, armored car heists, bank robberies,
the elect will ultimately triumph through the sheer power of their faith alone. Too often, Wallace four homicides (Aho, 1990).To be expected, the Order’s exploits soon caught the attention
noted, vanguardists look askance at their fellow white Americans as brain-dead “lemmings.” By, of authorities, and the FBI identified the group as the most serious domestic terrorist threat in
country." Undaunted, Mathews issued a “Declaration of War” against the U.S. government,
vhich he sent to several newspapers. After an extensive search, the FBI caught up with him at
Whidbey Island in Washington State. Refusing to be taken alive, he resisted in a standoft that
ed two days and single-handedly engaged in several shootouts with SWAT teams. Finally, the

retreat. As an alternative, Pierce exhorted the political right to offer something inspiring to the
youth of America, such as his racial revolutionary program (Pierce, 1971).

For his part, Wallace derided the vanguardist fantasy of the inevitable collapse of the system)
comparing it to the Christian fundamentalist prophecy of the Rapture. Both narratives hold that

rejecting mainstream society, Wallace (2011) noted that the vanguardists arc often strangers in
their own land. Deriding them as “totalitarian hippies,” he averred that they are not engaged in
any concrete political project, not unlike their 1960s counterculture counterparts who lived by;
Timothy Leary’s maxim, “turn on, tune in, drop out.” Rather than doing the hard work neces-
sary to establish white nationalism as a viable mainstream movement, the vanguardists are prone toritics lost their patience, and on December 8, 1984, dropped white phosphorous illumina-
on flares onto the roof of the house in which Mathews had barricaded himself. This set off a
that engulfed the structure, and Mathews perished in dramatic fashion. A concerted effort

federal, state, and local law enforcement agencices eventually crushed the Order, and many of

to escapism as they wait for the inevitable collapse of the system (Wallace, 2010a).
Instead, Wallace urged activists to win the hearts and minds of their fellow white men and;

women. As he explained, the main reason that they live under laws inimical to their own racial

nembers are now serving lengthy prison sentences.

Tactically, the Order did not really achieve much, yet it was significant insofar as it marked

survival was not because their enemies are more powerful than they are, but because they havel

convinced themselves that their own racial extinction is morally justified. Ultimately, violence
ange 1 the orientation of the extreme right. The U.S. government was now secn as the

iy, and the racialist movement began to take on a more revolutionary posture. No longer
it seck to preserve the status quo, Rather, it sought the overthrow of the U.S. government,
hich it reasoned was now under the heel of ZOG (Zionist Occupation Government). After
demise of the Order, the extreme right went into a period of retrenchment and soul-search-
i the topic of revolutionary strategy. From this interlude emerged a change in tactics. The
Cipal lesson drawn was that when an organization grew to the size of the Order, it would
“htually fall prey to infiltration and soon be crushed. A new approach—Ieaderless resistance—

would only serve to turn Americans against the white nationalist movement. For that reason, he
urged supporters that the first thing they must do is rid themselves of the “vanguardist Socio
paths who are constantly self-detonating and destroying [their] momentun” (Wallace, 2011):
Wallace urged activists to focus their efforts in their own communities. He catalogued a number
of victories that conservative activists had achieved in various American states, including eftorts
to gain support for initiatives restricting immigration and banning affirmative action. By con= e
trast, the vanguardists had succeeded only in making those people in the “pro-White movement e
look like kooks and idiots in public” (Wallace, 2010D).
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began to gain currency. Inasmuch as the extreme right is organizationally fragmented, 1eaderl £, blacks were the most immediate threat to whites in America. He blamed much
resistance makes a virtue out of necessity. 3 ‘:m.’o!;l,cc against whites on “Jewish agitation.” Still, Roof believed that the majority

First popularized by Louis Beam in an essay in the early 1980s, leaderless resistance Propg hel? ‘:Kl)“ and European Jews were racially white. As he saw it, the problem was that Jews
that the traditional hierarchical organizational structure was untenable under current "““ditié -:::,I;itl‘, yet see themiselves as minorities. If somehow every Jew could be turned blue

insofar as the U.S. government was too powerful and would not permit any potentially SCrigg s he reasoned, there would be a mass awakening, as whites would see them for
1y oy

7 4 hour
Shat they r¢d

opposition (Durham, 2007). He reasoned that in a technologically advanced society suchy
. < dentity, then they would be just like other whites and share the same racial interests.
1 »

lly are. But he counseled that if whites could persuade Jews to abandon their
contemporary America, the government, through means such as clectronic surveillance, coul

rording 0
ke up the © . A : oty gy -
ies. East Asians, however, were identified as possible allies. Explicitly rejecting traditional
11 3. . . .
dsm, Roof noted that he hated the sight of the American flag. As he explained, how
"’

without much difficulty penetrate the structure and reveal its chain of command. Frony ¥ * there were both “bad™ and “good” Hispanics, noting that white Hispanics
¥ M they, Rool, g ) &

the organization could be effectively neutralized from within by infiltrators and agenty Prove lite of most of their countries, but at the end of the day, “they are still our
cateurs. His essay was disseminated through computer networks of which Beam was a pigp e
in exploiting during the 1980s. Beam argued that it became the responsibility of the indiyig
to acquire the necessary skills and information to carry out what needed to be done. Menhygg J whites in America be proud of anything when they were being “murdered daily in the
would take action when and where they saw fit. Organs of information, such as newspap 3 < without fighting back? Based on that reasoning, he wrote derisively of veterans com-
leaflets, and now the Internet, would enable each person to keep informed of events (Begy
1992). ’

Although some observers have dismissed the threat of leaderless resistance as overblow
(e.g. Garfinkel, 2003; Burton and Stewart, 2008), the examples of Anders Behrig Breivik, and
Timothy McVeigh before him, demonstrate the potential havoc that lone wolves can inflicg
McVeigh’s attack on the Arthur P Murrah Federal Building in Oklahoma City on April 19}
1995, killed 168 people and left many others wounded. What is more, the leaderless resistanca

approach has caught on with other extremist subcultures as well. The last several years haye

ng that they belicve that the nation owed them something for “protecting our way of
But, as Roof lamented, he was not sure what way of life they were talking about. Instead,

sed, “How about we protect the White race and stop fighting for the jews (sic) [?]”

onnor, 2015).

& . ’ y , ;
nclusion, Roof contended that he had no choice but to strike out at his perceived racial

b ":s’. [n his own words, he chose Charleston because it is the most historic city in his state
at one time had the highest ratio of blacks to whites in the country. He lamented that peo-
the white racialist movement did nothing but talk on the Internet. For that reason, it was
for him to take the struggle into the real world.When one of his victims in the church
pleaded for him to stop, Roof exclaimed: “No, you've raped our women, and you are taking

witnessed an alarming number of terrorist attacks carried out by lone individuals, or very small
groups, both in the United States and abroad (e.g. Michael, 2012b; Simon, 2013; Spaaij, 2012:
Southern Poverty Law Center, 2015; Bajekal, 2014). For instance, an attack in November 2005
by Major Nidal Hasan at Fort Hood, Texas, killed 13 people and left 30 more wounded. Near[
four years later, two brothers who sympathized with the global jihad—Tamerlan and Dzhokar

over our country... I have to do what I have to do” (Payne and Bothelo, 2015). Interestingly,
the church sits a mere half-mile from Fort Sumter, where the opening salvo 1n the American
War was fired.

Tsarnacv—carried out the Boston Marathon bombing, which killed three persons, including an Although some representatives of the white nationalist movement expressed empathy
8-year-old boy. In France, in January 2015, two masked gunmen who identified with al-Qaeda oof, they were quick to condemn his actions. Matthew Heimbach, the founder of
in the Arabian Peninsula forced their way into the offices of Charlie Hebdo and executed 11 peo- Traditionalist Workers Party, drove from Cincinnati to Charleston to pay respect for
ple. For obvious reasons, radical Islamists have gained much notoriety stemming from these and
other terrorist attacks. However, other extremist movements have given rise to self-radicalized white man born to a society that actively hates him and his people, hates his culture and his
terrorists as well, This was tragically illustrated on June 17, 2015, when Dylann Roof open fired ntity” (itsgoingdown.org, 2015). Writing on the National Vanguard website, Kevin Alfred
with a handgun in a church in Charleston, South Carolina, killing nine African-Ainericans and om (2015) opined that Roof understood much of the race issue, but his understanding
Injuring one more. as incomplete, which would ultimately make his violence counterproductive from a white

Roof confessed to police officials that the purpose of his attack was to start a race war (Payne ationalist perspective:

and Bothelo, 2015). Soon after his attack, it transpired that Roof was the owner of a website,
called “The Last Rhodesian” (Goad, 2015). Shortly before his attack, Roof posted a 2,500-word!

manifesto that was replete with white nationalist and extreme right themes (O’Connor, 2015):

Dylann Roof’ actions were inevitable because our race still produces men of honor,
and men of honor do not go gentle into that good night. ... A man of honor is moved
According to Roof, the Trayvon Martin case was the event that “truly awakened” him to thes to action when his people are being exterminated and when that willful murder is
issue of race. To him, it was obvious that George Zimmerman “was in the right.” This event covered up and justified by lies. ... As long as our race survives, it will produce men
prompted hin to type in the words “black on White crime” into Google. The first website he
found was operated by the Council of Conservative Citizens." On the site, he found “pages
upon pages” detailing black-on-white murders. At first, he was in disbelief and soon realized!

that something “was very wrong.” How, he wondered, could the news media be “blowing Up

of honor. Honor without discipline, organization, and understanding, however, 1s inef-
fective

cording to Strom, Roof’s actions were misdirected because the blacks he targeted were the
the Trayvon Martin case” while virtually ignoring black-on-white murders? To his dismay, he toffensive, least dangerous, and among the most self-segregated Blacks imaginable short of
soon learned that Europe was experiencing racial violence as well. From that point on, ROO_f .“I'SCPamtisrs.“ For Strom, the real enemy was the “Jewish power structure,” which forced the
N 5' of the races in America. Only with sober analysis, he counseled, could white nationalists

set out to learn more about race. Soon, he found out about the “Jewish problem” and was
At their strategic aims.

“racially aware”
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What is the strategic endgame? Conclusion

Faced with what they sec as grim demographic realities, some extreme right activisgg 1en contemplating terrorism and political violence, atcention should be given to

" ﬁlll‘ly' wl

he aspirations ) . .
e factors will inform strategies, tactics, and targets.
¢ [ac - 5 g . . . .
ej\ the present time, the future of right-wing extremism is far from certain. Several important
¢ 5

itical, cconomic,

2 hic trends continue, whites could be reduced to minority status in this century in both
pi . IR 2 % . R

¢n Europe and North America. This development is viewed in nearly apocalyptic terms

nationalist segment of the extreme right. Moreover, a festering economic crisis

abandoned ideas of taking over their entire countries. Instead, they call for the Crca]::o and capabilitics of the extremist subcultures that give rise to these actions. For
of separate mono-ethnic or mono-racial states where they can practice their version 0‘

self~determination. For example, beginning in 2003, Harold Covington published 3 q“in—‘
tet of novels based on a white separatist insurgency in the Pacific Northwest regioy and demographic trends could have far-reaching effects. If current demo-
the United States (Covington, 2003, 2004, 2005, 2008, 2013). Sect in the nol—lm)—distn"
future, the novels extol the exploits of the Northwest Volunteer Army, which wages 3 War
of national independence. Eschewing grandiose schemes to foment a nationwide revoly; the white
Fould create a greater pool of the dispossessed that will support radical movements in the future.

: omil
their p

t-Wing
~ But as this chapter explained, right-wing extremism and terrorism could take numerous

tion, Covington argues for mounting a separatist guerilla campaign in a limited region, On
his online Radio Free Northwest program, Covington exhorts racially-conscious whites Jous development is the collapse of the center in both European and American politics

relocate to the Pacific Northwest to form a critical mass for the formation of his futyy, arty systems are ever more characterized by an ideological divide. As a consequence,

Northwest Volunteer Army. Still, even Covington does not advocate violence under ¢ extremism long relegated to the fringe could become more mainstream.

rent conditions; rather, only when a certain period of crisis arrives will terrorism be calleq.
1. Increasingly, the far right in Europe now sees Islam as the most serious threat, while

'(Apuljst parties actually court Jews for support. Although Muslims in America are far more
ated than in Western Europe,'® events such as the 9/11 and sporadic lone-wolf attacks

for (Johmson, 2011). For his part, in his manifesto, Dylann Roof categorically rejected the
creation of a rump state for white separatists as outlined by Harold Covington’s Northwes;

Front. To Roof, this was analogous to whites flecing to the suburbs to avoid blacks or “jyge <imil
another way to run from the problem without facing it.” Instead, Roof urged whites tq Shadists have heightened tensions between Muslims and their host communities. In the

stand up and fight. In a similar vein to Covington, Matthew Heimbach urged whites ¢ frerpaath of 9711, a massive homeland security apparatus has been erected in the United States.

- 2 e “ ¥ . . E 1 i . . . 5
reject their American identity for one based on race, as he explained in a talk to his sup- Furthermore, there is much greater intelligence sharing, not only among federal, state, and local
1 -

porters: law enforcement agencies, but also among forcign governments as well to combat terrorism.

3‘§I"herefore, it is reasonable to assume that the lone-wolf trend will continue not only for the

We need to be getting away from symbols, like the American flag. This is the symbol extreme right, but other extremist orientations as well.

of our occupation, this is the symbol of our genocide, this is the symbol of the nation,

that has alrcady said that they will use drones to drop missiles on political dissidents. Notes

Do any of us think, sitting in this room, we’re not considered political dissidents? We
1 For instance, according to a 2014 study conducted by the noted CNN terrorisim analyst Peter Bergen,

since 9/11, right-wing extremists have been responsible for more deaths in the United States than
[slamists motivated by al-Qaeda’s ideology (Bergen and Sterman, 2014). Another study released in June
2015 by the New America—a Washington, D.C.-based think tank—found that right-wing extremists
killed nearly twice as many people in America as had jihadists (Shane, 2015).

For a more recent analysis of this convergence, see Wright (2009).

The example of Jacob Schitf, who provided financial contributions for anti-tsarist revolutionaries in
Russia, is often cited to make the case for Jewish malfeasance. Kuhn was also the head of the New
York investment firm Kuhn, Locb & Co., but also supported the Communists in their struggle against
the Tsar in Russia, presumably for the pogroms against the country’s Jewish population. For more
on this line of reasoning from an extreme right perspective, see Britton (1952), and more recently,
Duke (2013).

4 Arguably the most thorough analysis of Jewish involvement in liberal causes from a far-right perspec-
tive has been conducted by the noted evolutionary psychologist Kevin MacDonald. In his book, The
Culture of Critique, he argues that there is considerable Jewish hostility to traditional Western culture,
which is manifested in various intellectual movements including Freudian psychology, The Frankfurt
School, and Boazian anthropology—to undermine the European-derived civilization of America and
teplace it with a society more congenial to Jews (MacDonald, 1998). According to his analysis, Jewish
organizations have promoted policies and ideologies, which have undermined the cultural cohesion of
the West, while practicing just the opposite for themselves. Specifically, Jewish organizations are chided
for extolling multiculturalism in the West, while insisting upon ethnic exclusivity in Israel. For a review
and synopsis of his research, see Michacl (20062).

The ZOG acronym was first introduced in the far right’s lexicon in 1976 by an obscure neo-Nazi
llzl'med Bric Thomson. Thomson wrote an article titled “Welcome to ZOG-World” (www.faem.com/
erie/2000/et047. hem). By the 1980s, it attained wide currency in the extreme right subculeure.

are at war with this system, and if you think for two seconds that George W. Bush or
Ronald Reagan would be friendlier to us than Barack Obama is then you have not
been reading your history. (itsgoingdown.org, 2015)

But even carving out a territory consisting of a few American states is still a tall order. Instead,

R 2

some activists urge like-minded racially-conscious whites to congregate together in select towns:
and neighborhoods. As the native South African activist Arthur Kemp explained in his book, Now:
Europa: Enropean Survival Strategy in a Darkening World, over time, white nationalists could begin tak-
ing over local governments. As their numbers continued to expand, successively higher tiers of gov-
ermment would come under their control. He cites the examples of the Boer colony of Orania in
post-Apartheid South Aftica and the Zionist project in Tsrael as successful case studies to be enwlated
by white nationalists (Kemp, 2015). But to date, such efforts in the United States appear farcical, as
evidenced by Craig Cobb’s attemipt to establish a “whites-only” town in North Dakota beginning
in 2011, which has occasioned protests from arca residents and derision in the media (Lenz, 2013).

Other extreme right movements reject separatist projects as retreatist and argue that
whites should not settle for a rump state in North America in the style of the Northwest
Imperative. For example, the Creativity Movement (formerly the World Church of the
Creator) exhorts whites everywhere to unite around a racial religion and take over the
globe (Michael, 2009). But inasmuch as the governments of Western nations would reject
such a project, such goals could only most likely be realized with the collapse of Westerd
civilization itsclf.
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SOCIAL MEDIA, THE ONLINE
JRONMENT AND TERRORISM

Kaiherine E. Brown and Elizabeth Pearson

Introduction

)15 the speed, scale and reach of social media gave terrorist organizations the capacity to
1 some 2 billion individuals. By 2014 there were over 10,000 individual websites (up from

himan (2( 116) shows how Jihadist theologian al-Suri in The Call to Global Islamic
tance ‘ﬁ'equcntly discusses the Internet and new media technologics, recognizing them as
vehicles for inciting global resistance’. Terrovists’ shift towards the cyberworld simply
s society’s expanding digital footprint and seamless movement between the ‘virtnal” and
.Consequently, understanding content alone is insufficient; it is necessary to trace the social
an connections, collaborations and networks through which such malleable content flows.

olosy is umepuacntcd on the Net, ;md thls (,haptel s (,oncemed with the spccu um of
ticnisiy, including far-right, socialist and jihadist movements. Our focus is on ‘terrorisin’ as it

¢ proliferation of research outputs, there are many unanswered questions in research
0 terrorism and the Internet, This chapter addresses some in four main parts. The first maps
meehanising of the ‘radical” or ‘extremist’ online world. We discuss the uses to terrorists — com-
Dunicytive, soctal, symbolic and operational — of social media and the Internet. The second
& the nteraction of the online and offline realms, focussing on debates about cyberspace
\ nitiator, facilitator or “force multiplier’ of extremism in the ‘real world”. The final substan-
_ part asscsses online counter-radicalisation efforts to date, categorised in two ways: ‘negative’
fivites which seck to ‘inhibit” terrorist movements online, and ‘positive’ counter-narratives

\
Ve
offer dlternative content that challenges radical messages. The fourth section explores the
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extremce activity also takes place on the ‘dark’ or ‘deep’ Net. Here, sites are hidden,

gaps in knowledge, and areas for future research, drawing together the main themeg &
Scug " . :
Tor Hidden Services or password-protected and do not appear in any online

Much
od usINg
wardm 2015).
L online person :
of group idcn-tl
1o, Communic ' | .
¢ identitics disappear. Bermingham ef al. (2009) note the more aggressive expressions

frmale content ina study of YouTube extremism. For Daesh, women’s open online advo-
violence is a core feature of their support (Hoyle, Bradford and Frenett 2015; Pearson
',]ni“‘" and Smith 2015). This is linked to greater online freedoms afforded women to
3 s oIf. _e‘;(prcssion compared with offline. Al-Qaeda used the online magazine Inspire to
i women's ability to support them through propaganda or fundraising from the safety of
*[n contrast, female offline violence is prohibited in all but the most exceptional circum-
by the majority of Jihadi theologians (Von Knop 2007). Online space thérefore serves
nt function in allowing the expression of sentiment not possible offline, although
lead to ‘dissonance’ between online and offline personalities (Brachman, Levine and
d 2011, 25).
lprivatc use of social media also intensifies the ability to radicalise. The Net works like
echo chamber as confirmation biases are tapped, further polarizing group identitics
: States Senate Committee on Homeland Security and Governmental Affairs 2008; von
ot al. 2013; Madden, 2008). Confirmation bias is heightened further as material is often
red to specific audiences. The Hamas site al-Fateh (‘The Conqueror’) uses cartoon-like
characters to appeal to children, while extreme-right groups have also appealed to young males
with online versions of popular computer games that involve shooting homosexuals, black
people and other minorities (Selepak 2010). Titles include “Watch Out Behind You Hunter —
shoot the fags before they rape you’, ‘Border Patrol — don'’t let those spics cross our border’ and
those with ‘already made up minds’, and authors Hoskins and O’Loughlin (2009) note that Kaboom — the suicide bombing game’. However, private online communitics need not be
Net is ‘largely ineftective when it comes to drawing in new recruits’, there remains increasi g hidden. Siibak (2014) describes how the Estonian extreme-right nationalist group ‘Eesti Leegion’
evidence of its ability to attract recruits with no previous interest in extremism. Pantucci (2011) stman Legion) evolved in its Internet use in the late 2000s with members convening in com-
ities on the SNS Rate site. These were either private sites, requiring authorised validation

We then offer a brief conclusion.

Mechanisms of online terrorism: four roles of the Web ac through the use of ‘skins’ or ava.tars,.tog.ther with direct access to the
ty, mean the online space can afford individuals more power than they
Use of social media by today’s groups and their supporters or affiliates is firstly Commyype ating anonymously, the Internet is a location in which the limitations
tive, fulfilling the same role as traditional media used by violent radicals of yesteryear (Co
2004; Nacos 2015). Social media serves as a public platform used to ‘influence’ broad audi )
of potential recruits, motivate members and sympathisers, and to inform the public and :
organisations of terrorists” actions and ideas. Its speed, scope and scale far exceed those 0‘5
ditional modes of communication, and the advantages do not end there. The Net is alsq
unregulated, easy to use and low in cost, providing relative anonymity and ‘reach’. Additigpa
the dynamic nature of social media means users amplify content to reach a wider audiep
Boko Haram for some time distributed propaganda videos via YouTube, from where it Sp .
(Onapajo and Uzodike 2012). Daesh developed their own Twitter app, ‘Dawn’, which Atomy
cally downloaded ‘tweets’ to a given account’s timeline. This subverts attempts to close accous
and vastly increases reach through synchronisation with peak viewing times of different i
zones. Dawn links to a variety of material, from skilfully produced online ‘documentaries’ off
in the new Caliphate to news of events such as the opening of a children’s hospital. Messaging
multi-functional: promotional and reassuring, as well as vividly brutal (Winter 2015). Nc o
saging is also carefully constructed to create brand coherence and demonstrate allegiances acrod
groups. After the acceptance of a baya (pledge) to Daesh, Boko Haram began to employ Da
branding in its media output, mimicking particular actions such as special effects, camera angles
or graphics in Daesh videos (Wyszomierski 2015; Zenn 2015). !
Online messaging can also influence hard-to-reach audiences: youth or supporters ang
recruits far away. While Sageman (2008, 114) has argued the Internet is primarily a resource for

!

has argued, ‘the increasing prevalence of the Internet and the easy availability of extremist mates
rial online have fostered the growth of the autodidactic extremist” Conway and Mclnerneys
research (2008) analysing YouTube posts and comments of a small group of individuals discusss ould be understood only by intended communities.
ing material concerning the Iraq conflict shows this. The authors demonstrated how individuals
terrorist world’. Social media does more than simply reproduce or reflect the ‘offline world’.
hiuser can contribute to the shared reality, and so we sce both the formation of identity
and in the ‘real world’, in which it becomes meaningful. These symbols may echo and
eproduce symbols employed offline. Jihadi online communities repost particular images, such
cally targeted young women in Europe via social media (Conway 2016). Such efforts represen asithe extended right finger, the symbol for unity in God (Tawheed). Conway (2012) elaborates
an evolution of a trend noted by Speckhard and Yayla (2016) in Al-Qaeda recruiters to targ inlher discussion on the ‘radical milieu’, which can be contrasted with simple ‘sympathizers’.
Valdmann notes the milieu possesses ‘a form of social structure responsible for the observed in-
cohesion. It is not merely a sum of individuals holding similar political/cultural attitudes’
mann 2010, 25). Web 2.0 enables creativity, interaction, and collaboration, permitting the
tive contribution to a particular terrorist worldview. Bjelopera argues that:

browsing generic websites could be targeted and integrated into a specific network, highlighting
one case of a young male ‘lrish rugby fan’ posting a comment about his wish to convert to Islam
after watching a Martyrdom video. Within weeks several heavy users of martyrdom YouTube
channels with radical links had targeted him for recruitment. Daesh recruiters have also specifi=

individuals preciscly because they had no prior connections to the jihadist network and were
‘clean skins’.

A second role of social media is ‘social’. This is achieved in part by ‘narrow-casting’, chat
nelling internal private communications between members or sympathisers of extremist grOU %
The online environment can provide safe spaces for debate, organisation and networking, 44 A
7:[0111i11c] interactivity blurs the lines between readership and authorship that previous
8enerations of terrorists and sympathizers encountered with pamphlets, newspapers
and newsletters, This blurring ... encourages people ... to more easily see themselves
Part of broader jihadist movements and not just ... [online] spectators. (2013, 101-2)

risks of detection are perceived to be lower than offfine. ‘Broadcasting’ on social media 68
assist in ‘narrowcasting’. On 26 September 2015, just four days after Telegram launched: ﬁ"
new ‘Channels’ tool, Daesh set up its own, ‘Nashir' (Distributor’). Extremists favour Telegtdls
because of its ‘secret chat’ function, which encrypts messages and avoids security service det&8
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Users become co-creators of the terrorist habitus. However, it is not an equal CNVirop,
despite popular conceptions of such communities as anarchical, they are often hit.'nu-chi‘ v
social structures and outputs. Klausen (2015) finds some Daesh Twitter accounts hay, .l
influence — a limited number of “feeder accounts’ are important in creating the overal] shape
direction of the online terrorism world. ‘

The fourth way in which terrorist groups use social media is operational — the Connggge
to offline action are discussed in the second section of this chapter. Operational ter ¢
ties are carried out online — cyberterrorism — and include potential terrorist
digital infrastructure: major e-commerce sites and governmental networks (Gellmar
(2010) discusses a range of terrorist cybertactics, from ‘hit-and-run’ attacks to attempts tg
and maintain long-term access to the digital infrastructure of perceived enemies, or cyberi \
sions to disrupt or disable technology-based targets such as factories or military COMMUNjgyy
systems (see also Rid 2013). There is also scope for online psychological warfare, as carried g
by the Syrian Electronic Army in support of Assad. Engaging in spamming, website deface,
malware, phishing and denial of service attocks, they have targeted political opposition gm,‘
Western news organizations and human rights groups. It has also hacked defence contractop
government websites who oppose Assad (Al-Rawi 2014). As terrorism is about gcncr:ltiug:
s0 1s cyberterrorism (Thomas 2003).

1 2002)

Relationship between ‘online’ and ‘offline’ activities

Perhaps the most fundamental research question 1s, “what 15 the relationship between the onlj
covironment and the likelihood of offline violent attack’ All studies asstime some influeng

This section looks at three areas in which the Internet and online social media are thoughtito)

influence action in the non-digital world: in initiating real-world terrorism; in reinforcjng an
sustaining terrorism; and acting as a ‘force multiplier’,
Much research has focused on the Internet’s utility to initiate interest in terrorist groups an

recruit to them, i.c. to ‘radicalise’, and has generated much fear, given the reach of the Internet

and the potential for unpredictable attacks (Mcfarlane 2010). However, studies mostly find ¢
Net-radicalisation relationship is correlative rather than causative. One of the few to use empiri

cal data, an analysis of 15 ‘radicalised’ individuals found the Internet only complemented real?
world radicalisation and did not necessarily accelerate the process (von Behr e al. 201 3). Before

Daesh, researchers found access to the Internet alone does not radicalise; rather, human connee
tions and often ‘real life’ interactions are required for the “irst spark’ of recruitment to a terr
cause (Hussain and Saltman 2014, 75). 1t can be difficult to establish which has priority — onlin
or offline — as groups and individuals need real-world issues and practices from which the onlin

realm springs. Fidler (2015) argues that ‘the Islamic State is inore a “boots on the ground” thania

“bytes on the net” problem’. Reeinforcing this cautionary note, Archetti (2015,51) pleads: ‘Wha

must be kept in mind is that narratives are not merely the product of words, but of social pracs
tices’. Social media gives access to those narratives; however, it creates communities and builds

meaning around these social practices.

Few cases have challenged the theory that the Internet alone is ‘insufficient’ for radica

sation. However, forewarning perhaps of the current vogue of Daesh recruitment of youi§

women on the Internet is the 2010 case of the lone-actor British student, R oshonara Choudht

She stabbed her MP, Stephen Timius, in revenge for his support of the Iraq war after watC-‘:hf
ing hours of jihadi videos, mainly lectures by charismatic American preacher Anwar ;11—AW15
(Hussain and Saltman 2014). Choudhry told police she was acting for Al-Qacda, but investigas
tors found no evidence of any offline links or online contacts with cell leaders or sympathiseE:
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bed attacking Timms after watching an Azzam video, which she interpreted as sug-
T1he

women might

ing suggestion
i : 3 g = e ¢ Mo ‘o
nt-based analysis of terrorist action limits understanding of ‘terrorist use

carry out defensive jiliadi violence after all (Pearson 20152). While there
15 that the full details of the case are not known (Pantucci 2011), it shows
alla’ on conte b : ‘ e - ‘
~ o ernet’ (Ramsay 2010). It is important to consider the ‘end-users” and how they engage
Iov .sages they find on social media,
e i[ actors are an interesting group; there is evidence of the importance of the
¢ fcr‘wf'i.:llcxilcing their actions, as few ‘lone” actors are actually isolated online, although
proct "L I."(,ﬂ'linc (Gill, Horgan and Deckert 2014). Gonzalez ef al. (2015) note that inter-
; A fellow extremists, or watching extremist media online, radicalizes about 20% of

ns with : : 4 :
ic lone-actor terrorists in the United States. Picart (2015) discusses the case of Colleen
€3

in the United States as a self-radicalizing individual \fvho was allegedl?/ recruited by the
glory and heroism of ‘martyrs’ in propaganda and onhne' chatrooms.. Sm.mn (201‘3, 203—
e 4 that lone actor conversations with those already holding extremist views are among
’j,. influential aspects of the Internet for inspiring terrorist attacks by those who might
- ise never consider going to such extremes’. The Garland, Texas, attackers, for example,
ol a Twitter hashtag, #Texasattack, hours in advance, which they used to ask for ;1d\{1cc
¢ support from Twitter users during the shooting. McDonflld (2016) term's this no't Just
meditated” but ‘premediated’ violence. Such ‘pre-sharing’ online has been w'1tnessed in .1 7
¢ of lonc-actor incidents, particularly noticeable among school shooters (Birdwell, Smith
d Barton 20106). o
Cases initially reported as examples of unaffiliated or auto-didactic ‘online radicalisation’,
h s Nidal Malik Hasan, who in 2009 shot and killed 13 people at the Fort Hood military
qmay turn out to be ‘connected’ to known groups. Hasan had not watched th? onhn§
ideos of Al-Qaeda propagandist Anwar al-Awlaki but was later found to have been in email
co /‘;ict with him (Brachman, Levine and Baudrillard 2011; Conway 2012). Terrorist groups are
: '-ikncreasingly aware of the value of non-affiliated but sclf-motivated individuals. In 2013,

d

d

aeda launched a new pamphlet online called the ‘lone mujahid pocketbook’. Earlier, Abu
= led ‘principles, not organisations’. Moreover, Hamm and Spaaj (2015) found a 21% decline
1ated extremist attacks in the United States compared with lone actors, suggesting this is

ated with rising Internet influence.

¢
e net. They suggest a key power of the Internet is that it “affords more prospects for radicalisa-
but that self-radicalisation is almost non-existent. Clearly the availability of a message — for
¢ instance, a jiliadi video online — does not necessarily equate ‘reach’ — the message actually being
accessed and consunied., Clearly, reach does not necessitate uptake. Online content may have
ny effects, including alienation from group goals. Responses cannot be predicted.

The second feature of Internet impact on offline activity is facilitating terrorist violence and
Tactions. Holman (2016) suggests this facilitation is complex and constitutes an oppor-
tic link without which ‘recruitment’ could not occur. He stresses that online recruitment is
A one-way’ action, echoing Sageman’s (2004) “bunch of guys’ theory which highlights the

POrtance of groups secking the ‘link” to organisations. Affiliates, for example, organize plots

Peer-to-peer networks without centralized control. Younes Tsouli, the so-called ‘Terrorist
k‘-Whose online activities, including the distribution of Al-Qaeda in Iraq (AQI) video propa-
M led to his 2005 arrest and subsequent conviction in the United Kingdom, is one such
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aftiliate’. Although connected to a number of jihadis internationally, communication, those seeking particular skills. However, Holbrook (2015) in a detailed study of

face-to-face and always online (Kohlmann 2006 WS e hilitics for : ST
P : my ging (Rohingun 2 5). ) ‘ SVeg b rorist CaSCS brought before the U.K. courts reveals unaffiliated individuals struggled to
nother aspect of facilitation is fundraising. Extremist groups rely heavily on dongg, ot ¢ s gleaned from the Internet into ‘actionable’ activity. '

(Conway 2004). These are cither dircctly solicited via organizational websites or i e significant impact of social media on terrorism is the ability to amplify the impact
2 : ; ; ofh;:rlci, 2 a ‘force multiplier’. Terrorism thrives on ‘the oxygen of publicity’, and terrorist
as some humanitarian relief agencics (Thomas 2003). The Internet can facilitate wide b 7 ion and propaganda become simultaneously continuous and instantancous through
tional funding networks, for example enabling women in the United States and Cang, 3 i) , wn:hn Online communication allows the events to be relived and expericenced virtu-
raise funds for the Somali Jihadist group al Shabaab (Hahn 2014). The ‘dark’ or ‘deep We : it rtd ov;r. repeating the action. Physical acts of terrorism are ‘propaganda of the deed’
a particular role here. Weimann (2016) cites a webpage in the deep Web with instruc:iOm ] a:vcnts driven by the opportunity to distribute. This was noted back in the 1970s, as
2 Y’ ed:*Terrorist attacks are often carefully chorcographed to attract the attention of the
1ic media and the international press. Terrorism is aimed at the people watching, not at
al victims. Terrorism is a theatre’ (1974, 4). A 1996 example comes from the storming of
ese embassy in Lima by the largely unknown Peruvian group MRTA (Silke 2010).Two
\ by sympathizers were able to shape how the group, and the event, were represented

placing significant pressure on government policy as a result.

through front organizations and/or charities; Al-Qaeda was found to use the same bank ac

oy

funding, ‘the Islamic Struggle without Leaving a Trace', and inviting donations for jihad throy
bitcoin transactions. Tou
Social media and the Internct also facilitate terrorist attack, enabling groups to live-mgps
the impact of an attack and gain situational information. This can maximize fatalities, operati
success and publicity. Al Shabaab’s Nairobi attacks in 2013 were live-tweeted, enabling terr, £l
to deliver information to the public and media through what was effectively an alternative e w edia
channel, to issuc further warnings and demands and to justify the attacks in response to Sopmp q monst;ating awareness of this point, Daesh reportedly choreograph videos and stage
suftering and an attempt to garner publicity (Anzalone 2013). Analysis of the Mumbai : 'ons of their actions, rehearsing exccutions and ensuring the aesthetics are ‘right’.
g ‘ || media increases the infamy of particular groups and individuals — e.g. with videos
«cutions that make individuals ‘famous’, personalising the events, and encouraging
rand’ loyalty to particular ‘heroes’. So-called ‘Jihadi John’ attained celebrity status among
qesh supporters after carrying out a number of executions. The advantage of social media
in brand-creation 1s that it appears personalized, thereby increasing the feeling of intimacy
viewers. This has allowed groups to ‘upscale’ their messages, from the local to the
ansnational. The extreme-right has been particularly effective in using the Internct in this
’-(Cai:mi and Kroll 2015).
he efficacy of interactive, visual, and multimedia material, rather than simple ‘text’, to radi-
¢ and influence more broadly, is widely noted. This works too for extremist messages; they
uire ‘content’, not just speeches — bin Laden grew frustrated at the lack of success of his
early sermon-orientated tapes in the 1990s (Burke 2016). Music is shown to be an important
component of content. For the far-right, this is often linked to rock music (Futrell, Simi and
Gottschalk 2006). Meanwhile, jiladi groups create battle hymns (nasheeds) that are repeated
over and over in videos, on banners and in gifs that accompany websites and other material
("r-ﬁtrud 2016). Research has shown inclusion of music and exposure to lyrics lead individuals
to‘engage in deeper processing and consideration” of jihadi messages (Lemieux and Nill 2011,
t4). However, producing such material is no guarantee it will be distributed, especially by
mainstreain news networks or social media sites, For example, Mohammed Merah, who carried
out attacks inspired by Al-Qaeda in Toulouse, France, finished cditing a 24-minute video clip,
‘posted to Al-Jazeera, of a compilation of images from the GoPro camera that he had attached to
his body armour before each killing. Al-Jazeera chose to not show it.

in 2008 in which Lashkar-e-Taiba activists carried out shootings and bombings across the
over four days indicated that the terrorists were in constant contact with Pakistan-based cong
lers who were able to keep track of constant up-to-date information from public Twittey po
and communicate it directly to the attackers (Fair ef al. 2009; Leggio 2008; O’Rourke 201?‘
Khetan (2009, cited in Oh, Agrawal and Rao 2010, 37-38) demonstrates how this gave thél ‘
information on the identity of a hostage and impacted on the assessment of the orgauisatio‘le
benefits of killing him:

Terrorist:  He 1s saying his full name is K.R. Ramamoorthy.

Handler:  K.R. Ramamoorthy. Who is he? ... A designer ... A professor ... Yes, yes, I got i
... [The caller was searching on the Internet for the name, and a results showed up
a picture of Ramamoorthy| ... Okay, is he wearing glasses? [The caller wanted @0
match the image on his computer with the man before the terrorists.]

Terrorist:  He 1s not wearing glasses. Hey, ... where are your glasses?

Handler: ... Is he bald from the front?

Terrorist:  Yes, he is bald from the front ... he is fat and he says he has got blood pressure
problems.

As well as increasing the efficacy of ongoing attacks, the Internet facilitates the execution and
planning of fucure attacks as well. Online surveillance permits the targeting of particular loci
tions such as airports and garnering information on their vulnerabilitics. Gill et al. (2015) found
9% of convicted U.K. terrorists in their study had chosen a target through online rescarch. They
also emphasized the particular ability of the Internet to school terrorists. There are tens of thou-
sands of Internet posts relating to bomb-making and [EDs and have been for years (Chen 20115 : 0w e B EeE i .
Chen ef al. 2008). However, the nature of instruction on how to construct then: has changed . Anti-radicalisation initiatives online
significantly. Gill ef al. (2015) compare Copeland’s 1999 bomb attacks in support of extrene

right-wing ideology on parts of London, and counterjiliadi Anders Breivik’s 2011 Oslo bomb

'Eh? fight against online terrorism has two key weapons. First are ‘preventive’approaches, promoting
Rf’sltivc alternative narratives and counter-narratives. The second are ‘repressive’ modes, involving
) the removal or restriction of sites. This includes ‘takedown’ approaches, or the filtering of par-
ticular key-words, ‘hiding’ those words in searches (Briggs and Feve 2014). The counterterrorism
gt lies in unlikely alliances of netizens and hacker groups, and government agencies. Indeed,
oW of the most effective campaigns have come from net-users from communities affected by

attack. Despite reading much online material, Copeland could not follow how to progress fron)
one stage of bombmaking to the next. He changed his aims and created a different type of

bomb. By the time of Breivik’s attack, YouTube offered a video to get him over similar hurdles
The authors emphasize how the interactivity of the modern Internet has changed the technical
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terrorism, as they often possess the credibility online with ‘target” andiences that govery, 3
struggle to attain. The relationship is not an easy alliance, with policymakers repeatedly o
on social media platforms to be more aggressive and proactive. A 2016 UK, Home Affaipg s
Committee report suggested the Internet is a “Wild West” that requires more social mediy o,
pany initiatives to counter extremism (Home Affairs Select Committee 2016).

The presumed efficacy of the counter-narrative approach is based on the ASSUMPptioy
‘the public is passive and that different members of an audience tend to change attitudeg g
behaviour in a similar way upon reception — or mjLLtmn/moulhuon continuing with
hypodermic ncedle metaphor — of the same media message’ (Archetti 2015). Online Coungy
narratives can also be understood as psychological and mechanical ‘noise’ which ‘interfereg! v
the messages they are designed to counter (Weimann and Von Knop 2008). To make syl
‘noise’strategy credible, Ashour (2010) argues that certain criteria must be fulfilled: each djgge
element of a radicalisation narrative needs to be countered; the messengers themselves "cc'
be credible; and a dissemination strategy that maximises existing global institutions is require

v

Jamming’ is one ‘interfering’ and positive method used, and is an example of the ways in w;g
netizens can impact on extremist propaganda as a form of collective rather than directed ﬁCtlo
Humour can subvert messages of power and brutality. For example, users of 4Chan, an op]je
‘bulletin board’ primarily used to share images on particular themes, employed images of ducks/gy
challenge Dacsh propaganda (Gunter 2015). The campaign made global headlines as it rldlcu]ed
online images of fighters posing together in macho postures, replacing cach face with the head of
a toy yellow duck, frequently captioned ‘Allah Quackbar’ (see Figure 13.1 for examples).

Many counter-narratives emerge spontaneously from particular Internet communitiesip
which extremism appears.‘Counter-Speech’ was a project led by the British think tank DEMQS
to collect data on content produced by Facebook users to challenge posts by “populist far-right
Date groups (Bartlett and Krasodomski-Jones 2015). They found a combination of approaches
were used to counter extremism online by individual netizens. A non-confrontational construcs
tive comment and questioning strategy in response to such hate speech was common and mo
popular, along with the use of photos and videos. These had greater reach within Facebook and|
were often shared. The hashtag #BBOG (Bring Back Our Girls) in response to the Chibo
abductions by Boko Haramn in 2014 is further example of spontaneous mass adoption of a cams

carly shaped by civil society organisations. This is perhaps why Saudi backing of the ‘Say
 Terror’ campaign is covert (Aly et al. 2014). It is also why the United States government
strcssed the need for successful strategies against Al-Qaeda-inspired groups to come from
American Muslim communities (Helmus, York and Chalk 2013).

Repressive moves to destroy and remove content are favoured by some scholars due to

paign aimed against terrorisin.

Governments may never have the perceived authenticity of grassroots activism, but they ha
nonetheless sought to reduce and eradicate online extremism (United States Government 20113
6). Governiments act to influence the broader context of”’ Net radicalisation, with informationa
campaigns aimed at ‘capacity building’ to make ‘vulnerable’ populations aware of dangers onliag
and improve their digital literacy. Saltman and Russell (2014, 3) suggest positive approaches
might include ‘engagement with extremist ideologies and narratives, development and disseniz
nation of counter-narratives, and addressing the grievances perceived by those vulnerablet
or experiencing radicalisation’, as well as ‘digital literacy and critical consumption educations
Governments worldwide have therefore created their own counter-narrative websites and so fL

the direct impact they have on terrorist networks and on the ability therefore to disseminate
information. In their Daesh Twitter census, Berger and Morgan (2015) recommend suspension
oflaccounts to disrupt networks and effectively prevent their expansion. While acknowledging
e whack-a-mole’ effect in which suspended accounts (and websites) simply pop up again in
alfresh guise elsewhere, Berger and Morgan assert, ‘the consequences of neglecting to weed
den are obvious, even though weeds will always return’ (2015, 15). In particular, Berger
1 Cellan-Jones 2015) suggests the removal of Daesh Twitter accounts is effective, as it
Btes their time' in being re-established. Berger and Perez (2016) also suggest that users suffer
Wtating reductions in future follower counts after suspension, that networks are disrupted
* St content is destroyed, given that suspension removes tweets in which photos, videos and
files are embedded. While Dacsh Twitter supporters have countermeasures such as back-
ounts, suspension is still highly disruptive. Indeed, between 2015 and August 2016, Twitter
a('l(lgngu of suspension to successfully reduce ISIS supporter numbers by as many as

ombating Violent Extremism’ 2016). This has served a deep blow to Twitter ISIS
1€ networks, recruitment and funding,

media campaigns to directly negate messages spread by terrorist groups and promote their 0
‘national values’. After the Al-Qaeda-supported attacks of January 2015 on the Charlie H 0
offices and a Jewish supermarket, the French government created a video challenging Al-Q3%
and Dacsh propaganda, suggesting foreign fighters would find a ‘hell’. This campaign had g
Twitter hashtag #Stopdjihadisme (Pietrasanta 2015). The worldwide and multilingual ‘Say £
to Terror’ campaign is another example. Aly ef al. (2014) describe it as ‘a c.ompnhmswc co!
munication campaign comprising a website, media, and social media presence’, The campi igh
uses a variety of multimedia content, including short videos and posters, for communicatiig
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‘Hactivist’ communities have also been hugely influential in striking coordinated Attacl and how material appears, whether in public, semi-private, or private, and the com-

. w ‘ shere
on Daesh media. The hactivist group ‘Anonymous’ that emerged from 4Chan has collective

¢ [ of the law and the location (geographically) in which content may originate, versus

reported thousands of Daesh-supporting Twitter accounts en masse on a number of Occasiq, i in which it is deemed problematic. Given the potential costs to civil liberties, Neumann
resulting in their suspension. On one day in April 2015, for example, Twitter suspended 1y 00 ,.&3) arguies that the most eftective way of tackling radicalisation online is not via denial-based
¢ 4 3 | )i - . . 5 3 .
accounts associated with Dacsh extremism (Hall 2015). Other methods of takedown incly . = ics, because they risk countering the values that Western liberal democracies are trying
dly 0105,

denial of service (IDDoS) attacks to overload servers, SQL injection attacks (accessing and ‘inj ct. Instead, he proposes using social media to gather evidence, intelligence and data on
ing’ malicious database code) to hijack websites and corrupt them from within and ‘doyy
extremist sites, as when Ghost Security and the separate Ghost Security Group helped pre
an attack in Tunisia (Brooking 2015).

‘Takedown’ has been a key component of law enforcement and prosecutions on tCrTOrigny
too. In 2010, the United Kingdom opened a Counter-Terrorism Internet Referral Unit that
cooperation with companies addresses Internet activities that violate legal prohibitions aggine k.
glorifying or inciting acts of terrorism (‘The Counter Terrorism Internet Referral Unit’ 201y ok was removed as Twitter staff became aware. However, a similar account @HSMPress_
In April 2015, the European Union also set up an Internet Referral Unit to address terpogg ed similar propagandistic material and remained active, as it claimed it was not affiliated to
content on the Internet, and a month later the French National Assembly adopted ]egislntjo abaab (Sullivan 2014). Putting the onus on companies to delete and censor content may
impact negatively on freedom of expression. Filter lists and rules are not transparent; users

o prote
orist

‘ k.

the responsibility for extremist content, versus law enforcement and government. Social

groups and individuals to bring them to justice.
question raised is the degree to which private companies and service providers should

providers such as Twitter have rules and limitations for users on the content that can be
oted, However, they also have obligations toward their users. This can lcad to inconsistency.
potCd.

@H_gM_l’rcss official Al Shabaab account which live-tweeted the Nairobi Westgate Mall

that expanded the government’s surveillance authorities’ magnitude and ability to counter tep.
rorist threats (EUROPOL 2015). In the case of suspected terrorist Sohicl Omar Kabiy, the
Department of Justice (DO]J) used his Facebook activity to identify his involvement in terror; t
activity (The Investigative Project on Terrorism 2012).

Fake sites are also used by government agencies; these cause suspicion and paranoia among

sce how searches are blocked. Cowls and Brown (2015) cite an anonymous industry
who cautions against reliance on industry without wider debate of the bigger policy
<tions: ‘the danger is that the policy debate becomes coloured by the notion you can short-
cuit hard legal questions by applying political pressure to industry. There needs to be more
otk to address these hard challenges’ (2015, 82).

. Third, there are issues around the sheer quantity of output and where to place the emphasis.

terrorist sympathsisers by increasing doubt about the authenticity and reliability of onlipe
material. The Dutch intelligence service AIVD (Algemene Inlichtingen- en Veiligheidsdienst) cape

ricd out such an operation, administering a false jiliadi website that enabled officers not only g Apain, to use Daesh as an example, most of the supportive online content is in Arabic. However,

access the details of users and monitor communications sent via the site, but also to infect with ter takedowns tend to focus on output in the West, in European languages. This is not
spyware the computers of radicals who downloaded material (Olmer cited in Torres Sorim where the greatest content is produced, nor the key languages in which propaganda appears.
2012). Ofticials also organized the dissemination of a fake issue of the ‘Voice of Jihad’, the T
flagship online publication of Al-Qaeda in Saudi Arabia. Readers of the publication encouns
tered two completely ditferent Issue No.14s simultaneously online, a situation that triggered
major confusion (Torres Soriano 2012), and there is ‘Operation Cupcake’, a 2010 British secus
rity services operation to disrupt the Al-Qaeda Inspire magazine, whereby files were infected

thousands of current worldwide and NGO programmes producing online narratives to counter
his. This enables them to be location-specific but also represents a fragmentation of the response
with viruses and recipes for cupcakes replaced the normal code and content of the websit versus the coherence of Dacsh strategising.
(Gardham 2011).

Such approaches are not without problems, however. There is potential for ‘takedowns’ to
have perversely beneficial impacts for those targeted. In particular, Pearson (2015a) found Twitter

Daesh supporters building community around suspension itself, constructing it as a form o

Gaps in knowledge/limitations in research

Conway (2016) notes that previous innovations in technology — tape recorders, television —
ave revolutionized terrorism, so we should expect the Net to do so too. What is nceded is the

‘online martyrdom’. Suspension was used to bolster narratives of institutional Islamophobia;

<

and ‘wilayat Twitter’ came to be regarded as an extension of the battleground of Syria and Iraq mpirical research to determine this. One of the key challenges of work on online extremism, or

Suspension did not ‘waste time’, as it was perceived as a Twitter ‘lifc event’, male supporters I 4ny online environment, is the mercurial nature of the Internet. Content appears, then is taken
particular using return from suspension as a badge of honour. They incorporated screenshots OWH;movements and trends evolve at great speed. By the time research is done, peer-reviewed
of suspension into online profiles, or used the number of times they have been suspended 23 i published, and policymakers ready themselves for the burcaucratic processes of response, it

3,
‘handles’, for example, @omgnotagain313. Balready out of date. However, the sheer volume of data and the richness of its content — mes-
Second, there are issues around civil libertics and transparency. Cowls and Brown (2015) out

line the key difficulties of repressive interventions in human rights terms and the internationd

s11g, documents, videos, images, symibols — means there are many possibilities for new research
(Prucha and Fisher 2013).
For current research there is a considered need to avoid simplistic technological determin-

L

law. They list challenges to a number of freedoms: freedom of expression, the right to privacy
. . . ko S — : . . :
freedom of association and assembly and freedoms of thought, conscience and religion. Thet the belief that a technology, due to its mere existence, must produce certain effects. It

S & : . : :
] .‘“%)OItant to focus efforts on understanding not merely the content that is available online,
out t

is no agreed definition of ‘terrorism’ worldwide (Schmid 2012), therefore there are question

over how to identify the extremist material that should be removed. There is also the questiol ¢ ways in which this content is used in the process of radicalisation. That is to say, most
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research focuses on the ‘supply”side of this debate, and the experience of radicalisation ¢, b
terrorist material online is less well understood.

Much research has pointed to the need for civil engagement i countering extremisy, an
capacity-building of netizens (Briggs and Feve 2014; Hussain and Saltman 2014). Pilot rese arch
jects seek to determine the ways in which such interactions might work. There has been work y g 1
[nstitute for Strategic Dialogue, for example, to analyse youth responses to counter-narratiye ¢ il U
which appear i response to relevant online searches (Tuck 2015). ‘Highly personal’ messageg
found to be the most effective (Frenett and Dow 2015). Such projects could be exts ‘apolateq
built on.

As this chapter makes apparent, there is also a skew in terms of research towards the CUrie
specific interests of government and whatever group or movement is perceived as reppeg
ing the biggest security threat. The chapter has derived many more examples from he

the same time, Europe is witnessing a rise in the populist far-right, there are separatist g )
mobilising in Turkey and the Caucuses and narco-insurgents in South America (Morrisoy,
Sanchez 2014), all of whom use social media and the digital world. There is clearly a neeq;
widen research to other movements. i
Conway (2016) has five other suggestions for future research: that it should deepen
individual experience; upscale to gather large-N samples of data; show greater cop

categories are important in situating the phenomenon of radicalisation against the broadg
social backdrop. At the same time, there is a tendency, as with offline terrorism studics,,
decontextualize ‘radicalisation” and to view it as a special case. This is despite evidence thy
online political extremists may well share key behaviours and characteristics with othe

interest may lie in comparisons with other youth movements, and better knowledge of tly

particular uses of different age demographics of particular sites. McDonald (2016) po
to the mediatisation of not just terrorism but violence too. Teenagers who pause
way through a violent assault to post pictures posing with their victim is an example. A
examination of youth and representations of violence on social media may shed light
extremism and broader violence too (United Nations Counterterrorism Implementatio
Task Force 2012). This is particularly important, as social media is a space dominated by
youth of ‘digital natives’ (14—24-year-olds), and can seem alien to counterterrorism officis
secking to ‘protect’ ‘at-risk’ youngsters from radicalisation.

Concluding points/summary

As Gill et al. (2015) point out, ‘online” extremisin is as multifaceted as ‘offline’. Tt is a contours
space, with multiple functions and possibilitics for terrorisim, all of which must be painstakingh
identified and disaggregated in order to see the specificity of activity and meaning, and count®
cach in turn. This chapter explores three of the key areas of rescarch: the role of terrorist conten
in social media; the relationship social media and the online realm have with ‘real world’ terton
ist events; and counterterrorism efforts online. As the final section of the chapter shows, ther
is considerable ambiguity in our understanding of terrorism ‘online’, due partly to a paucity @
empirical data, and conceptual weaknesses. Nevertheless, as the connections between the ‘digl
realm and other areas of life deepen and intensify, the ongoing intellectual and policy utility 0
this research is without doubt.
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14
RORIST GROUP STRUCTURES

Balancing security and efficiency

Joshua Kilberg

[ and often misunderstood aspect of the study of terrorism is the organizational struc-
oups. What affects the organizational structure of terrorist groups? How does the
of a group affect its behavior? This chapter will seek to address these questions and, in
ess, will argue for the importance of understanding organizational structure as a critical
unterterrorism analysis.

rist groups strive to balance efficiency with their need for security. On one hand, it
intain its security in the face of counterterrorism cfforts; on the other hand, it must
- greater efficiency. While a simple idea, in practice, these two goals are at odds with one

en examining terrorist group organizational structures, both the internal and the exter-
acting on the group have an effect on a group’s behavior (and on its success). Internal
those arising from a group’s motivations and the choices it makes while planning and

Constraints on terrorist groups: balancing security and efficiency
St groups are constrained by the resources they have at their disposal, by the ideology of

Pporters and by the counterterrorism efforts they face (De la Calle and Sanchez-Cuenca

S8t group will have to be when recruiting new members. In a more permissive environ-
S TCCruitment can be open and member vetting may be of lesser importance. By contrast,
“O-permissive environment — that is, where the group faces a well-resourced and effec-
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tive security apparatus — recruitment may need to occur in secrecy and new members may |, Terrorist group structures
¢

restricted to those with familial tics to ensure trustworthiness (Sinunel 1906).

Jible 14.1

Like any illegal organization, however, terrorist groups must maintain some level of Secreg llt'r:dt?fl.vllli_;)].i N Fune “'0”('1'II)!'/}‘L’"L?"”“”"O“? Ceniralized command
to survive. Without the right level of secrecy, a terrorist group becomes vulnerable to gOVerﬁ\ S (1’.,(!.\‘,’;“::‘4“‘(; ader ov leadership (e, i political wing or a propaganda ey
ment forces. This need for seerccy, while necessary for survival, also constrains the group iy : i g
terms of how it can communicate with its members and how it conducts its operations, Tl —— Yes Yes Yes
permissive counterterrorism environment, for example, communications can be more over-'t Hub*SP"ke Yes Yes No
frequent and, therefore, more efficient. By contrast, a non-permissive counterterrorisin envjm[1 ' ', By el Vo No No
ment will push the group to strictly limit their communications, which increases security b Al No No No

. Market
decreases efticiency. Mark

Like other illegal groups, the organizational structure of terrorist groups is driven primagj,
by the need to maximize concealment and security; this is done at the expense of maximigy,
cfficiency (Baker and Faulkner 1993). So, while secrecy and security is a paramount considepg.
tion for terrorist groups, the group must also cffectively and efficiently accomplish tasks if thy
are to be successful. In this way, the types of tasks being performed are important. Social psychg|
ogy and organizational theorists agree that it is the information-processing requirements — ¢
type of data, its complexity and the intelligence of an individual required to accomplish the ta;
— that dictate, to some extent, what form the group will take (Baker and Faulkner 1993 p, 844)
For example, simple, routine tasks are accomplished more efficiently in a centralized structyre
while difficult tasks are accomplished more cfficiently in a decentralized structure.Therefore;:
a terrorist group is not facing serious threat, it should organize itself in a more hierarchical Wy

, h“s.middlc way — networks — lack the large span of control and specialization made possible in
li'i%erarch)' but enjoy greater flexibility. Networks themselves can take various forms (detailed
jow), each of which possesses different characteristics.

As most of the research extant on organizational structure focuses on licit groups (i.c., groups
erating within the law), it identifies efficiency as a paramount concern for groups in which
t, not ideas, is the main motivation. Keck and Sikkink (1998) offer a view that funda-
jentally differs from many of the aforementioned views. Their transnational advocacy net-
orks, unlike firms, are motivated by values, not profit. Arquilla and Rondfeldt (2001), RAND
Gorporation scholars, have done the most work on conceptualizing the structure of llegal
oups. These scholars note that since illicit groups face drastically different challenges from their
counterparts, illicit groups must be examined differently.

‘No group is an exact match for any of the idealized types of structure below. In reality, many
roups combine features of different types and change their structures over time. As explained
nTable 14.1, the below structures are listed in order of most to least centralized.

in order to routinize tasks (e.g., create a communications unit and a training center).

This finding is supported by the social psychology of small groups and organizational theogy
research, which argues that, for small groups, high information-processing, such as simple and
routine tasks, are performed more efficiently in centralized structures.

The pressures within a terrorist group vary based on the level of clandestinity they must use
in order to evade capture or death. For example, sccrecy and concealment is not a high priority
for groups like Hamas, who are able to operate overtly in the West Bank. For groups operating
in states where the degree of state surveillance is high — such as the Red Brigades in Italy or
the Red Army Faction in West Germany in the 1970s — their members live clandestine, isolated
lives. The more clandestine a group is forced to become, the less connection there can be with
their supporters and the general public. Groups pushed to adopt the highest levels of operational
security must, in effect, sacrifice organizational structures that could improve efficiency.

Taking these views into account, two propositions emerge. First, terrorist groups face unique
challenges, distinct from normal organizations. Second, the clandestine nature of some terror
ist groups — when compared to the overt nature of others — is likely due to the permissive (08
constraining) conditions within the group’s home country.

Bureaucracy

Abureaucratic structure is the most hierarchical of all the structures. These groups have: “clear
departmental boundaries, clean lines of authority, detailed reporting mechanisms, and formal
decision making procedures” (Powell 1987, p. 69). The relationship between the agenda-setting
leadership and its subordinate units is clearly defined and unidirectional (Heger et al. 2012).
Child (1972) finds that burcaucratic organizations tend to be more rule-bound and require
greater documentation of their efforts. An example of this type of group is Hezbollah; its com-
! lldbstructure is dense, claborate and centrally controlled (Ranstorp 1994). Like other large
mlzntions, Hezbollah has separate departments, each with its own specialization.
“_1_‘3,Iure;1ucr;1cies, then, provide clear and obvious lines of authority — everyone knows their place
Wf‘flll: the group and their responsibilities. There is a chain of command ensuring that all of a
bs actions fulfill the strategic objectives of the campaign (Neumann 2011). Bureaucracics
cisure top-down coordination, leaving the group’s leadership to respond to changing cir-
4nees, enemy actions and other factors that may require a change of strategy. There is
e PO'SSibility of lower ranks of the group feeding information back up to the leadership,
g timely information of’ changes on the ground. This, in turn, improves the leadership’s
“.’ respond and make strategic adjustments. Bureaucratic groups are highly likely to be
it groups with narrow goals such as territorial change,
’p:::::::):;s]mjv?ntflgc to an otherwise highly efﬁciént system is .that t[.IiS structure provides
‘ security. For a bureaucracy to work, it must be highly interconnected, with

Organizational typologies of terrorist groups

Understanding the machinations of organizations such as corporations has been a pO}Jll1
topic of study over the past several decades. Early studies in this area focus on the transactidl
cost argument that transactions move from markets (one-oft interactions) to hierarchies as the
knowledge specific to the transaction builds up (Child 1972). In other words, once it makes
sense for transactions to become routinized, a hicrarchy will emerge.

Networks occupy the middle ground between markets and hierarchies. Networks 04
when organizations maintain dense interconnections — sometimes even with competitors = thit

cannot casily be explained by saying that these organizations are engaged in market transactio
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frequent communications between units and with the chain of command. This makes the 2rOUn L AL-Qacda’s leadership shifted away from a command-and-control role, in which the lead-
vulnerable to arrests and infiltration, because every member will be familiar — and theg, ‘(._.' 5 ‘had more of a say in day-to-day operations, to a group in which lieutenants and cell lead-
able to betray — the group’s internal scructures, processes and personalities. It also expogeg 8 ' e empowered to make more of the decisions. Owing to the vastly more difficult security
group to enemy disruption. Since a burcaucracy is reliant on top leadership for commang i g
control, leadership strikes are expected to have a more pronounced effect than with other gy, b
of structures (although the rescarch on this is mixed). In a famous scene from the film 77, Bayt
of Algiers, Colonel Mathicu, commander of the French paratroop regiment sent to distupe g
uprising by the Font de la Liberation Nationale (FLN) in Algeria, sketches out on a blacklyges
the organizational structure of the group. Colonel Mathieu outlines a bureaucratic stryeg, k
in which cach member has knowledge of just three members: the person that recruited gy
and the two people that they themsclves recruited. Through a campaign of torture, the Frepap
military eventually identifies the group’ leadership. Had the FLN adopted a more deccntralisz
structure, in which no one central leader holds centralized command and control, a Structyre

%"O!ﬂ

ic a2cda’ racle » d - 1 3 3
opment 10 which Al-Qacda’s leaders found thenmsclves after 9/11, the group’s leadership
1 much less hands-on and more inspirational in nature,

Market groups

i term 1S used for groups with very little organization. Market groups have no discernible
hip, arc not centrally controlled and have no functional differentiation (Powell 1990;

on 1973). These “groups” are almost more of a movement than they are a typical
anization, and membership is essentially open to all. This structure is also referred to as
aderless resistance model described by Beam (1992). In this type of group, a leader docs
ictate individual behavior, and members lack any real oversight or direction from above.
quse of its highly decentralized nature,a market group is prone to losing sight of the agenda.
rthermore, since these groups lack centralized command, their constituent cells may diverge
om the group’s stated goals and may prove to be counterproductive for the cause, While
Felatively rarc, these types of terrorist groups do exist and are characterized by a diverse and
decentralized group of individuals sharing little more than common cause and committing acts
ofiviolence under the acgis of a particular group. An examiple of a market structure terrorist
2roup is the Earth Liberation Front (ELF). Under the ELF banner, distributed, often completely
imccted cells of environmental activists claim acts of eco-terrorism (Joosse 2007).

in which decisions are downward delegated to the cells themselves, the French could haye Use
any type of torture they wanted, but they still would have had great difficulty in dismangy,
the group.

Hub-spoke networks

Networks are a newer type of organizational structure that are Jess hierarchical (i.e., flatter), morg
decentralized and more flexible than burcaucratic structures. Networks generally lack the larpg
span of control and specialization enjoyed by hierarchical groups but enjoy more flexibility, Tl
neeworked groups can be further differentiated by their characteristics; each possesses differen
strengths and weaknesses (Krebs 2002). Overall, networked groups remain simaller and flatter thay|
burcaucracies, yet possess some form of leadership, differentiating a network from a market.

The hub-spoke structure is like a franchise or a cartel where a set of actors are “tied tol
central (but not hicrarchical) node or actor, and must go through that node to communicat:
and coordinate with cach other” (Arquilla and Roufeldt 2001, p. 7). These types of groups have;
a leader and employ functional differentiation but do not have central command and contrg
Rather, the nodes of this group have more individual autonomy to plan and carry-out attack
Kenney (2003, 2007) employs a similar typology in his study comparing narcotics networks and
terrorist groups. The hub-spoke structure can be found in groups of a varicty of motivation but
are most often religious or nationalist-separatist (Kilberg 2011). An example of a hub-spok
network is pre-2001 Al-Qacda.

What forces affect organizational structure?

(enrorist groups are free to choose their targets and their methods of attack. They make these

oices based on ideological reasons, but they are also constrained by the structure of the coun-
iterrorism environment. Terrorist groups, then, are shaped by the character and capacity of the
soicty and government in which they operate. Tn order to succeed — or at least persist — these
Lrrorist groups must cope with a variety of challenges.

External forces

1;:!1 forces are those exterior pressures and phenomena acting on a group. In order to main-
]L*\'ancy, and to successfully navigate their environment, terrorist groups must adapt to the
frml forces acting upon them.

Saltnterterrorism effectiveness: Put simply, the better a state is at fighting terrorist groups, the
likely the group is to be small and decentralized. Owing to a lack of good data, counter-
s effectiveness, however, is difficult to compare between countries. Previous research
g ‘fhat countries with a high gross domestic product (GDP) per capita are more likely to
ticular, the all-channel netework — is tied with the information revolution (Arquilla and Ronﬁ d e when fighting against terrorism (Kilberg 2012). The reason is simple: states with a
2001). Diverse and dispersed actors can now regularly and casily coordinate and take % GDp per capita have more resources available to dedicate to counterterrorism.

across great distances where, previously, this was not possible. All-channel networks do ha tything being cqual, in a state with greater counterterrorism effectiveness, groups will

e = 3 . . a8 o this sk e
leader, but there is little hierarchy and no central control or functional differentiation in B thed o adopt decentralized structures. More decentralized groups, however, are more
to di o o : P
disrupt. In the face of strong counterterrorism efforts, it is mostly networked or

groups. Decentralized groups are more likely to be religious, left-wing or right-wing and
Broups that are able to survive (Kilberg 2011). These decentralized groups tend to be

more likely to have broad goals such as social revolution. 5
: 2 e . ¢ : invasionit cessful in 4 < < : 3
An example of an all-channel network is Al-Qaeda post-9/11. Following the inv o ”, _Q1tfill 'l @ strong counterterrorism environment because they present fewer targets;
Sutin 5 a st i opa e " : . ces. s o 10 ¢ i 4 g A ;
Afghanistan, Al-Qaeda atomized in an attempt to evade destruction by U.S.-led force 118 sparse, and leadership interdiction is less likely to have an effect than with a

All-channel networks

This type of network requires “rapid, dense, multidirectional communications to function \'5
and endure” (Arquilla and Ronfeldt 2001, p. 287). It is for this rcason that all-channel network
require the most multidirectional communication. The rise of the network form — and in Pifg
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centralized group. By contrast, in countries where the counterterrorism efforts are i“(’ffcctiﬂc Gronp goals: The variation of the goals of terrorist groups vary widely. This variation may
3 . the chosen structure of the group. Some seck broad goals, such as complete social revolu-
| seeking a new empire or regime change; others have far more narrow goals, such as pre-
g the status quo, forcing a policy change or securing territorial change (Jones and Libicki
). It is argued here that the more esoteric and far-fetched the goal, the more loosely organ-
1 the group, since there is no operational imperative that sclects a more centralized structure,
Sther words, groups with broad goals simply wish to express their grievances in a violent way.
- versely, groups that have narrow goals, such as maintaining the status quo or seeking ter-
<1 change, are much more likely to believe that they will achieve their goals and therefore
4} adopt a More hierarchical structure in anticipation of achicving their goal. In a study about
 end of terrorism, Jones and Libicki (2008) conclude that less than 10 percent of all groups
\-achicvc victory. However, everything being equal, narrower goals are more achievable than
a poor]Y defined goals.
roups can be categorized into five non-exclusive categories:left-wing, right-wing, religious,
nalist/separatist, and single issuc. Lefi-wing groups in Europe in the 1960s and 1970s had
cular character and some common tactics (Rapoport cited in Cronin and Ludes 2004).
nalist struggles, owing to their large well of potential support, tend to represent the longest
g groups. These groups include the Irish Republican Army in Northern Ircland, Euskadi
catasuna in Spain and the Liberation Tigers of Tamil Eelam in Sri Lanka. Religiously moti-
vited groups often have similar organizational structures to nationalist groups since they both
Bave a deep well of potential support (Post 2005).
‘[he impact of leadership: The overall importance of a leader is mixed. For market and net-
worked groups, the leader has little to do with the day-to-day operations of the group (in the
tures (i.c., decentralized), not bureaucracies. The stability of long-lasting polities confers sone case of a warket group, there is no real leader). For these structures, the leaders occupy a role of

hierarchical groups prosper.

Political freedom: Political rights and civil liberties in a state place external constraints on 4 ¢
rorist group; exactly what type of relationship the existence and level of civil liberties haye ol
terrorist group is debatable. Some argue that a lack of political and civil freedoms in a grape o
directly linked with the incidence of terrorism (Walsh and Piazza 2010). On the one hand, y
the political and civil rights of a population are diminished, access to decision makers ang
ability to citizens to have their voices heard are reduced. In states lacking freedom, citizeng
be more likely to resort to terrorism because they lack access to non-violent political eXPressign

On the other hand, a more dictatorial state is free to use harsh methods of repression yha
confronting terrorism, In these situations, a terrorist group might prefer a more decepy]
ized structure with anonymous cells, which can be more resistant to coercive counterterrorjg
efforts (Kilberg 2012). F

Durability of a polity: States with stable systems of government arc more adept at dealing yj;
threats and maintaining power, Any polity — totalitarian, democratic and everything in-betweg,
— that has endured for decades has proven that it can effectively confront challenges to the sy
such as terrorisim. In less durable polities (i.e., in states where there has recently been a changej;
the system of government), terrorist groups will tend toward adopting a larger, more hierarchjey)
structure. This is because there is a very real chance of that group seizing power from the currepy

govermment. Any group that hopes to replace the government in such a situation will strive g
adopt a governance structure mirroring the state. It is also because unstable states are less cffes
tive in their counterterrorism strategies.

Older, more established, politics tend to push groups to adopt market or all channel suyes
advantage to the state. This advantage is observed by the constraints it places on terrorist groug urehead or deity from which ideology and inspiration are drawn but planning and exccuting
Only those groups with decentralized structures can operate in older, more established polities attacks are not. For bureaucratic structures, the leader plays a key role in the operations of the
(4 'l"l’) (Rowlands and Kilberg 2011).

‘The so-called kingpin strategy has been used for decades as a strategy to break up illegal
organizations such as drug cartels, the mafia and terrorist groups (Kenney 2003). The logic
behind this strategy is that targeting the leadership of an organization should disrupt operational
aud strategic functioning of the group. With the destabilization of these core elements of the
oup, its capacity to conduct operations should diminish, and its cohesiveness should decline.
ith enough disruption, it may even be possible to induce distrust, infighting and atomization
otithe group, which in turn may cven lead to the collapse of the organization.

Internal forces

While it is certainly true that a group’s structure is chosen in part due to external factors acting
on the group, forces within the organization also shape its structure. For example, certain targets
(such as choosing hard targets) and certain attack types (such as armed assaults) require coord
nation and a relatively high number of terrorists in order to be successful. Consequently, groups
choosing these attack features will only do so if their internal structure permits it; the choiceyd
group makes speaks to the internal forces at work.

Hard target selection: A group’s target selection shapes the structure it adopts. Groups thi .
successfully attack hard targets, such as police and military targets, nced to possess n1o7e L Conclusion
HW.E'.J;\ iding a review of terrorist group structures, this chapter explains the internal and exter-

fices affecting terrorist organizational structure. As secret organizations, terrorist groups are
otonly driven by efficiency, they must also protect themselves from infiltration and threats

complex sct of organizational characteristics. The reason for this is simple: attacking a 1}“‘
target means the group will almost certainly encounter armed resistance. If a terrorist grol
is to persist, it must have enough capability to withstand a response. By contrast, attac in
soft target, such as a shopping mall, does not pose the same risk to a group since the 8 (o fers 2016).
is often unarmed civilians, Groups which do not attack hard targets do so for one of ‘ f terms of external forces, the counterterrorism environment shapes the structure of groups.
reasons. First, their mission does not require attacking hard targets, or attacking hard tar - HOIe open the society, the more decentralized the organization. A similar relationship exists

s of the wealth of a state (used as a rough proxy for counterterrorism effectivencss), as

would be counterproductive. For example, some groups may avoid human casualties 3
gether, opting instead to attack unoccupied targets to minimize the risk. Second, a 81¢ g P_°l"Y durability, Ideally, there would be a measure of counterterrorism effectiveness and/
Paci : . .
ty that would allow intra-state comparison. At present, such a measure does not exist.

may not possess the aptitude (or the required numbers) to attack a hard target. Previe :
research indicates that if a group has a centralized structure, then it has the capacity 08 "ndill'ea for future research. In terms of internal forces, several factors shape the structure
P adopts in complex ways: target selection, group motivation and leadership.

off hard target attacks (Kilberg 2011).

L
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22
CYBER TERRORISM

Marcus Rogers

e Terrorism’: these words in and of themselves send shivers down the spines of govern-
ers, military brass and the general public. Since 2001 and the events of 9/11, terrorism
fits manifestations has become the “bogeyman™ hiding under the bed (Rousseau, Jamil,
Boudjarane, 2015; Stohl, 2006). Governments have used “protection from terrorism™
ison d'étre” for new laws, regulations, and increases in budgets for intelligence agen-
ter, 2009; Coady, 2004;Victoroff, 2005a). The media has embraced the fascination and
fear of terrorism and attributes almost every violent event, no matter how minor, to
ists, cither foreign or domestic. The film industry has elevated terrorism and/or the fight
t"crrorism nto its own genre. This societal anxiety toward terrorisim over the past decade
sreodas pushed research in this field into the forefront. Unfortunately, not all of the rescarch has

et and the World Wide Web have extended the reach of these violent organizations

every known part of the world. It 1s this factor of technology and how it is being co-

Lot s begin this exploration of terrorism and its use of cyber space and cyber technolo-
l")'j/ greeing on a definition of terrorism that we will then use to try and understand what
¥ eyberterrorisig is, what is the real threat of cyberterrorism, what if any unique psycho-

“there are numerous definitions of terrorism that run the gambit from intelligence-
O societal and anthropological, the following will be used as the foundation for this

{
e orgay; . : .
~ " OTganized use of violence to attack non-combatants or innocents... or their prop-
CIty foyr S
Y for political purposes.
(Coady, 2004)
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This is a very concise definition that captures the core of terrorism, regardless of Iy ¢ cyberterrorists, but they are identifiable and willing to talk or participate in
O

. ot really b

etudies therefore, “close enough™.

terrorism is expressed (e.g., bombings, shootings, or cyberattacks). This definition exter
Xtend

1S Carpjad

much | 3
and, more importantly, realistic analysis of terrorism and by extension eyberterrorigy, 3

2009; Coady, 2004; Silke, 2003). Using this as a foundation, we will focus on bchavio
are purposeful, include violence or the threat of violence, and are not aimed at the
governmental agency that is directly or indirectly tied to the military.

[
i

internationally and divorces itself from the mechanism by which the violence
Being agnostic regarding the choice of how the violence 1s manifested allows for ; ;
gag garding fora Psychology

work (including by this author) has tended to focus on how terrorists use technology.

u;anlil’Cd the terrorists’ efforts to recruit and market (propagandize) for their organiza-
group and how the Internet is used for fundraising or covert communications (Denning,

3 ' 2008). While fascinating, this is no different than describing how any modern busi-

’ . . -
the Internet/technology and tells us nothing important about cyber terrorism.

mj| u-,.“

Current Jandscape . .
the days of assuming that technology and cyber space were only being used by ter-

It would be an understatement to claim that in the terrorism space there has been sups a5 marketing and recruitment tools arc over. This is no longer the reality of how
s place importance on cyber space. This is not to say that these groups are not still using
3 dia to get their messages out, to recruit new members, and/or attract media attention.
.l'. this is just standard business practice in today’s wired, globally-connected world.

| authors have stated that they are doubtful that terrorist organizations attract members
ough technical acumen to allow them to conduct cyberattacks at the level required to
hy of being coined as acts of terrorism (Denning, 2001; Wilson, 2010;Yunos, Ahmad, &
2014). Two things are troubling about this assertion. The first being, what is the thresh-
+ determining an act to be terrorism? Do we define it solely based on the target or the
m(s) of the attack (e.g., civilian businesses, critical infra-structures), or by the intent of the
w2 [f the attacker’s objective is to cause widespread fear in hopes of furthering their

activity. In the past few years, we have seen unrest in the Middle East that has been refe
as the “Arab Spring”, and international relations with North Korea, China, and Iran have.
stressed and strained. The presence of international armed forces in the Iraqi theatre and p
Gulf has ignited tensions with fundamentalist groups such as the Taliban, Muslim Brothc
and ISIS. Terrorist threat reports, terror alerts, and coverage of bombings and mass shoof
almost commonplace and not unexpected on the nightly news.

Given the increased attention being placed on the various groups, actors, and natioy
we would expect to find very concrete examples of cyberterrorisim, or at the very least, tCr O
1sts using technology as a force multiplier. However, to accurately determine wha, if any, 15
extent of this activity is quite controversial. The media would have us believe chat eyber teppg
15 1s running rampant and the “Huns are at the gate”. The intelligence agencies claim 16 Hicological ot political beliefs, is this sufficient to be categorized as terrorism? Do we focus on
i thwarting cyberterrorist attacks, but since they were thwarted, they did not actually ot P philosophical beliefs or their instramental beliefs (Coady, 2004)?

: 1e second troubling aspect of the previous statement is that it almost completely nuisses the
they were the victims of cyberterrorism, but a “root cause analysis” often points back to 4 n:~ -).,of today’s younger generation. The generation of young people most at risk of becom-
state or state sponsored entity. Were these cyberterrorist attacks, or examples of cyberwa calized into terrorism because of frustration, the desire to find meaning, or simply
operations? The mfamous Sony attack is an excellent example. Initially it was deemed to behd atisty the need for glory and excitement, are the “wired gencration”. T'his generation has
work of hackers, but over time it became apparent that it was more likely a state-sponsoredii hen referred to as “Digital Natives” because of their familiarity and comtort with technology
not a national intelligence agency(ics’) offensive cyber operation (i.c., China) (Sanger, 20/5) (Prensky, 2001). While there is some controversy whether this cohort 1s fundamentally different
It 15 obvious that clearly delineating what constitutes cyberterrorism is extremely difficulty it fidin previous generations in relation to social norms, ideologies, and other cultural norms, it 1s

very nportant. sirevident that their comfort with technology is unique. Digital natives are those individuals

fier 1980 (Prensky, 2001). Businesses have had to re-think their working environment and
. related to personal technology in the workplace due to the high value thac these young
Not cyberterrorism E ol ¢ s : AR

lace on technology and being constantly connected (Prensky, 2001). Unlike previous
Before we delve deeply into the weeds, let’s set the boundaries or scope for what will of bt tons, where only a select few “geeks” or “techies” understood and used technology, the
t generation is just as much at home on the Internet and social media as they are n the

1 world (Bennett, Maton, & Kervin, 2008; Gasser & Sinum, 2010). Technology holds no

considered cyberterrorisni. This is actually easier than defining what it is. Cyberterrorisnis el
hackeivism. Hackeivism, while targeting cyber space and its technology, does not have the goil Ol
causing fear or violence. Its goal is to make a political statement in such a manner that the gIOUR
gets media and thus the public’s attention (Murphy, n.d.). Cyber operations or cyberwarfiies
g people being more than technically qualified to conduct attacks in cyber space.

fi' only is insufficient skill not a limiting factor for cyber terrorism, the current generation
OCalled digital natives views cyber space and technology as a right. The ability to be con-

not cyberterrorism. Cyber operations or cyberwarfare largely target military or siraiegic taredt
any damage to purcly civilian or non-combatant systems are usually considered collateral din
age. This is no different than traditional warfare (Kallberg & Thuraisinham, 2015). Lone hadkes o
attacking healthcare or banking systems are not cyberterrorists, they are petty criminals O 460 24/7 is viewed as an inalicnable right, similar to the freedom of speech and freedom of
some cases members of criminal organizations, not terrorist groups (Rogers, 2006). |

Once we eliminate all of the actual non-cyberterrorists, we are left with very little (if’"“

. AR5 B - s AT
rescarch or data on cyberterrorism. This is because most of the research or media stories | i
4

ltion. Cyber space is as much a part of their day-to-day lives as the real world 1s. Self~worth
.ticd to the number of friends or “likes” one has. Negative comments online can be so
ting as to cause individuals to take their own lives (van Geel, Vedder, & Tanilon, 2014).
focused on the above noted activities or actors; these are the proverbial low-hanging fruit =" SPace and technology are integral components of this generation’s existential experience.

254 255



Maicus Rogers Cyber terrorism

Ars and have changed the nature of cybercrime. Now any type of attacker profil-

£ 20 ke into consideration that it might be profiling a tool as opposed to a real person
g0 1

_ 2003a.b)-

gerrorist rou

ols, and in some cases, actually pay hackers (not affiliated with the terrorist group)
OO

ut the attack. The net worth for Al-Qaeda and the Taliban has been estimated to be
A (; $3 billion, and for ISIS at $2 billion (obviously exact numbets are difficult to come
swanger, 2014). Therefore, if we actually believe that terrorists lack the technical ability
o5, the economic resources of these groups allow them to purchase automated tools
' more technical, thus making the argument a moot point.

Their social selves are very dependent on cyber space and the technologies necessy,
D3¢l ‘y

Lo Iy
ks thay

they may not have a direct connection to violence in the physical world, are devastagipg

stay connected.
This connection to cyber space makes it a logical medium to carry out attac

ps possess more than enough money to hire top hackers to create cus-

denizens of cyber space. As a society and culture, we are even more dependent on tg,
and this dependence (now both psychological as well as technological) is only £oing to L'
. , it . N cony
medical devices (e.g., pacemakers, insulin pumps), health technologies, wearable deviges. .
Internet of Things (IoT) and Virtual and Augmented Reality (VR & AR). These qre
changers in the discussion of cyber terrorism. The often espoused statement “whg
terrorists online as they cannot kill people from cyber space?” is no longer valid: now
and in the near future, this will become even more frighteningly possible (Janczewsk; &
2008; Matusitz, 2008; Wilson, 2010). Y
The shift by nation states into the realm of cyber operations is a clear indicator of the %
onization” of cyber space (Pomerleau, n.d.). Cyber operations can be defined as: “Cyb
operations is defined as the employment of cyber capabilities where the primary purpe
achieve military objectives or effects in or through cyberspace” (GAO, 2011). Cyber oper
include offensive network operations as well as the more traditional passive defensive o
designed to detect and protect infrastructures. These offensive operations include direer ag
at the “enemy’s” cyber infrastructure in an attempt to destabilize or cripple that infrasty
(Kallberg & Thuraisinham, 2015). Obviously, the military has decided that cyber targets b
value and are part of the doctrine of war in the 21st century, so why wouldn’t terrorise g,i)

The dependency may soon become physiological as well, given the advances

\gse who are

Personality characteristics

cades of rescarch on traditional terrorists have revealed that there is no real stereotypi-
ric terrorist personality (Silke, 2008). The types of people drawn to terrorism are as
" the beliefs of these groups themselves (Canter, 2009).To claim that one could pro-
profile of a terrorist would be analogous to claiming that one could provide a profile of
- criminal or hacker; this would be meaningless, as it would be too generic. So how do
out understanding the psychological makeup of a terrorist that uses or targets tech-

.

I have purposely decided to use the wording “Terrorists that focus their attacks on
‘ ‘DEY or cyber space” as this provides a much more meaningful, if not accurate, descrip-
of the problem we are trying to deal with. It does not make sense to define a terrorist by
ehoice of attack vectors (e.g., plane terrorist, bomb terrorist). If we continue to think
Wi , we will be creating artificial silos that will further impede our ability to understand

- . * \“m
warfare and read the same materials as students attending West Point or any such other mij a7

Reescarch on terrorist groups has shown that o any of these groups are studenis of mod

e imdividuals.
Ilees look at what we do know: terrorists are not “insane” or necessarily sutfering from some
Sivof psychopathology (Victoroft, 2005). This notion bas been debunked and was never accu-

college (Winterfeld & Andress, 2012). We need to stop underestimating the enemy!
Lt would appear that researchers examining terrorism are woefully out of touch with theleahs
ties of how ubiquitous technology is and how enslaved we ate to it. As the importance of eyt
space increases, not just from a cyber infrastructure perspective, but also from a personall e hut i did give us a false sense that these people were the exceptions, and generally speaking,
cultural identity, the more logical it is that attacks will occur here. In fact, we may have ; {Fendy dihuman race was not so evil. As such, despite evidence to the contrary, this notion of the
witnessed real-world examples of cyber terrorism. Iixamples often cited are attacks agzl.inst schotic terrorist has persisted. The media has long embraced this stercotype as well, which
cyber jihadist activities divected toward Egypt, and attacks directed at various U.S. governmant miyialso account for its longevity.
: Understanding cyber terrorists (terrorists who use cyber technology) brings us to the cross-
esearch on hackers, cyber criminals, and cyber terrorism. For the sake of this discussion,

systems (although it becomes murky trying to differentiate between terrorist acts, state-sponsoradh

or condoned, and military cyber operations) (Stern, n.d.; Stohl, 2006). Despite these exampl
Sl consider suicide bombers outside of the scope, as these individuals likely comprise a
ERULl sub-category of terrorisin (Kaplan, Mintz, & Mishal, 2006; Post ¢ al., 2009). The cui-
ithody of work in the arca indicates that radicalism and a sense of being disenfranchised are
i

the tact that the younger generation consider cyber space as part of their social self, little
empirical research has been published on cyber terrorism. The majority of published “ies
on cyber terrorism uses an ethnographic approach that relies very heavily on unsubstanti
anccdotes (Horgan, 2012). Anecdotal-based research is problematic in and of itself, 1t is cven woit Bitvely correlated with membership in a terrorist group. So too are a need for exciteiment
il desire for meaningfulness and glory (Victoroff, 2005b). These last characteristics are not
i issimilar from traits found in individuals that join the military establishment. Young people
iten drawn to professions that can provide them with a sense of identity by being part of
Ber group. An interesting finding has been that there appears to be a positive correlation
gucon thrill-seeking and terrorist membership (Venhaus, 2010). Certain individuals scem to
RS tesstul sitnations (aka “thrill scekers”) and can satiate these feelings somewhat by carrying
S WTIorist activities (Post, 1990).

; ted previously, the majority of terrorist members do not suffer from psychopathy nor
=¥clopaths (Post, 1990). Few would be diagnosed with any type of mental illness outside of
We would find in the “normal population” (Victoroff, 2005). The socioeconomic back-

iy . 5 . » .
8 are very diverse, as are the educational levels. As was stated previously, there is no

when the subjects of the research are prone to exaggeration regarding their exploits ;md
and potentially score high on dishonesty and amorality scales (Rogers, Seigfried, & Tidke, 2000)

Automated tools

The claims that terrorists do not possess the requisite skills or knowledge to conduct ““
tacks are further weakened by the reality of automated tools. It is a well-known fact 1
computer underground that you do not necessarily have to be technically skilled at codingt
able to attack something or someone in cyber space. You can actually buy the services of s
one to carry out the attack, or buy a made-to-order/customized automated tool on thcl
Web. These customized tools, such as Zeus or ZBot, have been available on the hacker B
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Table 22.1 Risk indicators

Weaponization of technology

Lj
her terTO tccpﬁaf_ %

only the target, it is the weapon as well. For both of these groups, hadking tols and

Tiait or risk _factor Hackers Terrorists rists and cyber criminals share the same “weapons”. For both

Disenfranchised X X L : . : ]

Sivem-swaling < X uch as botnets, dnstr.:lmtcd denial of services attacks, cross-site scripting tt:u:.ks,‘ -

Secking meaning, X X puffer overruns, Trojan horses, and qthur n::ur zero-day attaciks. allow them™

Seeking glory X X Flerate their targets (Brf)n(.ihurst' et al., 2014). Since the theatre for these attacks (w!lctIIcr

Low social morality % X ¢ groups or cylwrcm‘{n.uals) 15 cyb‘cr space, both of these groups are presented with the

Young males X X irations and opportunitics that are inherent in today’s Internet technology (Janczewski

High dishonesty morality X g 2008). The same vulnerabilities that allow a criminal group to steal millions of health

EO(: sol%»mliskms X N ;w,a terrorist group access to this information as well, or worse, access into a hospital’s
adicanzec

where critical medical systems could be attacked and disabled (e.g., dialysis machines,
3 systems) (Licbowitz & Schaller, 2015). Ransomware attacks cannot only be used by
o extort money from hapless victims; they could be used by terrorist groups to disrupt
smmand and control systems by encrypting databases, ctc.

ey clear that cybereriminals and cyber terrorists not only use the same “cyberweapons™,
Iko target similar if not identical victims. For the most part, the victim is not a person or
work station, it is usually a network or some component of a country’s critical infrastruc-
«ch as supervisory control and data acquisition (SCADA), air traffic control, or financial
, qanCZCWSki & Colarik, 2008; Kaplan ef al., 2006; Weimann, 2011). Often the attacks
"kcy systems and servers that allow for a “toe in the door” in order to launch further,

generic terrorist personality profile, as envirommental pressures play an equally im})()l'taut
in deteromming terrorist membership as any psychological trait(s). "
Let’s recap: there is no one hacker psychological profile, and no one terrorist psychole
profile, but what if we combine these groups and look at the intersection of the indiyiyg
any risk indicators? We may discover something different. Granted, risk indicators are .
from a psychological profile, but they are necessary steps in the process. Table 22.1 lists thye
of cach category separately (hackers, terrorists that focus on technology). '
dve attacks.
‘weaponization” of technology and choice of targets further emphasizes the overlap

From Table 22.1, we can see that there is significant overlap between the traits or risk 5 i it
( it

tors between the two groups. Admittedly, this is a very rudimentary modcl, but it ca

type of scatfolding in order to derive a more sophisticated framework for researching tl ween cyber terrorists and computer criminals. Thus, as was stated previously, we can use
]

b

Both hackers and terrorists are primarily young males, with low social morality, are . cKie Wit we know about the psychology of cybercriminals as a foundation for understanding the

fame and glory, stress-seeking, and feel a sense of being disenfranchised (Victoroft, 20 ik Wl i

or result from socializing with individuals that also feel this way (Victoroff, 2005). As Akt P

- ) - way (  2005). As /AR Psychology of cybercriminals
(2000) indicated, differential association is a mitigating factor in deviant behaviour. Both hacks
fht current findings indicate that hackers are not more educated, nor do they possess higher
ice than everyone clse (Baggili & Rogers, 2009; Rogers et al., 2006; Woo, Kim, &

2004). There does not appear to be any correlation between cybercriminals/hacking

g and terrorism fall into the general category of deviance, albeit at almost opposite ends ofithe

<

spectrun. By associating with radicalized youth, this becomes the reference point for howith
hacker begins to feel about themselves and the outside world that excrts pressure on the groug
The identificd overlaps support the theory that we can extrapolate from the findings of stt icS lidethnicity, nor religious preference or educational background (Taylor, Fritsch, & Liederbach,
on computer criminals and hackers to cyber terrorists. ! order to avoid trying to provide a picture of every conceivable type of cybereriminal,
Further evidence to support the assertion that we can extend our understanding of ¢yhts vill focus more on the lone wolves, that while they may be part of a loosely organized
Al group or gang, they are not professional criminals merely extending their trade to the
it (R ogers, 20006). The psychological makeup of these individuals has been well studied

G ficlds of white collar and organized crime, and is beyond the scope of this chapter. We

criminals and hackers to cyber terrorists focuses on the organizational structure similafiis
between the two groups. Matusitz (2008) concluded that cyber terrorist groups may hGH
somewhat flattened hicrarchical model consisting of a loose network of individuals. The stites
'.%"0 limit the extrapolation to individuals who become part of terrorist groups and target
tq “l()g)', but not to professional mercenaries or professional soldicrs tied loosely to nation
important. . NOr tribal identities. These, again, are presumed to be a different category that has its own
The current research on cybercriminal organizations (e.g., Anonymous) have idcntifm{“ psychological makeup (Canter, 2009; Victoroff, 2005).
it do we know, then, about hacker psychology? Although older research has shown a
Correlation between hacking and low socioeconomic status (SES), the significant drop
05t of technology and its “ubiquitousness” have offset this finding in more recent stud-
Bers, 2014). Current research indicates that hackers are usually younger (1625 years),
" her on amoral dishonesty scales (Rogers ef al., 2006; Rogers, 2014), and tend to set
oAl compasses based on a personal moral code as opposed to an internalized societal

ture s also decentralized with flexible structures and associations. By using the lens o il
network theory (Degenne & Forse, 1999), he concluded that social connections were Sas

this criminal group also consists of a loose network of individuals, with a decentraliz
flexible structure (Broadhurst, Grabosky, Alazab, Bouhours, & Chon, 2014). These organi
are highly dependent on social connections to carry out and coordinate their attacks
affiliations are very dynamic and flexible, resulting in different members participating in d.l
ent attacks and for different reasons (Broadhurst et al., 2014). This characteristic makes StOPE
these groups very difficult if not impossible to achieve.
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morality (Rogers et al., 2006). Other studies have concluded that hackers are oppo Conclusions

lack mature interpersonal skills and/or person-to-person communications. The '“ﬂjor
studies, to date, have focused primarily on the personality characteristics and/q, tr.ai
to Goldberg’s Big Five (Saucier & Goldberg, 2002). The Big Five or its derivatiye tcs n
PI-R, OCEAN) are thought to measure the personality traits of Neuroticisy,, Exty M

Openness to Experience, Agreeableness, and Conscientiousness. Amorality,

pears to be here to stay. Terrorism as a part of our society 1s a sad truth that the
EapPt
. of our €U
rc{lliZC th
d cybersecurity, we are susceptible to hackers, and as such, we are vulnerable

leure needs to adapt to. Since we are a technology-dependent world, we

' at cyber terrorism is a reality as well. Despite the advances we have made
also

an
!

Dishepy who choose to employ and attack technology and our critical infrastructures — aka
&

Authoritarianism, and Moral decision-making have also been studied within the cyh
community (Rogers et al., 2006; Rogers, 2014). The various studies have conclydeq tha '
criminals, aka hackers, score low on Extraversion (they are more introverted), low o
to experience, low on Agreeableness, high on Authoritarianism, high on Amoraj 4
an internal moral compass for Moral decision-making (Rogers et al., 2006). There jg
support, as was mentioned previously, that hackers are risk takers and may suffer from
conditions (Ledingham & Mills, 2015). '

What is not clear is that while hackers are significanty different from non-hackerg ¢

; orists. We have witnessed the rapid evolution of our businesses and educational systems
e embraced technology and the new knowledge-based global socicty. Just as these
<tors of our society have adopted technology, so too have the ““darker” sectors. It has
ted that cybercrime has cclipsed international drug trafficking as a revenue genera-
iminal organizations. The profits are estimated to be in the billions of dollars annually.
the high
1al enterprise (Hua & Bapna, 2013).

we seem quietly resigned to accept cybercrime as a part of our globally wired econ-
o «iill struggle to grasp the real threat of terrorism in cyber space. Whether it is a type

profit margins for cybercrime, there is no lack of talent or funding to support

traits previously listed, arc they significantly different from other criminal ClRSSiﬁcgti"
"

white-collar criminals, fraudsters)? The last comment aside, we do have a framew -3 . .
' ork, hoy mechanisin, to be in denial that the same technology that has brought so many

shaky, to begin understanding cyber terrorists. Once we can better understand the cyber s also lefi us with a huge Achilles heel, or some kind of global blind spot, the con-

rorist, from a psychological perspective, then we will be better able to harden poteptis . . ) . )
’ ER A ' potergl are the same. Until we better understand cyber terrorism, we will continue to be in a

. . . ) L nable to protect, defend, deter, and retaliate against cyber terrorism.
This predicative component deserves a cautionary statement. As with other early ing ed state, U p ’ & w Y .
i chapter has attempted to show that due to the commonalities between cyber terrorists

and potentially make an early identification of individuals at risk of becoming cyber

of deviance, whether it is criminal insiders or moles within government organizations . . : :
i criminals, particularly hackers, we can extend our understanding of the risk factors and

possessing or displaying any of the risk factors or traits does not mean that the indiy ;o :
e vical characteristics of hackers to construct a foundation or framework to better under-

100 per cent certain to become a deviant. Human behaviour is not so simplistic. Other ; ; s

} ; .. : - § the psychology of cyber terrorists. The element of “cyber” seems to be the unifying force
such as environmental stressors, situational contexts, or even mental illness, play a role 5
if and when the risk factors lead to the behaviour (Shaw, 2006). In many instances, the

never lead to aberrant behaviour. It needs to be made clear that we do not and will not

binds these two groups together. We need to leverage this to our advantage and start to be
stive as well as reactive to the threat of cyber terrorism. Knowledge gleaned from this exercise
be used to harden targets, mitigate the damage in the aftermath of these attacks, and potentially

sess (at least anytime soon) a crystal ball that will show us who is going to become “bad” ; . p——
# 4 gomg ; it attacks and attackers before they strike or become too radicalized to be deterred.

who is not.

. el ; [fisociety continues down its current path, it won’t be too long until we have more than
Despite the similarities between hackers and cyber terrorists, we nced to be aware: i cicty P &

] . L . . v eh data on terrorists who target and use technology to have robust and validated behav-
least one major difference: Hackers and cyber criminals are motivated financially, as gl g 8y

is a lot of money to be made from cybercrime (Hua & Bapna, 2013; Rogers, 2006).
economic motivation means that there are limits as to what they will do and how far th

il models. These new models will no longer require us to extrapolate from like deviant sub-
such as hackers. However, until such time, we will have to make do with what we have
will press their attacks. The same is not true for terrorists. We need to recognize that &n e e o e Hast: Hhent sexnetimes o 11_1odel dloves: et Hawe: o e et iust igood
technology to launch an attack, or targeting technology, does not erase the fact that ¢ Bt o ek progress and benefit suiety.
terrorists are still terrorists, first and foremost. Terrorists don’t have defined parameter
rules for their engagements. The more damage, the better. The more carnage, the more References
world will sit up and take notice (Ahmad & Yunos, 2012; Stohl, 2006; Wilson, 2010).T!

individuals arc usually very highly motivated by their religion, ideology, or sense of injust
at a very visceral level (Victoroff, 2005). They are not generally interested in financial §

(while they use technology to raise funds, they don’t plan their attacks with the notiol

R., & Yunos, Z. (2012). ‘A dynamic cyber terrorism framework. International Journal of Computer
e and Information Security, 10(2), 149158,
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a nice return on their investment). -

It is very important that we understand how large the gap is between the passion :
motivation of cyber terrorists and hackers. The same conventional wisdom that we use
protect and defend systems and networks from hackers is not going to work against (
terrorists. The strategy of making the cost of the attack too expensive given the ot
is almost useless when dealing with cyber terrorism (Ahmad & Yunos, 2012; Hua & Baf
2013). We need new strategics and new ideas based on a fundamental understanding Of¥
our enemy is,
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27
ISLAMIC STATE

Francis Gaffney

Sty

unic State is a transnational Sunni insurgent and terrorist group that claims the Jordanian
. Abu Musab al-Zarqawi, as its founder and inspiration. les religious legitimacy for its
ons s based on an extreme Salafist/takfiri interpretation of Islam that essentially means that
e who opposes its rule is, by definition, eidher an apostaie (‘murtad’) or an infidel (kafir),
.Hsgh much of the Middle East is Salafist, takfirism is widely considered too extreme for
{with even the ideologues who support Al-Qacda criticising the absolutism adopted by
Winio Stite — dhe perceived indiscriminate violence and atrocities against non-Sunnis risked
i ng its Muslim support) (Malsin, 2015).

amic State’y successes thus far can be attribured to a number of factors: a large number
PDI’(LI‘S it has attracted to its goals; significant cash reserves; shrewd use of social miedia
X lnternct and its Capacu‘y to operate as a military organisation. It has chrived in states
the respective administrations have failed to govern due to conflict or political instability
5 Iraq, Assad’s Syria, Hadi’s Yemen, and the polmul vacuum left in Libya after the deposi-
Gaddafi, but also in the Sinai Peninsula and Nigeria), seizing territory, critical national

hcturc (energy resources and financial institutions), and military equipment.
Vithin te

Isl

: rritory it has seized, Islimic State maintains structures observable in State-run
LA
W and cities (The NewYork Times, 2014); shops, schools, roads, energy utilities (Hubbard and
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Schmitt, 2014), infrastructure, welfare services, and security (Zelin, 2014). Such aCtVitieg v
large budgets, and this is achieved through multiple sources of revenue (Bahney et qf, | 201 b
as oil sales (Solomon, Chazan and Jones, 2015), commercial and personal taxes, lm‘l‘pol;t- !
kidnap, looting, and racketeering Its monopoly over the management of these servieeg Pro
another measure of control and a form of penalty for adjudged offences, -

Islamic State’s influence outside of the Middle East can be attributed to its Strong ideg)
cal religious appeal that represents different things to different audiences (Cronin, 2[)15)}
the widespread belief of Salafists that the Muslim congregation can and should retyyy, ,;‘
simplicity and consensus that existed in the earliest days of Islam. Islimic State reinfopee,
perception that the influence (and interference) of the West in Muslim countries has madg
countries corrupt, blasphemous, and decadent and, therefore, sanctions violent revolygig
the overthrow of these ‘puppet” administrations. Its occupation of large areas of Iraq ang
underpins the focus of the group’s efforts in the Middle East; however, a series of attacks iy
or directed by Islamic State have claimed hundreds of lives outside the region, including
West. Such attacks are linked to religious radicals attacking the Western sponsors, or thoge
cetved to be supporting such administrations (e.g. Russia in Syria). 3

e fall of Hussein’s administration, and the succeeding (Shi'a) Maliki government, caused
I ;mmi Army personnel to be dismissed. This left thousands of Sunni men unemployed
ding many Ba’athists), disaffected, and marginalised (but still armed). With many weap-
readily available, the AQI’s ranks swelled with new recruits. Many Sunni in Iraq were
f tic 10 AQI’s cause (driving the Western Coalition from Iraq and preventing a Shi'a
ament) (Eisenstadt and White 2005). As Coalition operations started in 2004 to clear
ptrolled areas in Anbar, the group moved north along the Tigris River Valley towards
;:r Zarqawi’s death in June 2006, AQI leaders (including Zarqawi’s long-time friend,
* ] Masri) rebranded the group’s number of factions into “Islamic State in Iraq” (IS). Despite
"wnuucntntors' assessments that Zarqawi's death would cripple the group, Masri initially
ved to maintain much of the group’s momentum (overseeing some of its bloodiest sectar-
ks). However, eventually he and his successor (Abu Omar al-Baghdadi) were both killed
L shell in 2010, severely limiting the group’s ability to launch attacks until the appoint-
¢ of its current leader, Abu Bakr al-Baghdadi, in 2010. ISI rebuilt its capacity — made much
nper by the Coalition withdrawal in 2011/2012 — and by early 2013, the group was back
'ducting the same number of deadly attacks (over a thousand deaths a month) as it had
eved when it was at its peak.

Although Baghdadi originally regarded the 2011 Syrian uprising as a distraction from his
centric campaign (he even forbade his Syrian-born followers from leaving Iraq to join the
flict), in mid-2011 Baghdadi did allow Abu Mohammed al-Golani to set up a base of opera-
s in northern Syria, These efforts in Syria proved so successful (attracting recruits from both

Essentially, Islamic State’s interpretation of Islam demands the harsh and absolute rejectiy of

any innovation since the time of the Prophet. It argues that any diversion from the purity
precepts that they draw from a literal reading of the Qu’ran (and the Hadith) is blasphe, ~
must be eradicated. It follows, thercfore, that Shi’ism, Sufism, or essentially anything (or any
that does not conform to their interpretation of Islam, should be destroyed and that all 4
are in the interest of reviving Islam, returning it to its pure form (Bunzel, 2015).

le and outside the country) that it cclipsed the activities in Traq.
The estabilishisienit of Tdamic State l‘!:.April 2013, Baghdadi gin an ;lttemp‘t to rfas?erf his ‘auth.ority on 'both sides of the border)
wnounced the merger of ISI with the Golant’s Syrian Sunni opposition group (and sworn to
AQ ,Al-Nusrah Frout, under the new name of the “Islamic State of Iraq and al-Sham” (ISIS — it
Wi also referred to as “Tslamic State in the Levant’ — ISIL). However, after many disagreenments

Abu Musab al-Zarqawi formed the Jama’at al-Tawhid wal-Jihad (' Group of One God and gl
War’) organisation in Jordan in 1999. Following his release from prison (for possession of weips
ons), he moved it to Iraq in 2004, and after pledging its loyalty to Al-Qaeda (AQ), renamedit
Al-Qacda in Traq (AQI). Zargawi had been linked to Al-Qacda while in Afghanistan in the lid
19905, and his AQI group was instrumental in the collapse of order in Iraq in the early partiof

betveen the two, the Ieadership of Al-Nusrah (including Golani) complained to Al-Qacda’s
senior leadership and asked for a ruling,

In February 2014, after a number of months of negotiations and attempts at reconciliation,
this century — particularly in attacks on Shi’a. Al Qacda rejected the merger, ordering Baghdadi to curb his operations in Iraq, and appointed
Zarqawi believed an alliance with AQ would give him access to essential funding but il

1as AQ leader in Syria. Baghdadi refused to accept this ruling, increasing the division
attract new recruits (and other avenues of funding) to his group. AQ also gained from the wlis en himself and AQ (and therefore competition for Sunni support in the region). This
tionship Zarqawi’ group — it gave it a much-needed presence in lraq (where Western toops breed AQs senior leadership to rule that AQ was no longer affiliated with TSI, nor was it
were also fighting) as another tront for its jihadist goals. Zarqawi centred his activities 11t )
in the Anbar Governorate — a home for many Sunni Muslims with a history of resistanceit@ and. Baghdadi then, with the help of Amral-Absi (a Syrian fighter), set about re-establishing
central government control — that gave him access to the main trade routes in the west of I inself in Syria, becoming a dominant force, drawing away many of the foreign fighters of
Many observers and media commentators (including Rabil, 2014; Jeffrey, 2014; Wei nd olin’s Al-Nusrah group. ISTS/ISIT, became a beacon both as an opponent of Assad’s adminis-
Hassan, 2015) have proposed that the fall of Saddam Hussein’s Sunni Arab-dominated adimilig Liton and as a successful Salafist/takfiri group.
istration and the subsequent rise to power of the majority Shi’a population resulting i degy 129 June, Baghdadi changed the group’s name to ‘Islamic State’ and declared the revival of
Sunni resentment was the mwost significant factor in Islamic State’s growth and influcnce.d ;liph:lt(‘,’ with himselfas “Caliph Ibrahim 11 (Joshi, 2014). He demanded the Muslim world
se his ‘Caliphate’ and him as ‘Caliph’ (DW, 2014), and for all jihadist organisations to
B¢ allegiance to his Islamic State or be declared apostate. By October 2014, his self-declared
3 ‘l"‘“e' was in control of territory stretching from north of Aleppo to south of Baghdad and
_»d‘-‘d the citics of Ragqa in Syria and Mosul in Irag; about six million people on cither side
€ Iraq-Syria border were living under his rule’ (representing a partial control of the former
_h‘f“’)- Since 2014 many groups (and individuals) have pledged allegiance to Baghdadi,
Ing themselves as Provinces (‘wilayah’) of this broader Caliphate.

appropriation of energy resources from Sunni tribal areas to fund a Shi'a adminiseration a
many Sunni leaders. Zarqawi took advantage of this animosity by the Sunni minotity @
new Shi'a leadership (and its Western backers) to foment sectarian division. The sectarian
however, led to a major disagreement between Zargawi'’s AQI and Al-Qaeda’s senior leade!
(Fishman, 2006). Zarqawi thought the focus should be fighting to oppose leaders in the adils
istrations in the Middle East that did not adhere to the Sunni tradition, rather than conducty
attacks against the West.
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The declaration was intended as a rallying call to all observant Muslims, by ; in /[d/(.fology
those who shared the Salafist views expressed by his group, and so drew more g,
like-minded groups in Syria (and the wider Middle East region) that might ¢
recruits and resources. There has since been an ongoing power struggle l’“chn
Islamic State for the role of global authority on Muslim undertakings (and for
of more people willing to take up jihad). Not only was Baghdadi’s group becopy
financially independent of AQ, its success in committing attacks against the non-hyy
and in the West (AQ had not carried out any significant attack since the July 2005
bombings) was contributing to a very successful recruitment of new fighters to it
sus joining AQ.

The failure of states to ensure security and stability within their territorial bordery
their legitimacy and allowed groups such as Islamic State freedom to operate. Such gpe
activities could be either as an insurgency to a perceived oppressor (who has becomg
intolerant and repressive as the hold on power deteriorated) or as a conscience to ey
corruption in an administration (by exposing their un-Muslim activities and Wmtam
ences). Islamic State attempted to provide Muslims with religious guidance, thereby legitiy
its ignorance of national boundaries and challenging the legitimacy of traditional Stages i

nic grate’s ideology evolved within the context of the Iraq conflict in the carly 21st
« This period saw the overthrow of the minority Sunni administration and Ba’athist
[raq to be replaced by the majority Shi'a government supported by the West. This
mp,mud by the arrival of a young generation of jihadis influenced by the more
5—,[1{5[ tradition, and later the Arab Spring caused the destabilisation/or removal

o of the administrations in the region, with many States experiencing deteriorating

conditions.
wi contributed to two main tenets of Islamic State’s ideology: anti-Shi'ism and the
. 1 tion of the Caliphate. Zarqawi called for the execution of Shi’a in Iraq (even AQ did
*chis far in its Interpretation of Salafist teaching), apostates, and non-believers, the
ion of idolatry (including Western fashions), and the promotion of true Muslim
Islamic State claim they are the successor and defender of Mohammed’s approach,
ga conflict between true Muslims and those they consider non-believers.
influential strand in Islamic State’s ideology was that of Ba’athism, evident in

her 1t BgY

Anisation (Baghdadi’s two deputies) and political objectives. Following the fall of
s administration, many ex-Ba’athists joined forces with the Sunni insurgency (and

region. ) . » o § g {
. ely Islamic State) with sufficient joint benefits to overcome any ideological diver-

Islamic State’s acknowledgement of high-profile attacks elevated its status wich il
media (and governments) as the new primary exporter of transnational terrorism (usm M
AQ’s global jihadist agenda). les proficient publicity apparatus (both Internet and i ]

publication) surpassed other jihadist originations in its global reach and sophistic; 1o, Organisational stiucture

abn Bakr al-Baghdadi 1s the self-appointed Caliph, who governs an administrative and religious

Islamic State charter ation that includes close advisers, role-specitic, regional, and provincial councils. It has a clear,

r:!,hl

There is no formal chatter for fslantic State, however, on 12 June 2014, having capi} i - down leadership that attenmpts to manage and grow its aspiradonal Caliphate. Under the Caliph,
3 S X al ¢ha Sl Y 2 A d 2 "Gl ) . . 3 2 . b . p .

" el v O m Al o b o na e ; "-!_,m' paile “the leadership, sit the Shura and Sharia Councils. These two councils oversee the compli-

city of Mosul, ISIS released a ‘Charter of the City’ (wathiqat al madina),” which outlinedji 1 the ofl il b i it Sharia | ncludi he di

3 > other parts of the group’s activities with Sharia law (including supervising the disci-

faws in 16 points. These included such things as: the daily prayers to be observed on i j tl(],Ot - i o )t ) i’ . 1(t1v_ ‘ 'l f ] ll gw]( l( ' » }f g *

= ws, police, and courts), and ensuring directives from the Caliph are carried out.

the proscription of drugs, alcohol, and cigarettes; the banning of non-ISIS flags or p‘mp] i} .1’( hich inelude the P & R | Mikicary. S th & Tntell; R elig;

ouncils (which include the Provincial, Military, Sccurity & lIntelligence, Religious

nalia; the banning of weapons; all shrines and graves to be destroyed (they were considénd . ! i . = i 7 LIRSS, o

olyibeiseisd; vaaerat 5o wens e ikashrid irieves s bove theie buids dispedl b, and Mcdl;l) are 1‘0%})011511)1c for the military and administrative order of the

The Islamic State identifics with a hard-line version of violent Jihadi-Salafism (()IJ i . N F

ism} Thromghout fts exisgencs, tlris s been 3 central fonst ad is predicated on (1 .dptmc of new terr 1t0ry, financial management of seized assets, and communication.

o ’ j > method of governance at the central level (with a mirrored regional structure)

ilar to bin Laden’s AQ in the late 1990s (Gunaratna and Oreg, 2010). The central

ent machinery was to be replicated at lower geographical levels and locations —

ist interpretation of Islamic texts and the life of Mohammed (and the example of his¢
followers) with its ‘jihad” primarily directed against the Shia eradition (but also all o
Salafists) (Meijer, 2009; Wik torowicz, 2006). Its two objectives appear to be the governang

. e YRR i G P X g : S W with 2 measure of autonomy to achicve the group’s objectives within a local context/
of territories it has seized to establish a Salafist concept of authority and to win suppo i

distting environment.
1 [ S .. . - . . .
mic State divided its regions into a number of provinces or governorates (wilayat) led by a
nor (wali) who controlled a local structure of councils (this also included the subordinate
led by ‘sector emirs’). The number of provinces increased as more ‘satellices’ added their alle-

gain more territory. »
The Islanic State’s aim is to restore the ‘Khalifa” (Caliphate) that existed before the 1916
Sykes-Picot agreement of the First World War and be governed by Sharia law. It sees the nad
: : ) al, I . ; an states. This o
Ejﬁn;l{:olts]t::blui:lflltl;l’; LLlil‘lllll(l(l));]\/j{l)]iB:&({li 1:115](::& };:ils(Jl:ll:iClll?)illll:}};;(ill:or Lm ‘]]s()li \ o the group’ Caliph and ideology (Zelin, 2015). In addition to the Traq Provinces and Syrian
global adaptation) the defeat of Western powers that prevent the establishment of a true | '
State. The ‘Caliph’ would also be one worthy to be considered a successor to Mohammeds§
ical authority. Baghdadi’s reported descent from the Quraysh tribe (the same as Mohamimie
and his religious education, advances his claim and legitimacy to be called ‘Caliph’. His €8
of ‘Ibrahim 11" was an attempt to demonstrate his lineage to Ibrahim I, who ruled the Ot
Empire mn the 17¢th century.

s, other provinees included:

Wilayat Khorosan (comprised mainly of factions split from the Afghanistan/Pakistan Taliban)
Wilayat o Bargah (comprised of Libyan youth movements)

Wilayat Fizzan (comprised of Ansar al Shariah in Libya)

W}qua{ al Tarabulus (based in Libya)
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o Wilayat Gharb Afiriqiya (based in West Afiica and made of factions froim Nige s evolution of Islamic State can be articulated in six stages:
? ; 3

TS 3
Haram) )m.ﬂ,m;

o Wilayat al Jazair (Algeria)

©  Wilayat Sana’a (Yemen)

o Wilayat al Faramayn (KSA)

o Wilayac Sayna (formerly Ansar Bait al Maqdis (ABM) in Egypt’s Sinai Peninsuly),

gstablishment of Jama’at al-Tawhid wal-Jihad (JTW])
llowi"?- Zarqawi's release from prison in 1999, he travelled to Afghanistan and quickly
' ablished his own jihadi group, the JT'W]J; his aim was to bring down the Jordanian mon-
chy, without success.
Allegiance with Al-Qaeda — Establishment of Al-Qaeda in Iraq (AQI)

gollowing the US. invasion of Iraq in 2003, Zarqawi moved to Iraq and pledged his group’s
gency) require significant amounts of financial support. For strategic reasons, the £roup chos jllegiance to Al-Qacda, renaming it_ in 2004 Tanzim Q“i‘d‘" “"Jih“d_ fi Bil‘“’_ al-Rafidayn
raise its revenues locally (rather than relying on external donors); first, so that it could it 0 Q]BR),nlso kno_wn as Al-Qaeda in Iraq (AQI). Following Zarqawi’s death in 2006, Abu
its autonomy, and second, to avoid sudden changes in donor support. Initially, the fdes Masri was appointed leader,.an'd the TQ)BR- in an’attempt £o unify Sunni insurgent
activity was through criminality (petty theft, ctc.), but as the group grew (and more gjon ity in Iraq, created d‘t.‘ Mujahideen Shura Council (MSC).
amounts were needed), other sources were sought. The fundraising takes place througheyy ablishment of Islamic S.tate Of Iraq (ISI) ' o
organisation, at the Provinces, and sectors — each level retaining most of what it has raised 15 October 2006, al-Masri established ISI, naming Omar al-Baghdadi as its leader. ISI's
a tithe back to the central leadership). ' olicy was to overthrow the Shi'a Government and establish an Islamic State. It quickly
established a stronghold in the Sunni Anbar Governorate, announcing the creation of its
ependent Islamic State, but was not successful due in part to its loss of local support from
over-zealous punishment of those that did not follow its interpretation of Sharia Law,
mostly from the military offensives by Iragi and Coalition military forces
In 2007, the US.-led Coalition and local Sunni fighters’ backlash against ISI (the Sunni
Awakening) drove ISI from Baghdad into Diyala, Salahideen, and Mosul. The organisation
etained only a fraction of its leaders, cells, and capabilities, which were concentrated in
Mosul (almost 80% of its leadership were killed or captured (Hashim, 2014)). However,
i response to Iragi Prime Minister Maliki’s 2008 targeting of Sunni leaders (increasing
ectarian tensions), support for ISI began to increase in Sunni tribal areas with an increase
attacks in Baghdad.
Establishment of Jabhat al-Nusra (JN)
i April 2010, Abu Bakr al-Baghdadi succeeded Omar al-Baghdadi as leader (after both
Omar al-Baghdadi and Abu al-Masri were killed by a tank shell). He quickly rebuilt
capacity and capability, and in July 2011 sent Abu Mohammed Golani and nine other
Tian operatives to set up a base of operations in northern Syria. In January 2012, Golani
brmed JN, which quickly established itself as the most successful fighting force in Syria.
ger of JN with ISI to establish Islamic State of Iraq and al-Sham (ISIS/ISIL)
013, al-Baghdadi announced that he was extending ISI into Syria and changing the
me of the group to ISIL. In January 2014, ISIS took over Raqqa and declared it the
apital of the emirate. Neither JN's nor AQ's leadership agreed with Baghdadi’s unilateral
ieclaration, and in February 2014, formally rejected the merger. In June 2014, ISIS cap-
tired Mosul and issued its ‘Charter of the City".
Re-establishment of the Caliphate — Islamic State (Is)
dnuary 2014, ISIL expelled JN from Raqqa and Iraqi Security Forces from key cit-
1 western Iraq. Bolstered by these successes, on 29 June 2014 Baghdadi declared the
tablishmcnt of the Caliphate (and renamed the group ‘Islamic State’) with himself as
ph Ibrahim 11, Baghdadi’s legitimacy as Caliph stems from his leadership of Jaish al-
e al-Mansurah (one of the first jibadist groups to join MSC), his doctorate in Islamic
dics (University of Baghdad), and, most importantly, his claim that he is descended from
h'Ellllmcd (in the Islamic tradition, it is believed only a descendant of Mohammed’s tribe
1"' Caliph), allowing him to be the supreme religious and political authority of the
“Phate. Many of the national and international responses to date have massively reduced

Islamic State’s three strands of activity (terrorist activity, state-building/governance, and.

11

o

Leadeiship and membership

Apart from the declared most-senior leaders, the names and even the roles of the ECSPUdtivg
council leaders are difficult to ascertain (due to changes within the structure and the ones
ing airstrikes on the group’s leadership). Abu Bakr al-Baghdadi, the Caliph, has two e
ties — Abu Muslim al-Turkmani (a former Iraqi military incelligence officer who OVEESCESg
Iraq Provinces) and Abu Ali al-Anbari (4 former lragi milicary officer who oversees “b"ﬁam
Provinces) — both are former Ba’athist Party members. The Caliph and his deputies set the oy
all objectives of the group for the subordinate Provinces to carry out.
As described above, the group’s exact number of members is ambiguous, but it is thouglieh
include several thousand people living in Iraq/Syria (as not all people in the arcas unde
State control are voluntary supporters) and many more sympathisers globally (714
2016). Furthermore, not all the people fighting alongside Istamic State are truc membe
include Ba’athist groups, Sunni tribes, and other Islamist groups. By the nature of the g
activitics, many supporters outside of the region do not openly declare their support, Sugh

support could include fundraising, financial donations, recruitment/radicalisation, and kint8
activity (including terrorist attacks). :

Islamic State has been immensely successful i its recruitment of fighters and radicalisa gmj‘l ho
its jihadist ideals. This has been due in part to its perceived success in Syria and terrorist
in the West, and in its use of the Internet (especially social media sites and apps) (Be
Morgan, 2015; Winter, 2015). lts recruitment agenda has meant some radicalisation pro
have become shorter, with networks expanding rapidly and spreading to cmmtrics. prev
unaffected by Islamise extremism (but this could also be attributable to population migrati€
persons displaced from the conflicts in the Middle East).

Key events

Islamic State extends is influence by taking advantage of both the environment in W
conducted its activities (political instability in Syria, Iraq, and Libya, and the isolation of’ .
mipority in Iraq by the Shi’a government structures), and the delayed response from the
tional conununity i first acknowledging the potential risks posed by Islamic State, and th

. - w1
time taken to achieve some sort of consensus on how these risks could be mltlg‘.ltbd/ (8
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it expansion in Iraq/Syria, but despite these losses, Islamic State has shown iy 4 resil;

able to maintain concentrated attacks on several fronts.

Commeni

Islamic Seate, in additon to its military operations, has also laid claim to some of the
horrific acts of terror observed in the West. Many of these events have eliciteq inte
responses, but also they have acted as inspiration for other would-be terrorists to CMmulage s
have included the very graphic and public beheading and burning of prisoners apng &
hostages (also posted online) and terrorist attacks in Western cities and resorts (includig,
¥ By

and November 2015), the Bardo Muscum and Sousse beach resort, Tunisia (March an
2015), the Russian passenger plane explosion of the Sinai Peninsula (November 2015),
airport (March 2016), and an attack at a nightclub in Florida (June 2016) having become g
ing moments in the group’s history of violence and atrocity (Homeland Security Cq
2016). Although not all attacks have been directed by the Islamic State lc‘:ldcrship, its ack

bombers, gun and knife attacks, and Tone-wolf” attacks). Attacks such as those in Paris (I 3

far-reaching.
The reduction in Al-Qaeda’s capacity and capability 1 recent years (although there o,
some strong clements in south Yemen) is perceived to have been due to a concerted ¢ff

a jihad against ‘non-believers” (including Shr’a). Islamic State continues to appeal to a

ence outside of the territories it has seized and controls, impacting global security meast

thus far succeeded in fomenting division between Sunni and Shi'a Muslins in the region bug
also fuelling a wider distrust of Muslim advocates by distorting the understanding of the Ishimis
tradition.

Countering Islunic State’s appeal and inspiration to would-be jihadises is unlikely to yicld
fruitful results in the short-term because of the diversity in the motivations of the individu
who answer its call. Furthermore, the success of Islamic State’s rapidly evolving media exploit
tion (and its ability to adapt to increased security measures and countermeasures to take adyai
tage of the ever-expanding media availability — including the new methods of social g i
messaging) works in its favour, as it is able to adapt faster to dynamic conditions than the Moy
bureaucratic agencies it opposes. N

The international commnunity is finally reaching consensus that ‘something must be di_""
to counter Islamic State activity. To date, international activity has been similar to how it “}
with Al-Qaeda’s attraction and domination of jihadist activity and recruitment. In the years s
its founding, Islamic State has lost much of its former territory* (and with the internd " L
community'’s increasing momentum to cnd the group's activities,' looks to lose control

remaining urban areas under the group’s control). In both Iraq and Syria, Islamic State has
nd v

tled simultaneously with government forces, anti-government forces, Kurdish forces, a
itfel

ous elements from the international community. Over 60 countries have engaged d
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THE PROVISIONAL IRISH
REPUBLICAN ARMY

John E. Morrison

Overview

The leadership of Oglaigh na hEireann has formally ordered an end to the armed
campaign ... All IRA units have been ordered to dump arms. All Volunteers have
been instructed to assist the development of purely political and democratic pro-
grammes through exclusively peaceful means.Volunteers must not engage in any
other activities whatsoever.

(Seanna Walsh, 2005)

hen former republican prisoner Seanna Walsh read out these words in July 2005, he was
ancing the end of the violent activitics of one of the world’s longest-serving terrorist
ups, the Provisional Irish Republican Army (PIRA). Since their birth in 1969, the PIRA
unted a sustained terrorist campaign with the nominal aim of bringing about a 32-county
pited socialist [reland, independent of the United Kingdom.
depicted themselves as the ‘legal representatives of the Irish people, which led to
pir moral justification in ‘carrying out a campaign of resistance against forcign occupation
d domestic collaborators’ (Coogan, 2000, p. 544). Their modus operandi included bomb-
B, shootings, beatings, assassinations and kidnappings (Horgan and Taylor, 1997). This self-
anointed moral justification for violence resulted in the deaths of 1771 people, and the injuries
oficountless others (Thornton et al., 2001). These victims constituted members of the British,
orthern Irish and Irish security services, politicians and republican and loyalist paramilitary
5. However, predominantly they were innocent civilians who had no connection with any
ilitary, political or security services organisation. The Provisionals’ campaign was one with
I Stated aim of fighting for, and protecting, the republican and nationalist communities of
thern Ireland. However, the victims of their violence consistently came from within these
Y same communities they claimed to both represent and protect.
s impossible to achieve a comprehensive overview of the PIRA in this short chapter. Even
HIC entirety of this book were dedicated to analysing the group, there would be significant
thes and events left unmentioned. Therefore, the purpose here is to introduce a number of key
SIS, issues and events relating to the Provisional Republican Movement. In order to grasp this
- Uctory understanding, there is an analysis of the organisation from their inception in 1969
“0ugh the violence of the Troubles and up to their politicisation during the peace process.
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ult of the perceived threat they posed to the development of the Provisionals’ mem-

Origins
: and suppol't. o ) i ) ) i
i nal violence within the nationalist and republican population was not solely directed

nal rivals. In order to gain power and control within their own group and
- .nicics.thcy also conducted a long-standing campaign of violent vigilantism across repub-
mt « of Northern Ireland. This saw the group targeting those they perceived to be posing a
; sternal sceurity, as well as individuals portrayed as being threatening to the social
alist and republican areas. Their vigilante campaign saw kneecappings, pun-
pulsions and executions become commonplace on the strects of Northern

The origins of the PIRA can be traced back to the split in the IRA in 1969 4,
quent splintering of their political wing, Sinn Fein, in carly 1970 (Morrison, 201

d the o

i . ; 42). Tha tio
in the movement had been on the cards since the failure of The Border Campaign! )Of g organ!
of ¢

1950s/carly 19605 to gain any momentum or support. The [RA’S new lcndcrship under ¢
Goulding was evaluating the future trajectory of the movement, Under his lcadcrsh?p
proposed that they were to move away from violence, align themselves more closely s Stian
wing groupings and to abandon the traditional abstentionist policy.”* By making thege g of the ™

s v . : ‘ ings, ¢X
all at the same time, it is proposed that the leaders sre cha ] . it beat! ] S .
proposed t ership were changing ‘too much, 00 soop 1 Through their extended vigilantism, they were presenting themselves as the protectors

‘ their i

many of the existing members. Prior to 1969, this was causing the fact - - i : . . : e :
y 2 2 4 g the factionalisy, with ‘omlmmincs.Thmr actions and statements were saying to the communities that it was

s A, and not the RUC, who would protect them from the social ills of joy-riding, drug
o and wider criminality. Their aim was two-fold: to gain passive and active support from
e the communitics, and to delegitimise the police force, who they portrayed as having no
'pntrol the streets of Northern Ireland (Hamill, 2010; Silke, 1999).

| cignificant proportion of the Provisional’s vigilante activity targeted petty criminals, drug-
and anti-social entities. However, some of their most serious forms of vigilantisim were
for their own membership, or those who they felt were threatening to the security and
of the organisation. In his autobiography, Killing Rage, former Provo Eamon Collins
*eed in detail the operations of the internal security unit commonly referred to as ‘the nut-
: ;luad’ (Collins and McGovern, 1998). This was a section of the Provisionals whose purpose
1o root out, interrogate and assassinate potential informers within the organisation. This was
own way of maintaining power and control over their membership while preventing the

organisation, predominantly at a leadership level (Morrison, 2014a).

Parallel to the internal debates within the Provisionals, the civil rights movemen wasias
ing across Northern Ireland. Led by the Northern Irish Civil Rights Association ‘
the movement aimed to challenge discrimination against the Catholic minority of Ny
Ireland. The discrimination they were challenging included issues relating to political ,1"
tation, housing, policing, employment and education. In 1968 and 1969, violence and
from unionist and loyalist® counter-protestors were commonplace at the civil rights map

Throughout 1969 the tensions in Northern Ireland grew significantly, with the
manifestations of this coming to the fore in August 1969. Sectarian rioting was commaonni
around the country. However, it was the Battle of the Bogside, a communal riot that last

three days, from August 12 to 14, and the nationalised violence surrounding it, that say
British government send the army to man the streets of Northern Ireland. With the Battle;

Bogside in Derry showing no sign of abating, in Belfast hundreds of houses were burned to ihood of intelligence leaks

¢ PIR A similarly targeted those who they deemed to be ‘collaborating’ with the Northern
y and British security forces. Numerous people were abducted and executed for their per-
ved interactions, relationships and collaborations with the sccurity services. The remains of
f these individuals were left for their families and loved ones to grieve and mourn.
or, there was a small group of 16 individuals who were separately abducted, killed and
covertly buried by republican paramilitary groups. Their remains were disposed of in unmarked
igraves across both the Republic and Northern Ireland. Throughout the course of the Troubles,
wesponsibility for these deaths was denied. However, in 1999 an acknowledgement of these
abductions and murders was given by Republican paramilitaries, most notably the PIRA. As
ofiMarch 2016, the PIRA had claimed responsibility for 13 abductions and murders, and the
INLA had claimed one. These individuals collectively referred to as The Disappeared include
members of the Provisionals who were accused of collaboration with ‘enemy forces” as well as

ground, leaving thousands of people, mainly Catholics, homeless. With the British governng
calling in their military forces to protect the streets of Northern Ireland, significant propy
of the republican communities were calling on the IRA to provide weapons and protectio
the Catholic population of the North. The leadership refused these requests. Coupled wit
wider strategic changes, this decision ultimately led to the split in the IRA, which saw the/l
mation of the PIRA. Those remaining under the leadership of Goulding adopted the niom
of the Ofticial IRA (OIRA).

Internal violence against the nationalist and republican communities

As with any newly-formed terrorist organisation, the initial period involves organisational de
opment. This development ran in parallel to the ensuing violence on the streets of Northie

Ireland, a campaign of violence that would last for approxi ; ers , ; - . ;
PALE © rapproximately 30 years under the und members of the Republican communitics who were accused of working for the security

es. Included amongst them was Jean McConville, a widowed mother of 10, killed in 1972.
_as not until 1999 that the PIRA claimed responsibility for her abduction and subsequent
iler. Even with this claim, her body was not recovered until August 2003, in County Louth.
onville was accused by the PIRA in west Belfast of passing information on to British sol-
8. However, this claim has never been proven (Peake and Lynch, 2016).

hroughout The Troubles, the external violence of the Provisional IRA was clear for all to
l om the assassination of Lord Henry Mountbatten in Mullaghmore, County Sligo, in 1979
1e multiple bombings of the Europa Hotel in Belfast, the group wished to put forward a
ge of defiance against ‘British occupation of their country” However, in parallel to this was
E less public face of community control and discipline. The vigilante violence of the group
2o¢en well documented (c.g. Hamill, 2010; Silke, 1999). However, in recent years, largely

moniker of “The Troubles” While the splic among existing members was fairly even, the in
of new recruits taking up arms and membership largely went on to join the newly-form
Provisionals. These new recruits included figures such as Gerry Adams, Martin McG s
Danny Morrison and Gerry Kelly. It was these ‘young Turks’ whose future leadership WOl
shape the trajectory of the PIR A’ campaigns of politics and violence.

In the immediate aftermath of the split, much of the Provos™ violent attention was Spﬁflt

their nascent feud with their former comrades. This feuding was especially prominent il 38

Belfast, where the two organisations were operating in close proximity. However, the fi
was not isolated to Belfast, or cven Northern Ireland. While the groups both shared a com
goal and enemy, a significant proportion of their initial paramilitary capabilities were cO

the OIS

trated on a series of attacks against their former allics. The violence directed against
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through the statements of Maria Cahill and others, it has been revealed thae the: Proye
also involved in the development of a *kangaroo court’ system where victims of sexy b
at the hands of Provisional members were interrogated about their claims of abuse ang
discouraged from reporting any assaults to the police. Cahill, the grand-nicce of formep
Provisional Joe Cahill, told of how she was summoned to an interrogation g o teenager
whether she was telling the truth or not in her accusation against a Ic:lding PIRA '
Within this ‘inquiry, she was forced into a face-to-face exchange with the accused (Mely,
2014). Whilc there bas long been the suspicion of the existence of such a system, it j )
post-Troubles Northern Ireland that the full extent of this is being revealed.

cricades to stop entry into Guildhall Square, the original destination. The organisers

atly ¢
B erteC

routed the march to end at ‘Free Derry Corner.” During the march, some partici-
| to continue their march through to where the army barricade was set up. As a

2 cﬂsucd at the barricades, rubber bullets, CS gas and a water cannon were deployed to try
= o the protestors, This escalated as members of the 1st Parachute Regiment opened
e

the crowd. Their actions ultimately killed a total of 14 male civilians aged between 17
This day Was to become known as ‘Bloody Sunday” (English, 2003, pp. 148-155). The
1 ;cspousc from the British Army was to justify the soldiers” actions, stating that they were
L ding to coming under fire. The resulting Widgery report, commissioned after a tribunal
jgation, exonerated the army while simultaneously implicating many of the victims in
British aftempis tocountes the PIRA cess. However, a fresh public inquest was granted in 1998. When the final report of this
d & led by Lord Saville, was published in 2010, it fully exonerated all of the victims from

1

When the British soldiers arrived in Northern Ireland in 1969,° the Catholic minority e
welcomed them, as they were seen as potential protection against loyalist mobs, Byt th{

ngdoing (Saville, Hoyt and Toohey, 2010). It in turn placed sole responsibility for the
ies at the hands of the army. This led Prime Minister David Cameron in 2010 to state that
tionship soon soured. Three core operations and events can be strongly linked to this sy ths on Bloody Sunday were “unjust and unjustifiable’ (BBC, n.d.).
The Falls Curfew (1970), Operation Demetrius/internment without trial (1971) and B
Sunday (1972).

In mid-1970, there was growing violence and tensions in Belfast. In light of this, the
Army carried out a search for weapons within the Falls Road on July 3. Rioters throwl'ng{

petrol bombs and other missiles met them after their first search. In turn, they responde

a

Provisional response

) of the above ‘interventions’ was ostensibly justified as methods of bringing peace to the
s, Yet, cach served to strengthen the perceived legitimacy of the Provisionals, who utilised
the deployment of CS gas. What started as a riot soon turned into a gun battle between| recruitment tools (Gill and Horgan, 2013). They portrayed the nationalist minority of
OIRA and the British Army. With this surge in violence, the Army imposed a 36-hour gy thern [reland as the victims of inhumane treatment at the hands of the security forces. These
on the Falls Road arca. During this, house-to-house scarches were carried out in this p {other actions were used to validate their continued terrorist activity.
nantly Catholic area. As the searches continued, the soldiers were engaged in recurrent 3y mid-1972, they were attempting to portray themselves as peace-seekers. They offered to
with both the OTRA and PIRA. The curfew was finally brought to a close on July

women and children from the surrounding areas marched into the cordoned area with;
for the locals. Over the threc days of the Falls Curfew, the Army killed a total of four civil

This included one who was run over by a heavily armoured car (Moloney, 2002).

end all paramilitary operations if Prime Minister William Whitelaw would agree to mect
hem. However, in order for these talks to take place, they demanded that all republican
ers be granted political status, an independent (non-political) witness to be present in
talks, the meetings were to take place away from Stormont, there were to be no restrictions
By the middle of 1971, the PIRA bombing campaign of Belfast city centre was in full f the team selected by the Provisionals and that it should include the detained Gerry Adams.
ge demands were all, eventually, met. With this, the PIR A announced a cessation of violence
e June 26, 1972. The negotiating team the Provisionals had brought together was one that

nted both the old leadership and the new membership coming through. In the talks, the

snipers were regularly targeting soldiers and the paramilitaries were growing in strengt
January to August of 1971, there had been over 300 explosions and 320 shooting ineide
across Northern Ireland (Taylor, 1997, pp. 91-92). This rise in violence led to calls for
political and security responses. As a result, internment without trial was introduced in
1971, under Section 12 of the Northern Ireland Special Powers Act (McCleery, 2015). 1)
its initial deployment on August 9 and 10, a total of 342 people were arrested and interned:

onals’ demands were significant. They called for a declaration of intent from the British
withdraw troops from Northern Ireland by January 1975, an amnesty for political prisoners
drccognition of the right of the people of Treland to act as a unit to decide the future of the
nd (Bishop and Mallie, 1987, pp. 176-179).

Just 48 hours after the talks had ended, the truce was over. The PIR A believed that the British
My had broken their part of the truce. In response on July 21, the Provos detonated over 20
i8S across Belfast. In total, nine people were killed and 130 were injured. While two of the
#were soldiers, a further five were civilians. The bombings took place across less than two

the end of the internment policy in December, close to 2,000 people had been detained:
these, the vast majority were Catholic/R epublican. The introduction of internment was OStl
sibly brought forward to bring about peace in Northern Ireland. However, it resulted
future intensification of paramilitary violence and civilian-led rioting and protests. While
paramilitary members were incarcerated, it also saw a significant number of nnocent ci
Sand left the security forces completely stretched. So brutal was the day of attacks that in
on the 30th anniversary of what is now known as ‘Bloody Friday, the PIR A issucd an
BY (see CAIN Web Scrvice, 2002).

v ¢ majority of the PIRA campaign took place in Northern Ireland. However, their vio-
While the campaign was still fighting for their original demands, they now also campaiss N 31.50 stretched across the Irish Sea. While the OTR A had bombed Aldershot in 1972, it was
against the continuation of internment. On January 30, a crowd of around 10,000 gathered ° I_ltl.l March 1973 that PIR A activities first ventured across to England with four car bombs
Derry for an anti-internment march organised by NICR A. This was at a time when all par ; Filll London in one single operation. Two were defused. However, the remaining two, one
and marches were banned. The Army had cordoned off parts of the original route. They # Se the Old Bailey, exploded, killing one and injuring 180 others. The active service unit

imprisoned under suspicion of paramilitary engagement. With the introduction of intet
the paramilitary violence intensified. The fatal targeting of soldicrs, police officers, loyalist
militaries and civilians significantly escalated from August onwards (English, 2003, p- 141

Parallel to the rise of PIRA violence, the civil rights movement was growing in st
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(ASU) responsible for these bombings included two young sisters, Marian and Dy
and the future Junior Minister in the Northern Ireland Assembly, Gerry Kelly. This at:; ‘.:
spark the start of an extended campaign of violence in England. Targets ranged from 3 b Ky
ing servicemen and their families to the bombings of pubs in Guildford and Birmingy,,
notorious of the PIRA ASUs in Britain was a group retrospectively known g th 3.
Street Gang. The team comprised of Joe O'Connell, Eddie Butler, Harry Duggan
O’Doherty. However, their membership was constantly shifting. Their aim was to
amongst the British establishment. In autumn of 1974, they started to strike targets
pubs frequented by soldiers and institutions symbolic to the British establishmen;
The Balcombe Street Gang serves as an illustration of the organisation of the PIR.

gencm ‘

units. Each member had a strictly defined role. O’Connell was in charge of gathey
ligence, plotting the mission and assembling the bombs. Duggan planted the bonyls
O’Doherty was lookout. For his part, Butler was a ‘spare’ man who stayed in the bag!
until needed (Bishop and Mallie, 1987, pp. 201-203). This England bombing campaign
continue intermittently until the 1990s. The targets and purposes of their attacks ranged
the targeting of the political establishment with the Brighton bombing of 1984 ¢ the
of a ceasefire with the targeting bombing of Canary Wharf in 1996, The England fpy
campaign also serves as a noteworthy illustration of a strategic shift in the late 1970s, It w.
that the group reorganised from their traditional military structure to a more cell-based
Within this new structure, each cell was theoretically isolated from the larger o
designed so as not to compromisc the wider group if arrested. A number of cells were pl

across Britain, waiting for the order or the opportunity to carry out their attacks.

The ‘Long War’

In the initial years of the Troubles, it was the stated aim of the leadership of the Provision;
bring about a swift military victory over the British. The political and security forces ofth
likewise believed that they would be able to bring about an end to the PIRA without m
endeavour. By the mid-1970s, it was clear that neither were going to have their wish g
It was within this context that both sides cntered secret mectings in 1974 leading to the !
PIRA ceasefire. These meetings turned into negotiations, which the PIRA negotiating
believed were Icading to British ‘withdrawal’® As the process continued without any reso
it became clear to the leadership, and the wider movement, that the British had no intént
of leaving Northern Ircland. Resultantly, the ceasefire and talks were brought to a close/d
a resumption of violence. The failure of these negotiations can be seen as the beginning of
end of the old-guard Southern leadership and the beginning of the Northern dominatce off
‘young Turks’led by Gerry Adams, Martin McGuinness and others (Morrison, 2014a).
This gradual change of leadership was facilitated by a parallel strategic and organisation
shift in the movement in the mid to late *70s. In the early years, the movement was being
from Dublin. However, as the paramilitary campaign intensified, there were calls for structl
change (McKearney, 2011, p. 141). Resultantly, the PIRA was divided into the Northepfl ‘
Southern Commands. The Northern Command was in charge of ‘war-zone’ related ac! -~‘3
namely the planning and execution of operations. The Southern Command provided 10, gist
support to sustain the campaign. This included the hosting of training camps, bomb factort
and quartermaster duties. This operational change brought further prominence to the groWE
influence of the Northern leadership. .
With no immediate end to the armed campaign in sight, the PIR A leadership ﬂdOPted
long war’ strategy (McKearney, 2011). No longer were the Provos aiming for a speedy f

330

(&

The Provisional Irish Republican Army

4 that they were now going to partake a ‘war of attrition’ so as to bring about a
o the British people for withdrawal of their troops. In turn, they wished to make
nd ﬁoml. ,d ungovernable and economically unviable, The military activities were to be
hert 5 ,‘", mrcrkn;ui(.)nnl and national publicity campaign designed to gain support for the
y cdoblz/ﬁ‘;lct. It was under this new doctrine, much of which was designed from within the
¢

( Moloney, 2002: Morrison, 2014b), that the terrorist campaign was sustained until
se€ .

, 1990s.

Prisoners

¢ the history of Irish republicanism, prisoners have held a revered position. They
d as sacrificing their lives for ‘the cause.” In the midst of the Troubles, this life sac-
' took on A more literal meaning. In 1976, the Brmvsh government w1thdrew the Spec1al
Status for all paramilitary prisoners. As a reaction to no longer being recognised as
prisoners, PIRA and INLA prisoners went on the ‘blanket protest, refusing to wear
niforms. In its place they wrapped themselves in prison blankets. In 1978, their protest
d to incorporate a ‘no wash’ protest, in response to reported attacks by prison officers on
leaving their cells to wash. In protest, prisoners refused to ‘slop out, instead covering
oIl walls with excrement. .

Wwith little to no progress being made in having their demands met in 1_980, chen prison-
led by Brendan ‘Darky’ Hughes, engaged in a simultaneous hunger strike. Their delvm.nds
3 or the right to wear civilian clothes; exemption from prison work; freedom of association;
v.‘.. ation of their own leisure activities; and the restoration of remission. After 53 days, with a
of strikers close to death, they called off their protest. They had been misled that Prime
ister Margaret Thatcher had agreed to meet their demands. Resultantly, a second hunger
o was called on March 1, 1981, led by Bobby Sands. For the purpose of maintaining pres-
on the British government, the strikes were staggered. A new hunger striker was to join
b week until demands were met. The early days of the strike failed to garner much support
dhe prisoners. This all changed with the death of Frank Maguire MP. As a result of Maguire’s
th, a by-clection was held to fill his vacant Fermanagh and South Tyrone seat. Sands stood

‘ :‘n“

W

lbr the seat on an anti H-Block” platform. On April 9 he was elected, defeating Ulster Unionist

date Harry West.
¢ clection raised hope among the republican communities that a resolution to the

unger strikes would be found. However, Thatcher refused to grant political status. In her

words, ‘crime is crime is crime, it is not political’ (Coogan, 2000, p. 493). On May 5, on the
66

day of his strike, Bobby Sands MP passed away. The British government’s reaction was
at e was 2 criminal who had chosen to take his own life. In the two weeks that followed,

tiree more hunger strikers, Francis Hughes, Raymond McCreesh and Patsy O’Hara, died.

e staggered deaths insurcd that their protest remained within the public consciousness.
This led 1o increasing pressure, both nationally and internationally, on the Thatcher govern-
it The swell of positive sentiment directed towards the strikers led to further clectoral.
the strike continued, there were a number of interventions by representatives of the
olic Church to bring an end to the strikes, and from the strikers’ families secking medi-
Hntervention. By October 3, the strike ended. In total, ten PIRA and INLA prisoners
St their lives; from Bobby Sands on May 5 to Michael Devine on August 20. Three days
81 the strikes ended, the Secretary of State for Northern Ireland, James Prior, announced
Ml concessions to the prisoners’ five demands, with only the demand not to do prison

i
]
v

Unmet,
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Peace process and politicisation oss? However, it is widely believed that the end of the ceasefire came due to internal

pro i the membership of the Provisionals directed towards the leadership of Adams and
in the

e s (M()rriSU"- 20_] 4a). . ‘ .
vdw resumption of the armed campaign, the PIRA resumed their attacks in England,
o multiple bombs in London and Manchester in 1996. On June 7, 1996, their vio-
ipwsd south of the border. During a post-office robbery in Adare, County Limerick,
of the provisionals shot dead Detective Garda Jerry f\flc(labc, an act that lost them
¢ sympathy they had amongst the general population of the Republic. This continued
with the targeting of RUC, British Army and civilian targets across Northern Ireland.
er on July 19, 1997, the Provos declared a restoration of the 1994 ceascefire (IRA, 1997).
ese a ved the way for the PIR A and Sinn Fein’s acceptance of the Mitchell Principles and the
te signing of the Belfast/Good Friday Agreement in 1998.
L« Mitchell Principles are a set of ground rules put forward by Senator Mitchell and agreed
orthern Irish political parties and the British and Irish governments. Central to the
s was the statement that all of those engaging in talks gave a commitment to ‘demo-
b and exclusively peaceful means of resolving political issues’ (Taylor, 1997, pp. 351-352).In
for Sinn Fein to sign up to the Mitchell Principles, the PIRA convened a General Army
tion in October 1997, Although hotly contested, the proposal to accept the Mitchell
o5 Was accepted. However, in the aftermath of this Convention, leading members of the
Bee: ing and Quartermaster Departments exited to form their own autonomous paramili-
force, the Real IRA (RIR A).This was reminiscent in the split in the aftermath of the 1986
tion with the formation of the Continuity IRA (CIR A). Both of these violent dissident
iongside Oglaigh na hEireann (ONH), Republican Action Against Drugs (RAAD) and
have continued their paramilitary activity in spite of the peace process (sce Morrison and
2016; Horgan and Morrison, 2011).
er 29 years of violence, the Good Friday/Belfast Agreement was the major political break-
that laid the foundation for peace. The document was agreed by most of the major par-
Lt was then put to a referendum both north and south of the border. In Northern Ireland,
1% of the voters, and 94.39% in the Republic, voted for the acceptance of the document.The
seement includes a legal agreement between the British and Irish governments and a broader
iiﬂ agreement between the Northern Irish political parties and the two governments.
ere is an acknowledgement that Northern Ireland will remain part of the United Kingdom
il the majority of the people of Northern Ireland wish otherwise. But most relevant for the
PIRA, and other paramilitary groups, signing the Agreement conunitted participants ‘to exclu-
fly democratic and peaceful means of resolving differences on political issues.” For their part,

The success of the hunger strikes to gain national and international reCoOgnitiog, ae
clectoral success, led the leadership to re-assess their strategies. As a result, by 1908"6- 1§
officially adopting a dual political and paramilitary campaign, with the Armaliges ; g
and the ballot box in the other (Taylor, 1997, pp. 281-282). At the Sinn Feiy Atglg
PIRA General Army Convention of 1986, it was voted that elected candidates COlllci X

scats in the Irish parliament in Dail Eircann. However, unlike the leadership of Gouldt
- (A

would still refuse to take their seats in Westminster or Stormont. Importantly, they also vt
to retain the ‘armed struggle.! oF
The late '80s saw a return of the England bombing campaign. The most letha] of th
was the 1989 Deal Barracks bombing, which resulted in the deaths of 11 bandsnyap .
Royal Marines Band Service. On Remembrance Day, November 8, 1987, using Libyan?
11 people were killed, with over 60 injured during a Remembrance Sunday Colllmcxi |
at the cenotaph in Enniskillen, County Fermanagh. Of the causalities, many were p :
At the dawn of the "90s, the PIRA launched their ‘human proxy bomb’ tactic, This
individuals being forced to drive explosive-laden vehicles to British military sites, Upon X
at the target, the explosives were detonated remotely. On October 24, 1990, proxy bo
geted three separate British Army outposts. In Coshquin, Cloghoge and Omagh, a tota] of \
people were killed and 14 were injured. The Provos used people accused of collaborating
the security forces as their ‘drivers. This tactic caused outrage in the Catholic and natiy
communities (Bloom and Horgan, 2008),
It scemed like there was no end to the violence in sight. However, behind the scenes mig
were being made to bring an end to the armed campaign. In 1988 John Hume, the lead
the Social Democratic and Labour Party (SDLP), began a series of secret discussions w’i
Sinn Fein president, Gerry Adais. It was Hume’s belief that the peace would only come
Northern Ireland if the PIR A could be persuaded to promote their agenda exclusively o
their political wing. He believed that the British government were now prepared to e 0|
over the future of Northern Ireland from a position of neutrality. Involved within this was
acceptance of the principle that the onus was on the people of Northern Ireland to
consensus of the country’s future. In April 1993, Humne and Adams relcased a statement arg
ing that the self-determination was the right of the Irish people as a whole (BBC, 1993):
marked a significant stepping-stone that moved the conflict away from terrorism and owit
political negotiations.
In December 1993, the UK. Prime Minister John Major and Irish Taoiseach Albert Re ,’ :
published the Joint Declaration on Peace.'” Central to this declaration was the British denou
ment of any ‘selfish strategic or economic’ interests in Northern Ireland (British and I
Governments, 1993). Despite opposition from the members of the unionist political parties,
table was set for the establishment of negotiations. On August 31, 1994, the PIR A announ
a ceasefire, during which significant progress was made, but not without its setbacks. Fi
1995 saw the publication of the Framework Documents dealing with the establishment of N
South institutions and the development of a single-chamber Northern Irish Assembly

by proportional representation (British and Trish Governments, 1995). The eatly to mid

British and Irish governments gave a commitment to the early release of prisoners scrvicing

kentences in connection with paramilitary activities.

With the Belfast Agreement, and the subsequent St. Andrews Agreement (British and Irish

Governments, 2006), now in place, and the PIRA placing their arms beyond use (IRA, 2002),

Northern Ireland is largely at peace. The PIRA is no longer waging a war against ‘British

cupation. [n fact, some of their leading members are now shaking hands with the Queen of
g}gnd, a once-viable target (Greensdale, 2012). The road to peace has brought them from the

ter of close to 2,000 people to having their political wing in a power-sharing government
also saw the development of U.S. political assistance and mediation in the peace process, ! REOP & p & I &8

A thcir ﬁ)n“cr 'ldV‘ AT ~ n - e H 1 ) } b} = > N
g B g . 1 adversaries. the Democratic Unionist Party (DUP). However, this road to
marked by the appointment of Scnator George Mitchell as the United States Special Bl liticis, TR SO y ( )
& . : : . . q W : tion has come with violence, criminality and controversy. In late 2004 and early 2005,
or Northern Ireland. Ultimately this cessation was not to remain permanent. [t ended :

dthe Northern B P ; «rt McCartney
the bombing of Canary Wharf in February 1996. The Provos declared that the British ¢ orthern Bank robbery (Glendinning, 2008) and the murder of Robert McCartaey

o : . artney, 2007), it was clear that some members of the PIRA were still involved in crimi-
Minister and unionist politicians had failed to rise ‘to the challenge’ of enhancing a ‘democt lity and vioil ) . o ) : , .
7 vigilantism. Similar accusations have been made in relation to the continuation of
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CONCEPTUALISING
COUNTERTERRORISM

Ronald Crelinsten

[ suppose it is tempting, if the only tool you have is a hammer, to treat everything

as if it were a nail.
(Abraham Maslow 1966, p. 15)

Introduction

war on (error that emerged in the wake of the 9/11 terrorist attacks and later morphed into
ar against the Islamic State group (IS) has faced challenges and created problems across a
range of policy domains: international humanitarian law and the laws of war; criminal jus-
and the rule of law; international diplomacy; development programs in post-conflict socie-
nd transitional states; harmonization of social and cultural policy among allics; free trade
open borders; banking, international finance, aviation and tourism; migration; and resource
ment and environmental policy. The wide range of issues where threats to democratic

vacy (Parenti 2003); data mining; limits on freedom of expression and assembly; restriction
pious symbols; regulation of charitable organizations and giving; and border, visa, immi-
lion, and refugee controls; starkly demonstrates the pervasive impact of this global counter-
sm (CT) effort. The way in which its impact has rippled so far and wide highlights how
iplex and multifaceted CT has become in today’s world.

tis now widely recognized that CT policy can no longer remain compartmentalized
olie or two policy areas, but must be coordinated across a wide array of policy domains
nsten 2009; van Dongen 2010). This has come to be called the “comprehensive”,
hole-of-government”, or “whole-of-nation” approach. Yet it is not always casy to clearly
""’ one policy domain from another, since action in one area often affects other arecas.
areas between domains complicate the overall picture and can pose daunting chal-
85 most often related to a need to balance different and often competing values and goals
Elinsten 1998, 2009). A comprehensive approach involves multiple levels of government
450ciety: subnational, national, international, transnational; state and non-state actors. Here,
% h]urry boundaries between “inside” and “outside™, domestic and foreign, and public and
Yate, complicate matters further.
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CT is most often linked with “hard power” — intelligence, law, p()li(?il)g‘ and mjf; ; gerrorist organization and providing material support for terrorism, such as money,
; 1y £

or techni
f speech offences has also increased. U.N. Security Council resolution 1624

v ; o £ By . in 10 . .
— but it increasingly makes use of “soft power” — political, social, and CConom;e cal expertise, and recruitment.

cOn nw; TalLbl
al in creation ©

Meuiber States to take steps auned at prohibiting by law and preventing icite-

well as broader policy areas dealing with the environment, development, crigie

migration, and humanitarian intervention.

? s for
. . . - 3 -czl”> 1 . . . =
Conspiracy theorists often imbue government efforts at coordination acyogs sep 15) conymit LCITOTist acts. Glorification of terrorism has become an offence in several
g - o . SCparate (0 :
domains with nefarious intent. Honest efforts to achieve a whole-of-governn 3 N 5 such as the UK and Spain.
€5y

1¢NE LlpprOaCh

unique probley
by democracies in fighting terrorism, and the costs to democratic values and governan
< Ce

unintended consequences that feed such theorics. Many have recognized the al justice model relies on a complex bureaucracy with strict rules of govern-

crimin sl ; : ..
~ 4 many interacting institutions, with their own traditions, culture, and language. 1t
g and 1

n
slow @ - ’ X :
justice model can achieve some lmportant goals in terms of deterrence, retri-

arise in areas such as human rights, openness, accountability, legitimacy, and public trust in d ponderous, with appeals stretching the process out for years. While the
ment (Barber 2003; Bhoumik 2004; Bianchi & Keller 2008; Bowyer Bell 1978, Cox,
Newman 2009; Crelinsten 1989, 1998; R cinares 2000; Schmid & Crelinsten 1993; Weinba
Wilkinson 1977).

As a whole-of-government approach becomes the new normal, institutiony]

. ducation, incapacitation, and rehabilitation, these benefits are largely dependent
; };OW the system is used, how fair it is seen to be used by others, and how committed
',-”. uals are to terrorist violence either as a means to other goals or as an end in itself.
bureaucratic organization, information flows, and coordination and interopembility Present \

challenges. The same can be said for a whole-of-nation approach that involyes part
and cooperation among government, the private sector, civil society, NGOs, and intepns i
organizations. ) s war model treats terrorism as if it were an act of war or msurgency. Because wars are

The war model

CT can take a variety of forms, some of which will be surveyed in this chapter. Each g lly fought between states, countering terrorism within a war model implies that the

conceives of terrorism differently, though there is some overlap. Some are more traditional: ogly orist group represents the equivalent of a state. Treating terrorism as war therefore tends
not.As suggested by Abraham Maslow’s quote above, the tools that a particular CT approach yse _dit the terrorist with the status of equal partner in a zero-sum conflict. This is why
2 W terrorist groups use the word “army” in their names. IS even presents itself as a func-

: .*r. state (al-Tamimi 2015).
Although the central element of the war model is the use of maximal force designed to

often reflect a particular conception of terrorism and the threat it poses. Those responsible for
tering terrorism must therefore broaden their toolboxes so as to avoid narrow, truncated co
of the terrorist threat or exaggerated depictions of the threat as existential or evil incarnate, B
limit policy options and undermine effectiveness, legitimacy, and democratic acceptability, If ower the enemy, the conduct of war does not occur in a legal vacuum. The laws of war
rors the violence of the terrorist, it can be considered terrorism itself — just as freedom fighting ¢
In a world where boundaries are blurring between internal and external sccurity, international he 1949 Geneva Conventions represent a kind of trade-off that legitimizes killing or deten-
nwithout trial in time of war, as long as it is directed at overpowering an enemy combat-

down rules for how wars should be fought and how non-combatants should be treated.

domestic jurisdictions, and state and non-state actors, it is important to cast our cyes wide in dt
oping an effective approach to CT that can apply across a broad varicty of policy domains, he trade-off is that once a combatant is captured and disarmed, or gives up and abandons
democratic valucs, and outlive the electoral horizon of individual governments. ' fight, s/he must be accorded humane treatment, protection, and care (Rona 2005, p. 164).
In 2 war model of CT, success tends to be defined in terims of victory or defeat (Angstrom &
Varieti i vesteyn 2007). A “war on terror” only ends when the terrorist enemy is defeated. If the strug-
arieties of counterterrorism ) g _—
512 protracted one, even spanning generations, then CT efforts must be maintained as long as a
te of war exists. This has led some to argue that we are engaged in a “long war” or even a “never-
ding” war with Islamist terrorisn (Harris 2002; Hironaka 2005; Podhoretz 2007; Wittes 2008; but
Danner 2005).

The war model is considered by many to be quick, effective, and ideally-suited to the new

Coercive counterterrorism
The criminal justice model

A criminal justice approach treats terrorism as crinie. If one considers the most conimon

ist tactics, such as kidnapping, assassination, bombing, and armed attacks, the ¢nd result is usiah of threat posed by decentralized, ideologically-driven terrorist networks whose adher-

the infliction of injury or loss of life on persons, or the destruction of property, all of whichi re not deterred by traditional criminal justice or contained by traditional military power.

universally proscribed in the criminal law of all nations. Places great value on the remarkable things that science and technology can achieve: remote

Treating terrorism as ordinary crime, not as a special offence requiring special pro Xsing, satellite imagery, spy drones, missile technology, smart bombs, facial recognition and
oth biometrics. The idea that a nation’s military can watch, listen, record, and track anyone or
Ng anywhere in the world (Zachary 2007) and strike at will with guided, pilotless attack

or space-based weaponry, is the ultimate individualized war model, designed to fight

or punishments, performs a delegitimization function. By criminalizing the acts that te
commit, emphasis is placed on their criminal nature and not on their political or ideol
motive (Crelinsten, Laberge-Altmejd & Szabo 1978). 1 ;

All this changed after 11 Septcmber, 2001. Many Western countries created special erft dtomized, dispersed enemy rather than the traditional hostile state or terrorist group. The
ist offences after the 9/11 attacks: the US and Canada in 2001; Australia and Norway i » "_‘1 CT effort now routinely makes use of intelligence-led drone strikes and targeted assas-
and Sweden in 2003 (UK. Foreign and Commonwealth Office 2005). In many of these flons (Aslam 2011; Becker & Shane 2012; Harris 2012; Junod 2012; UNOHCHR 2010).
1ces € war model carries a high risk of unintended consequences that can escalate violence, under-

tt

offences, motive became a central element of the legal definition of terrorism. Offer

included committing terrorist acts or conumitting acts for terrorist purposes, as well as e legitimacy of governments that use it, or pull governments along a dangerous path to
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anti-democratic governance (Crelinsten 2009; Parker 2007). Despite these risks, the war 1, odd
be a usefil tool in an overall CT strategy. As in just war theory, the use of force can be j "
under certain strice conditions (Elshtain 2003; Robinson 2003; Walzer 1977). It must be disers o
proportionate, declured by a proper authority, used for a justifiable cause, with just intcnu‘oln-
outweigh the evil of the means used by the good of the ends sought, have a high probabiliy ol
cess, cnjoy public support, and be used only as a last resort, when all other means have beey p‘ k

w0 of the most powerful beliefs that bind individual members to a terrorist group are the
., hat once violence has been committed, you can'’t go back, and the idea that the group is
- only place where a sense of identity, belonging, importance, or existential meaning can be
fipved. Laws can provide reduced sentences for those who cooperate with authoritics, or offer
for renouncing violence. Official assurances that exit from the group is always possible,
i that those who cooperate and who renounce violence can be accepted back into society,
‘ ' , 1d help to prevent certain individuals from remaining trapped in the self-contained world of
Proactive couitlerteriorisii - rrorist (Crelinsten & Schimid 1993).

o chological, material, and economic concerns that make individuals vulnerable to recruit-
1t can be addressed by creating alternative incentive structures for people to move away from
$racing violence and terrorism. Talking to one’s enemies and their constituencies, though
‘ emﬂ to many governments, can serve an important function in challenging, and perhaps
Aing undesired perceptions whose very existence can be missed in the absence of dialogue
J exchange of views (Atran 2010; Goerzig 2010; Perry 2010). Counterradicalization efforts
ed at potential recruits and communities at risk, and deradicalization efforts aimed at cur-
or imprisoned members, are central to preventing undesired perceptions and belief systems
o & Horgan 2008; Horgan 2009; Kessels 2010; Neumann 2011; Satloff 2004).

A central element in persuasive CT is the maintenance of public trust and confidence in
wernment. Public education about the nature and extent of the terrorist threat, as well as the
aits and feasibility of policy options, can help to promote public understanding both before
Jafter a terrorist attack.

The intellivence model
<

Tn a proactive approach, intelligence becomes central to any CT effort (Gill & Phythian 20
proactive policing and security intelligence, information is not gathered for evidentiary pury
but for intelligence purposes. The ultimate goal is not necessarily criminal prosecution. Instey
ooal of intelligence operations is to learn more about what the targets are up to. The denan
information-gathering can therefore conflict with those of eriminal investigation and dye pi:;(l o

Proactive CT s therefore a double-edged sword. It can nip a burgeoning threat in the Jy Wl o
destabilize a terrorist network enough so that its operatives cannot move from the planning g
and go operational. On the other hand, it can permanently erase any chance of learning mo b
the enemy’s plans or to identify and apprehend those who have not yet appeared on the radarsep )

The intelligence model of CT has led to massive surveillance of a wide swath ofij;ldj_’\’/ dus
als and detention without trial of citizens as well as vesident aliens. Much of the dcbate“j e
September 11 surrounding CT efforts in the area of surveillance relates to how wide tLg i
should be cast and whether profiling of specific target groups is justified or acceptable.

Two opposing concerns underlie honest efforts to address both security concerns and congelig Wile condening the terrorism itself, can help to promote the idea that terrorism is unaceep-
about democratic acceptability. On one hand, a fear of false negatives (failure to detect a threat)idi e in democratic society, while minimizing the risk of public calls, fuelled by insecurity and
lead to widening the surveillance net as much as possible, thereby rumning the risk of infringingi
civil liberties of those targeted and, ultimately, facilitating the commission of human rights
by control agents. Ou the other hand, a fear of false positives (targeting innocent individuals,
sations, or communities) can lead to the imposition of onerous judicial restrictions upon intell
gathering, the creation of oversight committees with political agendas, and the creation o
clauses on anti-terrorism legislation that activate at inappropriate times, thereby running the 1t

) F: . M2t gy S W I e i " 5 o
pomoting public awareness without fuelling insecurity, apathy, or intolerance and hate is an

Winings by politicians and security experts about the dangers of radicalization or the risk of
st attack can create a kind of learned helplessness in the face of scemingly inevitable
Wintophe. As the rule of law and individual rights are increasingly whittled away in the name
diincreased security, many citizens simply accept the fact that their rights have to be sacrificed
{Guarino 2013).
attenuating the effectiveness of intelligence-gathering operations, Ihe challenge is to prevent the legitimation of terrorists and terrorism without resorting to
' ,, A‘(})ﬁl'ship, ntimidation, or outright repression. The controversies surrounding WikilLeaks, the E'inl
Persuasive counterterrorism 1’;m]1 punishment of Private Chelsea (formerly Bradley) Manning, and the Edward Snowden
Thet comerarscation wode] Jell suggest that transparency and accountability have become a casualty of the war on terror.
All response options convey information of some sort to different audiences; they are’
sive and symbolic as well as instrumental. The particular messages that are actually rec
a particular audience may not be what the sender intended to convey. This lends an 1
complexity to CT and can lead to unintended consequences. It is therefore important to
stand the different kinds of messages, audiences, and communicative pathways involved i
complex web of terrorist-counterterrorist interaction (Crelinsten 1987a, b).
Persuasive CT can try to promote desired perceptions among individual memb
organizations, their sympathizers, and their foreign supporters, such as the message
ism is counterproductive and that other means are more useful to achieve their goals:
narratives that foster cross—culeural and inter-ethnic understanding can undermine those &
of terrorist propaganda and ideology that promulgate hatred and demonize particular 8F

“cnemies” (Crelinsten & Ozkut 2000).

Defensive counterterrorism
Prevention (before an attack)
The preventive model

feare three primary means of prevention.

.m‘rgct hardening aims to make potential targets less attractive or more difficult to attack.

Un':dltlonally focused on important people (e.g.,VIPs, government officials) and important

w 'f,',‘a 1;,(:\:::‘11:1}«:.:1( bm’ldmgs..mlhtalfy bases) a.t particular times (e.g., major sporting events,
wmits, special anniversaries). Making favoured targets less vulnerable to attack

terroric . s X
o tﬂortm to innovate and to find alternatives, tying up resources and planning, This often
arget substitution or displacement to softer targets. The hope is that deterring attacks

crs of ter
that te

>

366 367



Ronald Crelinsten Conceptualising counterterrorism

e MOIE cost-effective to prepare for a wide spectrum of risks (Abbott & Hetzel 2005,
n DC

121-2):

against obviously important targets can channel potential terrorists towards less damggs;
Ny o
costly forms of attack. 8ing o
Government and industry are often at odds over financing, training, effectiveness
ogy, responsibility for and timetables for implementation, and potential imp ;

The public health model

acts on o
Partnerships between government, industry, and other stakeholders are therefore ¢

though challenging (Bailes & Frommelt 2004; Chesterman & Fisher 2009), e arisih P“”i o . - i )
L1 well-being of citizens (Levy & Sidel 2002). Since the 9/11 attacks, public health, envi-

cularly mass-casualty terrorisny, has an impact on public health and the psycho-

The second aspect of prevention is critical infrastructure protection (CIP 3
A3 venti : ( ). While onis "l safety, and local emergency preparedness have all been incorporated into defensive
vary on what infrastructure is critical, the areas of energy, transportation, ndustry, cay sental 7
)

trengthening public health systems creates an infrastructure that can respond efficiently

fectively :
il accident, an environmental disaster, or an intentional release of a pathogen or explo-
hpsili

tions, banking, and urban living are widely recognized as key sectors. Potential tyroar.. ) .

’ : & = ) . L targets to a whole range of threats, whether a discase like MERS, SARS, or swine flu, an
hydroelectric and nuclear facilities, oil and gas refineries and pipelines, telecommuypge

banks, airports, railways and bridges, urban transport, and shopping malls. 3 j -1 chemical. or bioloeical devi

Sy e & : i R iological, chemical, or biological device.

Most critical infrastructure 1s in the hands of the private scctor. Government regulag g of 2 radiolog g
often weak or non-existent, and industry resistance to any attempts to strengthen secyypsy N "
ok The psychosocial model

be intense, Therefore, the most important part of CIP is to identify fruitful points of in

tion where physical, structural, or procedural changes can be made that reduce the ]ikelih -t in social and psychological defences and the development of citizen resilience in the

attack, and to share this information across government departments and agencies, acrogs | L of terrorist threats has increased greatly in recent years (Butler, Morland & Leskin 2007).

of government, and with stakeholders in the private sector. terrot 10 terrorism is most directly felt by those who fear terrorist attack themselves because

The third prong of the preventive model is to track the movement of people, money, ecific threats, or because they belong to the same category of past victims. In the case of

and services in an effort to discover plots in the making and thwart them or to impede Feriminate, mass terrorism, the terror is much more widespread. Add to that the power of

preparation. Terrorists need food, shelter, training, weapons, explosives, safe houses, co

I

Vision, the Internet, and soctal media, and the psychological impact of terrorism can be quite

tions, travel documents, and financing. When these are not available or difficult to acquire sive and invasive. Chronic anxiety and stress about the threat of terrorism can be a serious

risk of terrorist attack drops. Border and passport controls, customs and immigration, 1in societies geared to expect that an attack is imminent or inevitable. It can even increase

:
determination, and the monitoring and regulation of the flow of people and goods in and gy 2 risk of cardiovascular disease (Holman et al. 2008). Promoting citizen resilience means prepar-

of a country as well as within its borders, can help identify and track potential terrorists an ypeople ahead of time and strengthening their capacity to cope with the stress, anxiety, and fear

plots they devise. The regulation of banking and moncy transfers can impede terrorist fina g particular kinds of terrorist attack provoke.This can help to take the terror out of terrorism.
which in turn can make the implementation of terrorist attacks more difficult (Bierstek )
Eckert 2007; Trinkunas & Giraldo 2007; Zarate 2013).

A . ‘ Long-term counterterrorism
Illegal arms sales, weapons smuggling, theft of poorly guarded materials, corruption, an

lusion to break sanctions or to circumvent tracking and monitoring efforts, or simply The development model
P]'Oﬁt s the expense ofconmde}rmg the impact of sales on future sec.urlty, all constitutcpg ;- Development issues and resource utilization can have social and political repercussions that go
impediments to reducing the likelihood that dangerous goods fall into terrorist hands. Terro r beyond purely economic concerns, and violence and terrorism often become part of the
uation (Duffield 2001, 2007; Keefer & Loayza 2008). Trade, foreign aid, and development
jects can undercut the ideological fuel that drives terrorist radicalization and recruitment in

world of haves and have-nots.

groups often engage in auxiliary criminal activity to support their terrorist activities, andthe
possibility that they could cooperate with transnational criminal organizations to procure w
onry or other material has long been a concern (Berdal & Serrano 2002, pp. 201-2).
. Land distribution and reform, environmental management, market regulation, and resource
Mitigation (response to an attack) amiction and commodification have become increasingly important ideological motors in areas
h' as WMD proliferation, anti-globalization movements, environmental activisim and protest, and
"—Western, anti-capitalist, and religious fundamentalist movements (Klare 2001; Le Billon 2008).

Capacity building in weak and conflict-riven states, including police and military training,

The natural disaster model

Moshe Dayan, Tsraeli Minister of Defence from 1967—1974, suggested that “terrorist incid :
e closely r al disasters than - ar” (cited i Bell 1978, p. 12 e ,
more closely resemble natural disasters than acts of war” (cited in Bowyer B p dicial reform, and strengthening democratic governance, can be another aspect of the devel-

‘rorist attac share ma ame cle 45 4 -al disaster: dead and wous . . . .
Terrorist attacks do share many of the same clements as any natural disast BNt model, where foreign aid and development are integrated into a long-term CT strategy

people; damaged or destroyed infrastructure; uncertainty about what may happen next; P& ashid 2008; Wright 2006)

fleeing in panic or rushing to the scene to help; an urgent need for rescue workers, ambulang
transportation routes to hospitals; and intense media coverage that may interfere with e s

) . . . The human security/human rights model
operations or creatc pressure on crisis managers and other authorities. Contingency plan ¥ 3

dth

established chains of command and communication networks, stockpiles of energency ki concept of human security reflects the view that international security cannot be
chie . ' o .
leved unless the peoples of the world are free from violent threats to their lives, their

plies, training of first responders, and strategics for dealing with victims, their families, an -
Y, or their rights. The focus of security is the individual, not the state.

media can all be arranged in advance. Such an “all-hazards” or “all-risks™ approach mean
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Promoting social and economic rights can reduce the inequitics that fuel rg The environmental protection model

tion and facilitate terrorist recruitment. Many of the U.N. conferences of the 19905
as those dealing with social development, women’s rights, population, and habigae, g . g :
+ 10cy, - ,cation-i"“] factors that drive global changes in climate, such as land use, pollution, and over-

explicitly on the need to strengthen legal regimes requiring States to protect diffepey, o : e A o ‘
I y £ £ reng Jojtation of resources, all have important implications for the broader socio-political climate
')

" Jhich terrorism develops. More than 60 nations, mostly developing countries, face a risk of
.bating tensions and conflicts over resources due to climate change, including the threat of

sances brought on by climate change, such as flooding, drought, wildfire, insects, and ocean

kets of rights.

The promotion of political and civil rights can clearly have an impact on the ALrICLiven e
the terrorist option. By giving voice to disenfranchised or oppressed groups, other Option
provided that make the terrorist option less compelling. When rights are fully entrenchgeg
institutionalized, and applied uniformly to all societal groups, not just to the majority, the e
violence becomes counterproductive. This was made painfully clear by events in Tunisiy, g,
and especially Syria, where the early optimism of the Arab Spring gave way to the rise ofy

Many international conventions on human rights single out education as a fund,
right and emphasize education as a vehicle for promoting democratic, pluralistic, and ang
values. Teaching methods that foster an understanding of the interdependence of humap |
and an appreciation of ethnic, linguistic, cultural, religious, and historical diversity can congy
to reducing the fear and cultivated ignorance that lie at the root of much hatred and vig
Support for extremist and terrorist groups }V()Uld become harder to sustain and TCCTUIt )¢
would become more difficult (Crelinsten & Ozkut 2000; Nelles 2003; U.N. News Centre 20

Education can also inform people of injustices and inequities around the world. Many s
refuge in the past or in the rigid authoritarianism of political or religious dogma. This is i

snmental refugees. Countries that are now at peace risk the emergence of conflict triggered
fie impact of climate change (Parry et al. 2007). The impact of climate change could also bring
srecedented reversals in poverty reduction, nutrition, health, and education (UNDP 2007).
";‘v‘,. warnings suggest that many long-term CT strategies arc vulnerable to being undermined
- me by the impact of climate change. Any long-term CT strategy should take this into
_ount (Fetzek & Mazo 2014; Mayer 2015; The White House 2015).

Conclusion

11

Democratic forms of government are not perfect. What makes them iperfect is that delicate
ees must be maintained between seemingly contradictory elements: loyalty and dissent
Palances g yalty )
i 2 5 (3 A 2, 38 -~ v 1 P u s e Y ~ g STy
s cibodied in the loyal opposition”; public representation and private conscience, whereby
¢d officials vote their private conscience and are judged by the electorate on their public

=3
—

p A = : aw, whern mdividual rights are enjoyed witdu . nes of the
critical chinking is more important than mere learning of issues and facts. The ability to diia jtcord; and freedom and law, whereby individual rights are enjoyed within the confines of the

iy and, when the Jaw is applied, the State’s monopoly on violence is exercised in deference to
e frcedom of others and the rights of the accused (Hampden-Turner 1981, pp. 200-203, Map
58/ Level 9).

All this makes CT more difficult. It cannot be merely reactive or coercive. Otherwise it

for oneself and to rescarch issues by collecting data from many sources is a good antidoteig
ideological fads or exclusionary, racist theories. Many educated terrorists come from the i e
sions, like engincering and medicine, including Mohammed Atta, the leader of the 9/11 |
ers. Few terrorists come from the humanities, where literature, history, and philosophy pi ) b ) ) o )
. el ST creating, a bunker mentality, triggering resentment and backlash that facilicates terrorist
e L e wgruitment, and missing the next new development. It must therefore be proactive, looking
dhead and trying to out-think the tervorise. T must also be persuasive, convincing terrorists
The gender model 1w abandon their destructive paths, and supporters and sympathizers to seek non-violent ways
The vast majority of terrorists are young men. The practice of sex selection, such as I8 :( hieve their goals. CT st thin‘k in thc. long tcrmA, even as it 21CFS m the short term to
ispond to attacks and outwit terrorist planning, financing, and targeting. It must go beyond
Asia. This means that many young men will never be able to find a mate, marry, or raise a ‘\"_'.'] gd n_li]'itary llpp-l‘()zldlCS o includ_e p _ol_iticnl, soc_ial, culeural, ‘md CC(.)ll()ll]_iC initiatives ;1i|ned-
ily, These “bare branches”, as the Chinese call them, are pesfect fodder for terrorist recriRe acindermining the viral spread of radicalizing and violence-glorifying ideas that fuel the use of
(Hudson & Den Boer 2004),

Studies have found that the more educated a woman becornes, the less children she hig
(Ainsworth, Beegle & Nyamete 1996). In the long term, then, the best antidote to the
branch problem would be the promotion of education and empowerment of women and g

particularly in those regions where the sex ratio significantly favours males.

wrorisnt in social and political life.

A traly comprehensive approach that recognizes the complete range of options and under-
wds when to use which,in what combination or order, and for how long, promises to be much
lore eftective than a reductionist approach focusing exclusively on a few options, remaining

Wind to a1l others.

In countries where the sex ratio may be more balanced than in Asia, but wormnen NG
denied access to education or the workforce, the bare branch problem is manifested diffe
Overpopulation and failing cconomies mean a lack of job opportunities for young men |
therefore a reduced likelihood of finding a mate and raising a family. 1dle, uucmpk)ycd YOURSS
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| ometimes released), they have provided little insight into our understanding of how or
d S

mdividua]s initially desist from terrorism. Finally, and perhaps most problematically, some
|

B rs
fchtff\
¢ intcr | -
Af course, no single chapter can address every issuc related to the study of de-radicalization

i

and media personnel continue to use the terms “de-radicalization” and “disengage-

40

TERRORIST DISENGAGEMENT
AND DE-RADICALIZATION

Kurt Braddock

changeably to describe desistance from terrorism,

Jdisengagement, so [ will not attempt to do so here. Instead, with this chapter, I seck only to
E idea synopsis of some of the most prominent topics related to these issues in two key ways.
. | will offer a definition for disengagement and ofter some of the reasons that it occurs
v::y individual and organizational levels. Following this, I will define de-radicalization and
yss several of its drivers. Although the concepts of disengagement and de-radicalization are
scly (and necessarily) associated, confusion about their meaning and the degree to which they
sed interchangeably demands their conceptual distinction. So, I will provide a brief synop-
fhow these two concepts differ and the implications of distinguishing them conceptually,
Juse other chapters in this volume address how practitioners have promoted disengagement
‘dc-mdicnlization from terrorism in risk-reduction initiatives that exist in a number of coun-
(sce Chapters 51 and 52 for example), I will not describe these initiatives here. Flowever,
ose the chapter, I will provide references to guide the motivated reader to readings that

Abu Ibrahim, who had recently converted to Islam and joined the ranks of the Islamic ¢ \nd upon these initiatives and other issues concerning disengagement and de-radicalization.

oxp

ate off
As a fust step, let us consider the concept of disengagement and some of its drivers.

Irag and Syria (ISIS), had second thoughts about his decision to join the group’s fight. “Som oft
the policies, such as the beheadings of non-combatants ... those things I didn’t agree witly? i
interview with CBS’ Clarissa Ward (2015), Ibrahim explained how he inidally souglt out. g
as an opportunity to live under strict Sharia law. As part of the group, he bore witness to man
of the group’s atrocities; he witnessed crucifixions, public stoning, and the other strict for
Tslamic law enforcement at the hands of the Hisbal, ISIS’s religious police. Ibrahim concé
“Tt’s harsh, i6’s real, but it’s the Sharia” (Tasch, 2015). -

Despite his initial acceptance of the group’s methods, Ibrahim grew dissatisfied. He beoun

Disengagement from terrorism

kengagement is a process through which an individual who is involved with terrorisin experi-
Nices o change in the role or function they serve whereby they participate in less violent activity
!l haps stopping altogether; Horgan, 2009a, p. 152). The most obvious form of disengagement
fom terrorist activity is an individual’s decision to leave a tervorist organization and stop engag-
to question the group’s policies, including the beheadings of Western journalists and o i in violent behavior on the organization’s behalf. Although this form of disengagement docs
non-combatants. Describing them as “innocent.” Ibrahim disagreed with the public execys seeur, it is important to note that discngagement does not necessarily require an individual’s
tions. Moreover, Ibrahim grew disenchanted with the group and his role within ic. He 1 wmplete departure of the group of which he is a part. It is possible for an individual to disen-
his family, he was bored, and he found his experiences with ISIS to be quite different thar wiee from terrorism while still supporting the terrorist group via other means.
expectattons. Though 1brahim had traveled to the Middle East to provide humanitarian assi 1 Many evaluations of terrorist disengagement have focused on the end of violent activity at
tance to the Syrian people, he claimed, “T wasn’t doing what T had initially come for” (Wa the individual level. However, there have been a number of instances in which an individual dis-
2015). Despite incredible danger, Abu Ibrahim left TSIS. If his judgments are correct, he isi angaged from terroris not of his/her own volition, but because of changes that have occurred
the first to do so, nor will he be the last. Ibrahim described some of his former comrades as arthe organizational level. Tn these cascs, changes to the terrorist group’s support, leadership, or

disillusioned, even scared. uategic direction have forced individual terrorists to stop partaking in violent behavior.,

Stories like those of Abu Ibrahim went understudied within the terrorism literature for idven the different precursors and outcomes respectively associated with disengagement

time. In spite of a more recent focus on that which has become known as “de-radicalizat tthe individual and organizational levels, it is critical for any discussion of disengagement to
among many terrorism researchers (see later in this chapter and other chapters in this adress both types. The following section describes drivers of individual-level disengagement,
umc), there remain a wide range of 1ssues that are misunderstood related to how individu ud provides illustrative examples for cach.
leave terrorisim.

One of the key problems associated with the study of desistance from terrorism relates t0 oUL
inability to understand and delineate the reasons how and why different individuals leave termois
ism behind. Abu Ibrahim left ISIS due to his disillusionment with the group’s practices and
draw of his past personal life; but there exist a variety of other personal, political, organization

or social reasons why individuals abandon terrorism in different contexts, Further confi

Individual-level drivers

Exhaustion

2 HI81gIng In terrorist activity is, by its very nature, a stressful endeavor. It requires its practition-
" . X - : ” s o R 9 3 " & ald, s ) B . . L
the issuc is the ongoing tocus on de-radicalization initiatives and their evaluation (¢.g- El Svl B0 largely abandon their former lives and dedicate their encrgy to not only carry out attacks,

2015; Horgan and Braddock, 2010; Striegher, 2013). Though the study of these ipitiativesid bu .

3 ~also to avoid being captured. The constant pressure associated with engaging in terrorism
AUEE L

been useful in illuminating how different countries treat terrorist offenders after they are ¢ ke a cumulative toll that can become so great as to motivate a terrorist to cither abandon
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violence as a practice (and perhaps move into a less stresstul role with the org dertake 2 variety of functions; recruitment, fundraising, and logistic support are three
ul

auization) N
the group entirely. r |

In an analysis of the factors promoting the disengagement of members of the [gal;
Brigades, Della Porta (2009) found fatigue and burn-out to be common themeg in

members’ life histories. Several former terrorists recounted the immense amoun of i
L1}

" les of non-violent jobs that members of a terrorist group may perform. Individuals
q1

= hift from violent to non-violent roles within terrorist organizations. Though the
an Tal be

boidual has not left the terrorist organization outright in these cases, he/she has disen-
J : )

from violent activity.

‘crvicws performed by Horgan (2009a, 2009b) have revealed that role changes within
L

encrgy they dedicated to the group’s cause, and for some, the relief that came with the
rorist organization can occur for a number of different reasons beyond the individual’s

ture. One former member described a daily routine in which he/she would neeg to
at 5 a.m. to perform a reconnaissance mission, remain busy in other group activities thro
the day, and sleep again only around 1 a.m. the following morning. This individug] ad
that upon his/her capture, one of his/her first thoughts was “thank goodness, more
Porta, 2009, p. 81).

This degree of exhaustion can weaken the resolve of even the most dedicated fiak
prompting them to put down their weapons for the sake of more peaceful activig
individuals may not abandon their radical beliefs, but instead support their causes i
that do not require them to exert such physical and mental energy.

ol, For instance, organizational staff shortages in support roles or temporary ceasefires may
,, , terrorist organization’s leadership to recall engaged fighters and assign them to non-
Slecp’ ent roles within the group. Individuals may also be forced out of violent roles within a ter-
<t organization as a form of reprimand or as a means for the group’ leadership to maintain
[lance on that individual. Horgan (2009a) cited an instance in which a former Provisional
Republican Army operations commander was removed from his post as punishment for
{oning an operation that brought unwanted public pressure on the IRA.
Active terrorists can also voluntarily stop engaging in violence to move to a non-violent
- within the organization. For example, in Horgan’s (2009b) interview with “Alan,” a former
aber of the Ulster Volunteer Force, the interviewee described how he became unconvinced
b violence would achieve the group’s goals. After being arrested and being exposed to other
walists in prison, Alan came to run a community support group to assist former prisoners re-
1’“. egrate 10 their communities. Alan disengaged from terrorism because of doubts associated

Changes in personal priorities and preferences

Most individuals who engage in terrorism have a personal life that extends beyond the boyy

rics of the groups of which they are a part. These individuals have friends, families, joBS .
other things that are personally important to them. Although terrorist organizations o with the efficacy of violence as a tactic, but he nonetheless seemed to maintain that his former
e of that tactic was legitimate. This example illustrates how an individual can abandon vio-

jence of his/her own volition, but nonetheless remain adherent to the ideology that supports

attempt to isolate their members such that these personal interests do not impinge on the ;
vidual’s capacity to function in support of the organizations, personal priorities can nonethelegs
loom large while an individual is engaged. Eventually, these other priorities can become sufs
ficiently important that the terrorist decides to end his/her engagement in violent activi

hat violence.

spend more time tending to interests unrelated to the terrorist organization. ” .
S 4 A i .- Arrest/imprisonment
For example, in his analysis of disengagement processes among racist, neo-Nazi, or oth
right-wing violent extremists, Bjergo (2009) found that many individuals decided to leave s One obvious way in which an individual may be forced to stop engaging in terrorist behav-
groups upon reflecting on how violent behavior takes away from other personal prospectst jor is through his/her removal from the battlefield at the hands of security forces. Terrorist
i : e
He also found that many former militants felt they were getting too old to engage in violent!
behavior. As they aged, they no longer felt the need for excitement that violent activity ga
them in their younger years. Extreme right-wingers were also cognizant of the fact that them

engagement in violent activity would disqualify them from certain career prospects they wished

ctivity is illegal by nature, and active terrorists run the constant risk of being apprchended,
imprisoncd, or killed by law enforcement personnel. When apprehended or imprisoned, the
ndividual is (obviously) unable to engage in terrorist behavior. However, as with the other
forms of disengagement outlined in this section, neither capture nor imprisonment (in and of
hemselves) are likely to dispossess an individual of the ideology that guided his/her former

to pursue.
[ ehavior
¢havior.

Though age-based preference changes and diminished job prospects were key disengage
ment factors, Bjorgo (2009) argued that the establishment of a family is one of the strongest
motivators for an individual to leave the terrorist groups of which they were a part. Get
significant other or having children “involve[s] establishing new bonds of loyalty and se in
ferent priorities” (p. 40). For groups in which complete loyalty and attention are required
individual, this creates a conflict in which that individual must ultimately choose betwee
group and his/her new personal affiliations. This often leads the individual to disengage
terrorism to focus on other, more personally relevant matters.

Consider, for example, the scores of incarcerated white supremacists who maintain their
EIi.efs through membership in ideologically based gangs in prison (e.g., Goldman, 2014). These
d}'Viduals are effectively disengaged; they are unable to participate in violent extremist behav-
orduc to their imprisonment. However, their incarceration does not temper their dedication
Withe white supremacist beliefs that advocate the behavior in which they engaged before they
Werc jailed. Worse, imprisonment can exacerbate an individual’s ideological extremism under
'e'ffﬂin conditions (Cilluffo, Cardash, and Whitchead, 2007; Goldman, 2014; Neumann, 2010).
O example, individuals who are uncertain about their futures are likely to seek out cohesive
PPS in prison that provide them with a sense of structure (Hogg, Sherman, Dierselhuis,
gter, and Moffitt, 2007) thus making them prime targets for continued radicalization by
emist groups. Although incarceration removes the threat for violence a terrorist poses, it

Changing roles

Although active terrorists generate the most attention (both from academics and the P -
lar press), the process by which an individual disengages from active terrorist activity —. bave no influence on their beliefs or attitudes in relation to the ideology that guided
. . - . . . 2 SSOTN & .

lights the importance of other roles within the group. Terrorist groups require pers Ir behayior.
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¢ dissent within the Shining Path, made him a centrally powerful figure in the movement. In
< orember of 1992, however, Guzman was captured and subsequently imprisoned. His capture
;mated the Shining Path; the group’s activity declined significantly throughout the 1990s,
.'” 4 the group was essentially destroyed in 1999 when Guzman’s successor (Oscar Ramirez
9 an) was also arrested.

= | another example, Shoko Asahara founded Aum Shinrikyo in 1987. Drawing a collection
pinternational followers, Asahara claimed that the world would be coming to an end as a result
_fan American attack against Japan. As the head of the apocalyptic cule, Asahara convinced his
rilowers that they must undertake operations to prepare for the impending U.S. attack. In 1995,
o months after Aum Shinrikyo released sarin in the Tokyo subway, killing 12 people, Asahara
.« arrested and sentenced to death. This led to a rapid decline in membership and support of
aum Shinrikyo. At the time of the subway attack, Aum Shinrikyo boasted 45,000 members in
aultiple countries, By the mid-2000s, the group’s membership had fallen to less than 1,000.

~ As evidenced by these examples, the demise of some extremist groups can be traced to the
removal of their leaders. When this happens to a group, the individuals that comprise its mem-
bership tend to stop fighting or move into other domains in which their skills can be put to use
g organized crime). Regardless, when a group dissolves as a function of its decapitation, it
'ghters disengage from terrorisim, as there is no terrorist action left to undertake.

Organizational-level drivers

As evidenced by the number of examples cited in the previous sccti(.)n. there is. a wealth of oy
dence to suggest that individuals stop engaging in terrorism a function of their own decigion
making, However, it is often the case that an individual does not c.lu?osc o Stop engag; 0
terrorist activity, but is instead forced to stop engaging in terrorist act.mty asa result of cly,
to the organization of which he/she is a part or the environment in \thh thc. organizy
operates. This section will outline some of these organizational-level drivers of dxsengagc

from terrorism.

Achievement of strategic objectives

Terrorist groups are motivated by some political, religious, or idco.logical goals. In the Vast
majority of cases, these goals go unfulfilled; terrorist groups tend tc.> dlfsolve or be stamped oL
by security forces long before they achicve any large-scale strategic victory ('Rapopo]:t, 1992))
However, there have been cases in which terrorist groups have achieved their strategic o} jec
tives, and as a result, end their violent campaigns. 7

One notable example of such a group was the African National Congress (AN(,j). Createg
in 1912 and ultimately led by Nelson Mandela, the ANC employed terrorism against the Sout))
African apartheid regime beginning in the 1960s. The ANC pLj[ﬂ)l'll]éd .lFS final ter.r?rlst act iy
1989 as apartheid ended in South Africa, the ANC transitioned into a legitimate pghtmzll (_)rga .
ization, and Mandela was elected the first post-apartheid president of South Aﬁwca.Tlns type
of transition was not uncommon. The South-West African People’s Organization (SWAPO)S
which had performed a number of bombings in public locations, ultimately came to govern
Namibia (p. 59; see also “Transition to legitimate govermment” below). ,,

In some of the first research on the end of terrorist movements, Laqueur (1977) argued th:
terrorist organizations that achieve their strategic objectives are typically one of three ty}~
groups with narrow, clearly defined goals; groups with powerful external protectors; and groups
that challenged imperial powers with weakening influence. Regardless of the type .of grou
which an individual is a part, the achievement of strategic objectives by that group will leav

individual without an enemy to fight.

Destruction of the group

1 most cases, tevrorist groups fail to achieve their strategic objectives. In an carly analysis of
werorisin’s effectiveness, Rapoport (1992) found that 90% of terrorist groups fail to survive
nore than a year beyond their founding, and of those that do, more than half do not exist for
nore than a decade. These figures indicate that at lcast 19 of 20 terrorist groups fail to achicve
heir goals or sustain their activities geared toward doing so. Although Held (2008) claimed
hat terrorism may be slightly effective in some cases (for examples, sce the sections entitled
‘Achievement of strategic objectives” and “Iransition to legitimate government” in this chap-
ter), the vast majority are destroyed by security forces or dissolve from within (Cronin, 2006).
Although some scholars have warned against the use of armed conflict as an exclusive
neans of combatting asymmetric violence like terrorism (e.g., Roberts, 2005), there are some
cses in which intervention (for conflicts abroad) or repression (for domestic terrorists) has
resulted in the destruction of the target terrorist group. For example, the Liberation Tigers of
Tamil Eelam (LTTE) engaged 1n attacks against Sri Lankan government forces, performed sui-
dc bombings against the Sri Lankan population, and killed members of the Tamil communicy
that did not abide by their ideology (Devotta, 2016). Between 2006 and 2009, however, Sri
ankan security forces defeated the LTTE in a number of key places around the country. In
May of 2009, the group’s key leaders conceded defeat. Following the group’s destruction, most
_f the group’s membership (nearly 12,000 fighters) surrendered to the Sri Lankan military
§i'iy:llla11da, 2011). Still, some members continued to adhere to the LTTE’ cause, attempt-
g to revive the group among the Tamil diaspora scattered throughout the world (South Asia
Ciiorism Portal, 2016).

. As evidenced by the case of the LTTE and other groups (e.g., Shining Path, NarodnayaVolya),
SOvernment and military force can promote terrorist disengagement through the destruction

Arrest/killing of top leaders l

The degree to which the decapitation of a terrorist organization’s leadership itlﬂ\@l](t(; OI)ht
organization’s subsequent activity is contingent on a large 1111111})cr.of yi“actors. .(,1'0111?1'( ‘;‘;
argued that the efficacy of decapitation for stopping an orggmzatlons terrorist 21Ct1Ylt)’ 1 3
function of the group’s structure, culture (i.c., whether it is built on a cult of .pcr:%ona.ht)i)(i -1
the presence of a successor, Through an empirical analysis of do?cns of dcca;.)n':atwn m'cllc]:
Jordan (2009) found that groups that are larger, older, or are motivated by rchgl.o.n are i
survive decapitation. Although the nature of some groups renders them more resilient to dc
tation than others, there are cases in which the removal of a group’s top leaders has caused ¥
group to dissolve, leading its members to lay down their weapons. o

For instance, the Shining Path was a Marxist movement that executed many pc:lsm‘lt :
ers in Peru in the 1980s and the 1990s. The group’s leader, Manuel Ruben Abimacl GuAlS
recruited a number of followers and led them to a series of attacks. By removing or X .
those that dissented against his policics and tactics, Guzman developed an ol?cdicx.u folla
of impressionable young fighters. Guzman’s charismatic persona, coupled with his repreS=

f the groups of which terrorists are a part. However, disengagement resulting from military
'_“L'I"VClltion or repression does not necessarily promote the abandonment of a group’s ideology
b the part of the individual fighter. These individuals may stop fighting in the short term, only
O attempt o re-engage at a later time or i another place (Kramer, 2005).
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Transition to legitimate government tion of beliefs, attitudes, and values that are necessary for participation in terrorise activity

o Gadd, 2003; LaFree and Miller, 2008; Maruna and Farrall, 2004).

Although some terrorist groups’ activities are motivated by religious (e.g., ISI
& grou} Y Tels ( S) or 'dt.o] L'k" disengagement from terrorism, there are multiple reasons why an individual may expe-

(e.g., Army of God, Animal Liberation Front) goals that are largely uurc]ﬂtc.d to politicg, 4o
organizations interested in altering political landscapes may be affected by their inclusio
legitimate political process. Negotiations between the government and the terrorigt org

e de-radicalization at any point in his/her involvement with a terrorist group. Although
|
has been a significant amount of work on the numerous initiatives geared toward pro-

ing de-radicalization, research on the factors that actually promote de-radicalization are far

7 ing
tions can serve to pacify the latter, convincing them that armed conflict is no longer “"de undcmood I will not repeat analyses or evaluations of these de-radicalization initiatives in

a political solution to their grievances can bc attained., In some cases, these negotiatic
I & s |y  chapter, given that other chapters in this volume accomplish this task quite well. Instead,

to tl]e terror ISt Olgdl]l[’ltloll% fO] 111(11 lel(,S(,Ilt(ltl()n l" ‘hc g()\".rnlnent
outline some factors that may promote de-radicalization among violent extremists. The
The most widely known example of this process mvolved the negotiations bc'-'Wc‘en

Provisional lrish Republican Army and the British and Irish governments. These negotiag

led to the signing of the Belfast Agreement by the IRA, effectively ending their decades g ‘ : : . ;
it ) O ; 1oy orist groups disagreement with other members over how the group carries out operations;
war of attrition against British rule in Ireland. As a result of that agreement, the IRA decorym er Z :
: +d disagreements about strategy, policy, or ideology.

rorisi literature has identified an array of factors that promote de-radicalization, but here, 1
1] discuss the three most prominent: disillusionment with the realities of involvement with a

*u

sioned its weapons and committed to democratic means for resolving political disagreemn, en
with the United Kingdom. Ultimately, the political wing of the IRA, Sinn Féin, was integpp
into both the Northern Ireland Assembly and the Irish Parliament. As of 2016, the IR A%
tion to legitimate governance has been widely accepted.

Despite large-scale acceptance of the solution to the Troubles offered by the Bb‘;]m
Agreement, there were many within the Irish republican movement that refused to accept the

Disillusionment with the realities of involvement

~rotist recruitment propaganda can be particularly adept at depicting involvement in terror-
st activity as an exciting, romantic endeavor. [SIS is a useful example; the group’s propaganda
sortrays Iraq and Syria as potential paradises to which foreign fighters can travel to engage in

olitical “concessions” made by the PIR A. In the time since the signing of the Agreement. : : .
b i . B ent the Jorious combat. However, as the example presented at the outset of this chapter illustrates, the

group has split into multiple dissident groups that have continued their armed campaign m
the Republic of Ireland and Northern Ireland (see Morrison, 2015). In essence, members of the
PIRA who were dissatisfied with their being forced to disengage from violent activity broke 0}
from the group, forming their own violent groups (c.g., the Real Irish Republican Army, die
Continuity IR A, Oglaigh na hEireann), with which they re-engaged in violence. The exan
of the PIRA and its violent splinter groups demonstrates that organizational decisions thag
s that can be construed as strategic successes—may ALt

ities associated with involvement with a terrorist group often fall far short of the individual
@htcr’s expectations. This can lead to immediate disappointinent and disillusionment with the
group, its members, and the cause that it claims to support.

Horgan (2009b) argued that the discrepancy between an individual’s expectations about his/
IL;.‘r involvement in terrorism and the realitics of that involvement are a critical contributor to
wychological disengagement. Interviews with and autobiographies of former members of ter—

promote disengagemen
uncouple fighters from the ideologies that drive their behavior.

Note that neither the individual- nor the organizational-level drivers for disengagene
affect or are affected by a change in the terrorist’s adherence to an ideology that advocates po]j;;lt
violence. It is altogether possible for an individual to end their engagement in violent activit
but nonctheless maintain beliefs that advocate the use of violence for a political ideal. The al

donment of such a belief system represents a different process altogether-—one often referred to

sorist groups (e.g., the Provisional IRA [Collins and McGovern, 1997|, the Ttalian R ed Brigades
[Peci, 1983], and al-Qaeda [Nasiri, 2008]) are rife with accounts that illustrate how individuals
become disillusioned with their terrorist activity upon witnessing the behavior of those they
helicved to be principled, noble fighters. In Patricio Peci’s account of his first encounter with a
leader in the Italian Reed Brigades, he described how the commander picked at his toenails with
A breadknife during dinner (Peci, 1983, p. 11). In his autobiography detailing his time with the
Provisional [RA, Eamon Collins had a similar experience that had an impact on his “romantic
image of the TRA soldier” (Collins and McGovern, 1997, p. 103). Collins reported how after a
uccessful bonmbing, one of his comrades stole money from a hotel. He recalled feeling as though

as de-radicalization,

De-radicalization s fellow IRA’s behavior “took the shine off the operation,” reducing the IRA to common

diminals rather than principled fighters for a fiee Ireland.

Even more so than disengagement, the term “de-radicalization” has been the subject of heated Al - . ) ) . . )
! though disillusionment and disappointment in multiple facets of involverment with a ter-

debate among terrorism scholars. As a testament to the complex nature of de-radicalizanon, .
: . o e ) B stgroup is a common theme in terrorist accounts of leaving terrorism behind, the discrep-

there exist a wide array of definitions for the term, cach with its own emphasis. A review ¢ Sty |
ey between one’s expectations and the reality of engagement is one of the more ubiquitous.

=

of these definitions and their implications is beyond the scope of this modest chapter,

most cases, they refer to the weakening or loss of beliefs and attitudes that support the
asy

U A
’Sd powerful disincentive to engage in terrorist activity when the image of glorious combat is

Mattered by the mundane (and sometimes offe g
i . . ey ane (¢ ensive) nature of day-to-day activities.
terrorism. For the purposes of this chapter, however, de-radicalization can be thought of f ( ) ¥ Y

’)

Horgan (2014, p. 141) called “psychological disengagement.” This refers to a process where
an individual experiences a change in beliefs or attitudes about the significance of his/her com .

tinued involvement with a terrorist group or active engagement in terrorist activity. Wher
a form

/or reons

Disagreement over tactics

A¢
tording to nearly every definition, terrorism involves violent activity against civilian targets, Tt
initial desistance from terrorist activity represents disengagement, de-radicalization 18

\K
y ; ) § - ) d S matural to asswme that individuals would be mentally prepared to engage in these tactics
secondary desistance—changes in personal identity that prompt a reconsideration an
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Disengagement and de-radicalization:

upon getting involved with a terrorist group. However, there is some evidence to Sugge
3 St ¢ . o 4 .
comprehension through distinction

terrorists may come to disagree with their groups’ tactical decisions, thus Prompting ¢, en,
re-evaluate their dedication to the group and the ideology that guides its behavior,

One of the most prominent examples of this phenomenon relates to Mohammed Nas
Abbas. Bin Abbas left the Indonesian group Jemaah Islamiyah after the 2002 lmmlnng ofs
bar that killed over 200 people (Horgan, 2009b, p. 33). Another high-profile case Wag
Sheikh Salman Fahd al-Oudah (who had once been a strong supporter of Osama bip Lade
al-Qaeda) publicly renounced al-Qaeda and its tactics. Al-Oudah appeared on a Middle st are intimately related.
television station to publicly challenge bin Laden on the group’ tactics and the numbey of i (WO £ s R U S N o 5
ple that have been killed for the group’s ideology (Bergen and Cruickshank, 2008). Ritescarch on ERShne ¢ o SIS BRRAIES M N REir ) S0

In another example, Horgan (2009b) interviewed a former member of the I’rovniona[
who described his gradual movement away from the group. Although “Michael” had been ¢
riencing doubts about his involvement with the IRA for some time, the murder of 3
policewoman served as the final catalyst to undo his commitment to the group. This event
particularly pronounced in Michael’s mind as “a step too far” (p. 94) when one of his ¢op, rad
joked that the IRA would get “two for the price of one.” Although Michael had beey
abide violent tactics against the Royal Ulster Constabulary, this “step too far” proved deyaer
ing to him and his commitment to the IR A. He resigned from the group shortly thereafta r and
eventually become an informer against his former group. )

L vidence -ed by the citations referenced in the preceding sections, some of the clearest and
convincing rescarch geared toward distinguishing disengagement from de-radicalization
been pcrfommd by Horgan and various colleagues (Bjergo and Horgan, 2009; Horgan,
5; Horgan, 2009a, Horgan, 2014; Horgan and Braddock, 2010). This work has revealed four

- themes that help ro differentiate disengagement and de-radicalization while illustrating how

‘m] mjcctorlcs out of terrorism are as varied as the pathways into it. Some individuals grow
flusioned with the ideology guiding their terrorist behavior, thereby prompting them to
don violence as a tactic. Others are forcibly disengaged from terrorism (c.g., through cap-
or organiz:ltional change) and come to abandon the ideology to which they had clung.
d plainly, there is evidence of terrorists de-radicalizing before disengaging, as well as disengaging before
Be-radicalizing.

; Less obvious, but just as critical for understanding why terrorism ends, are cases in which dis-
gement and de-radicalization do not co-occur. It is possible for an individual to disengage
om terrorism without de-radicalizing. R esearch on individual drivers of disengagement shows
ot terrorists often lay down their weapons for reasons entirely unrelated to their adherence
@ the ideology that guides their behavior. Interviews with former terrorists have revealed that
Strategic, political, or ideological differences anges in one’s personal circumstances or preferences can prompt them to abandon political
iolence while maintaining beliefs and attitudes that promote it. Given this, it is important to
;:ognize that individual drivers of disengagement from terrorism do not necessarily induce changes in
beliefs or attitudes that promote the use of terrorism.

Empirical work on the end of terrorism at the organizational level has produced similar

Similar to differences associated with near-term tactical decisions, some terrorists have reported
leaving their respective organizations because they disagreed (at least in part) with the organizas
tion’s strategic direction or developed an aversion to the ideology to which they had originall
been drawn. The causes of these differences are widcly variable, and are not mutually exclusive
from the disagreements over tactical decisions.

In another interview, Horgan (2009b) described a conversation with “Doug,” who had!
spent a substantial amount of time in prison for a Loyalist group in Northern Ireland, the
Ulster Defence Association (UDA). By all accounts, Doug was a steadfast Loyalist in his tir
with the group. However, after a visit in prison from the Secretary of State in NortEm
Ireland, Mo Mowlam, Doug came to believe in the peace process put forth by the Good F iday,
Agreement. Doug angrily described how he had suffered for the Loyalist cause in the ﬁgh
against the IR A, but wished his compatriots would “give peace a chance for God’s sake? (p!
112). As a result of his sponsorship of the peace process, Doug came to believe that his forue
comrades in UDA leadership roles were jealous of his involvement and took steps to dlscredl
him. In essence, Doug felt that his enthusiasm for a shift in organizational strategy led to s
split from the UDA.

As “Doug’s” case illustrates, shifts in beliefs about the direction of an individual’s orgmlutm
can occur suddenly and have a strong effect on that individual’s position in the group. Althou gt
Doug believes his movement away from terrorism (and the other strategies employed by the
UDA) were prompted by jealousy on the part of his former comrades, there are nstan
which individuals come to question their group’s ideology simply by being exposed
behaviors that the ideology promotes. The case of Abu Ibrahim outlined in the introductioft
this chapter, for example, describes a man who quickly became disillusioned with [SISs stratés
gies (Ward, 2015). Regardless of their respective impetuses, it is clear that misgivings aboutid
group’s stratcgic direction or ideology is a key driver of de-radicalization.

indings. When a terrorist organization collectively ends its engagement in terrorist activities
whether forcibly or voluntarily), there are rarely mechanisms in place to help individual terror-
i abandon the belicfs and attitudes that drove their support for the organization. Although ter-
rorist “de-radicalization programs” have become more common around the world (see Ashour,
2009; Bjorgo and Horgan, 2009; Horgan and Braddock, 2010), only a small proportion of those
who engaged in violent activity go through these programs. Moreover, the cfficacy of these
programs remains in doubt; even those individuals that undergo what these programs often
all “de-radicalization” may not abandon their ideology. Taken together, this means that many
individuals who are forced to halt their terrorist activity due to changes in their organization’s
ttegic direction or capacity to continuc operations may not experience a change in beliefs or
attitudes related to the use of violence. As a result, organizational drivers of disengagement from ter-
orisnt do g0t necessarily induce changes in beliefs or attitudes that promote the use of terrorisin.

'Jllst as it is possible for an individual to disengage from terrorism without de-radicalizing,
s possible for an individual to de-radicalize without disengaging from terrorism. Individual
°rr0rlsts may become disillusioned with the ideology that originally guided their behavior
for iy number of reasons (see above), but may find themselves unable to leave their respec-
~¢ Broups. For example, the use of child soldiers in terrorist organizations is well documented
Bloom, Horgan, and Winter, 2016; Capone, 2016; Joyce, Lynch, and Veale, 2015). These
SHdren are often exploited and indoctrinated with terrorist ideologies without the capacity
ave the group without outside assistance. Other (adult) terrorists may no longer believe in
group’s purported cause(s) and wish to leave, but fail to do so out of fear of reprisal by
" 8roup. As these and other examples illustrate, changes in an individual’s beliefs and attitudes such
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ETHICS AND HUMAN RIGHTS
IN COUNTERTERRORISM

Lyndsey Harris and Rachel Monaghan

Tlie detention of ‘suspected’ terrorists without trial and the use of drone strikes by nation states
Leainst citizens ‘suspected’ of engaging in terrorism abroad highlights the ongoing complexities
‘countcrterrorism in terms of ethics and human rights. Paul Wilkinson argued that in a liberal
ite the criminal justice system is best placed both morally and logically to deal with terrorism.
However, states have resorted to military means and emergency powers to counter the threat
posed by terrorism. Focusing largely on the experiences of the United Kingdom (UK) and the
United States (US), this chapter examines a range of methods used by states to counter terrorism
nd subsequently considers the ethical and human rights dilemmas faced by those charged with
tountering terrorism. In doing so, the chapter considers our understanding of ethics, including
adiscussion of two categories of normative ethical theory: namely consequentialism and deon-
tology. The chapter also provides a wider exploration of the concept of human rights before
assessing some British and American counterterrorism efforts involving the use of force and the
of law through the lens of ethics and human rights.

Introduction

he release in 2015 of Shaker Aamer, the last British resident held at the US military prison
it Guantinamo Bay, Cuba, following 13 years of captivity for being a ‘suspected’ terrorist and
the targeted assassination of two British members of the so-called Islamic State (Reyaad Khan
and Ruhul Amin) in Raqga, Syria by a Royal Air Force (RAF) drone strike serve to highlight
“' continued complexities of counterterrorism in terms of ethics and human rights. Aamer’s
Hetention along with an estimated 780 detainees without trial by the US government following
the 9/11 al-Qaeda terror attacks on New York and Washington, and their subsequent treatment
therein (e.g. initial denial of protections afforded by the Geneva Conventions and allegations
Ol torture and mistreatment) coupled with the emergence of extra-judicial killings of citizens
["' Spected’ of being terrorists abroad by guided missiles, demonstrates the “acute moral risks
ociated with counterterrorism” (Sorrell, 2011: 2).

ACcordmg to Wilkinson (2008: 85), “the criminal justice system is morally and logically the
trect institution in a liberal state to take prime responsibility for dealing with terrorism.” Yet,
_f‘ have witnessed military means and emergency powers being justified by states as legitimate
05 to counter the threat of and acts of terror. Counterterrorism operations and policies
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have been constructed on the understanding that the act of terrorism is a more vidual actions by sceing if they obey or disobey those rules whose acceptance will

St‘rious. <. indi
. _ . pter g pl‘Od”
examine some of the methods chosen by states to counter terrorism and considers the

of crime. Primarily focusing on the experiences of the UK and the US, this ¢l ce the most utility.

3
and human righes dilemmas facing those responsible for countering terrorism, The B to consequentialism which we have scen concerns itself with the outcome or
g e chapteg, ¥
|

considers what we understand by ethics and human rights and will examine tye cate,

: : also explore
concept of human rights before looking at a number of examples of British apng Aiead
T

' con[l'ﬂs
L consequences of moral behaviour, deontological theorics concern themselves with the

of normative cthical theory, namely consequentialism and deontology. Tt will p and motive regardless of the consequences and thus are often described as duty theo-

ot raFollette, 2007; Stewart, 2009). Like consequentialism, deontology represents a family
£ dheorics. Probably the most influential theorist is lmmanuel Kant (1724-1804). For Kant,
o overarching principle of all morality is the categorical imperative. This imperative involves

formulations, the formula of universal law and the formula of ends. The first formula acts

counterterrorism efforts involving the usce of force and the use of law through the lens of oy
and human rights.

: . enchmark or standard for adjudging, which acts are right and which are wrong: “Act
Understanding ethics ¢ benct ; AECES & : ©

1 according to that maxim by which you can at the same time will that it should become a
Ethics, or moral philosophy as it is alternatively known, involves the systematising, defongs sversal law” (Kant, cited in McNaughton and Rawling, 2007: 35). Subsequently, the categori-

and recommending of concepts of right and wrong behaviour, Reding ef al. (2014: 5)d jperative can be viewed as a universalisability test, in that acts that pass become moral laws

the field of ethics “as the systematic reflection of existential questions relating to the “ge
life’, moral obligations and ‘just’ society”. Within the field, philosophers typically divide ey

theories into three main strands, namely metaethics, normative ethics, and applicd cthics, With

A those that fail are considered morally wrong and taboo (Stewart, 2009). The second formula
o ding to Kant holds that we should “act in such a way that you treat humanity, whether in
o7 own peson or in the person of another, always at the same time as an end and never simply
means” (Kant, cited in McNaughton and Rawling, 2007: 35). Thus, certain acts such as lying

the first strand, metaethics explores the source of our ethical principles and their meaning e
d cheating are always wrong; again, we will return to this idea later,

sccond strand, normative cthics, is concerned with the content of moral judgements anq
to arrive at moral standards that regulate right and wrong conduct. The third strand, ap As with most theories, problems can be identified with respect to both consequentialism
ethics, as Kagan (1998: 3) explains, “attempts to apply the general principles of normative ¢ 1nd deontology. Of particular interest is the already noted objection to act utilitarianism on the
to particular difficult or complex cases.” Such cases include war, animal rights and capital P basis of moral permissiveness. Additionally, it can result in the violation of a person’s rights or
islhunent to name but three. While much has been written with respect to cthical theory, fo) fie commission of serious injustices if the majority benefits (for a more detailed discussion sce
purposes of this chapter only normative ethics will be discussed and in particular the theor Burnor and Raley, 2011). Rule utilitarianism also has its share of criticisms, again of interest to
consequentialism and deontology as these “two broad classes of ethical theory ... have sh s are those surrounding the problem of relativism with respect to the existence of different
sehavioural codes or rules in different countries and the permitting of injustice (for a more
dmilcd discussion see Stewart, 2009).

With an understanding of ethics considered albeit briefly and the two main categories of

most people’s understanding of ethics” (LaFollette, 2007: 8).
Counsequentialism represents a family of theories, which are bound by a central idea “thig
the moral assessment of actions, motives, or rules is, at bottom, a matter of how much d

such things produce, or how much bad they allow us to avoid” (Shafer-Landau, 2013: jormative cthical theory explored, the discussion now turns to human rights.

. Understanding human rights
that act are more favourable than unfavourable (Carlson, 1995; Vallentyne, 2007). Withmn aqg 8 8

consequentialism, utilitarianism is probably the best-known theory. For advocates such as Jer
Bentbam (1748-1832) an act is morally right if the consequences of the act are more favourabld poses of this chapter it is sufficient to know that human rights are rights inherent to all people

Whilst human rights have evolved into a complex and broadly defined concept, for the pur-

cgurdless of their nationality, sex, national or ethnic origin, race, religion, language, or other
tatus (Office of the United Nations High Commissioner for Human Rights, 2016). As Halstead
(2014: 2) notes, “Western ideas of human rights are overwhelmingly based on the idea of uni-

(in terms of pleasure and/or happiness) than unfavourable (understood as pain and/or suffer
to the greatest number of people. According to act utilitarianism, specific acts such as to

and killing would be morally permissible if the acts’ consequences were more beneficia
detrimental to the majority; this will be discussed on more detail later in the chapter (1B iCisalism.” Thus they are available everywhere; they are inalienable and cannot be taken away
and Raley, 2011; Stewart, 2009).To counter this moral difficulty, other consequentialist theol
such as John Stuart Mill (1806-73) proposed a revised version of utilitarianism, namely 1

utilitarianisn, in which an act is morally right if it conforms to a behavioural code or rule an

Sxcept i specific situations — this will be discussed later); they are interdependent and indivis-
ible, meaning states cannot select which rights to honour and not honour; and they are equal
ind non-discriminatory (OHCHR, 20164).

the consequences of adopting that rule are more favourable than unfavourable to ever - Human rights include citizenship rights — these are concerned with basic constitutional
(Stewart, 2009; Vallentyne, 2007). The Internet Encyclopedia of Philosophy (2016) aptly SUilis

marises the distinction between the two approaches:

5‘"05 and are frequently categorised into legal, civil and political rights (Open University, 2016).
Simples of Jegal rights would include the right to a fair trial, equal treatment under the law
Ud due process, Civil rights would incorporate the right to freedom of expression, free associa-

The key difference between act and rule utilitarianism is that act utilitarians apply the Onand free movement, whereas political rights involve the right to vote, a secret ballot and

utilitarian principle directly to the evaluation of individual actions while rule utilita “]“ clections, Additionally, we can speak of social, cultural and economic rights, including the
ians apply the utilitarian principle directly to the evaluation of rules and then evaluate Stto participate in culture, the right to food, and the right to work and receive an education,

484 485



Lyndsey Harris and Rachel Monaghan Ethics and human rights in counterterrorism

Humnan rights are protected and upheld by international and national laws and treaties (g of the nation”. The European Court of Human Rights was established in 1959 to implement
{ ()

i

iﬁal‘i' 2014). Morcover, the UK government has incorporated the ECHR into the Human

referred to as international human rights law), the most notable of which is the Unj ¢ Convention, meaning any person who feels that their rights have been violated by the state

Declaration of Human Rights (UDHR). The UDHR was adopted by the Unigeq Na‘
(UN) General Assembly in 1948 and constitutes the foundation of the current interng g
system of protection for human rights. The UDHR contains 30 articles that establigly y
civil, political, economic, social, and cultural rights of all people. It commits governmey
uphold the fundamental rights of cach person and provides a vision for human d‘g"iw
transcends political boundaries and authority (Amnesty International, 2016). Accord;
states have ratified at least one of the 10 core human rights instruments (nine treaties and
Optional Protocol to the Convention against Torture and Other Cruel, Inhuman or Degrad
Treatment or Punishment) identified by the UN, and 80% of states have ratified four o
(OHCHR, 2016a).

Other international human rights laws relevant to this chapter would include the Conventig,
against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishiment (CAT),,
Geneva Conventions, and the European Convention on Human Rights. The CAT qui
states to take effective measures to prevent torture in any territory under their jurisdiction, ang
prohibits them from transporting people to any country where there is reason to believe e
will be tortured. Torture is defined in the Convention (Article 1) as:

o take a case to the Court. Judgments that find violations are binding on the states concerned

; “ohts Act 1998, As previously noted, while human rights are inalienable and some are consid-
‘ d absolute rights, such as the right to protection from torture, others are considered limited
nd qualified. For example, we have the right to liberty, but this may be limited under specific
- camstances such as lawful arrest or detention. Likewise, our right to ficedom of thought,
conscience and religion may be qualified, meaning that a balance between the individual’s rights
ad those of the state or community will be sought (Ministry of Justice, 2000).
with an understanding of both ethics and human rights considered, the discussion now
examines some of the counterterrorism methods adopted by the UK and US with respect to
the ethical and human rights dilemnnas they pose.

Counterterrorism involving the use of foice

A state has a number of options it can employ to counter the threat of terrorism. One of these
options is the use of force. The justification for the use of force by states is often considered in
light of the just war tradition: jus ad bellum (just cause to engage in war) and jus in bellum (ust in
\war). Although Clark (1988: 31) contends that it is not possible to speak of a single doctrine of

any act by which severe pain or suffering, whether physical or mental, is intentiom]ly
just war, it is he believes possible to view the just war tradition as “a set of recurrent issues and

inflicted on a person for such purposes as obtaining from him or a third person infor- i
mation or a confession, punishing him for an act he or a third person has comwmitted Ehemes in the discussion of warfare and [it] reflects a general philosophical orientation towards
or is suspected of having commiitted, or intimidating or coercing him or a third person, the subject”. Moreover, Bellamy (2008) argues that the just war tradition is deeply embedded
or for any reason based on discrimination of any kind, when such pain or suffering in the way Westerners think about the legitimacy of going to war; he argues that it provides a

is inflicted by or at the instigation of or with the consent or acquiescence of a public common language to evaluate competing moral claims of war and that the just war tradition
comes close to agreed international standards of behaviour. Thus, a number of conditions need
to be met for waging war. War should only be resorted to for a just cause or intention (c.g. in
sclf-defence, for restitution or retribution), its declaration must be made by a proper authority
(e.g. legitimate authority), it must be a measure of last resort and there should be a reasonable
,hope of success (Algar-Faria, 2015; Clark, 1988; Walzer, 1977; and Westhusing, 2003).

The second element of the just war wadition (jus in bello) is concerned with the conduct

official or other person acting in an official capacity.
(OHCHR, 2016b)

Additionally, Article 2 clearly prohibits the justification of torture on the groups of “exceptional
circumstances” such as war, the threat of war, domestic political instability or any other pub=
lic emergency.

The Geneva Conventions comprise a series of treaties that outline what is and what is not of war once it has been embarked upon and centres on the ideas of proportionality and dis-

legal in terms of civilians and combatants in wartime. It involves four Geneva Conventions crimination. Thus, it aims to limit the effects of armed conflict by protecting persons who arc

(last vevised in 1949), which are complimented by three further Protocols (two from 1977 ¢
one from 2005). The Conventions cover the protections aftorded to sick and wounded mil
personnel on land and at sea, the treatment of prisoners of war and the protections affordedito
civilians, including those in occupied territory (Internal Committee of the Red Cross, 2016): In light of the conditions required for a just war to be undertaken, Boyle (2007) consid-
s whether they can be applicd to a state’s military response to terrorism. In terims of proper

not participating in hostilities (discrimination), and by restricting and regulating the means and
methods of warfare available to combatants (proportionality). This clement is often referred to

s nternational humanitarian law.

Found in all four Conventions is Common Article 3. This article establishes fundament

rules covering non-international armed conflicts under which no derogation, that is to Juthority, he argues that “those responsible for the welfare of the community are duty-bound to

relaxation or exemption from the rule, is permitted. It includes, for example, the human ¢ espoud” (Boyle, 2007: 711); however, this legitimacy has limitations in that states are expected
ment of all persons in enemy hands and specifically prohibits torture and cruel, humiliating 4 o tespect treaties and international law and seck appropriate international approval for unilaceral
degrading treatment (Internal Conumittee of the Red Cross, 2016).

The European Convention on Human Rights is an international treaty to protect Jiman Enduring Freedom), while not mandated by the UN, was widely regarded to be a legitimate
rights and fundamental freedoms in Europe. It was drafted in 1950 by the then nev form of self-defence under Article 51 of the UN Charter in that the Taliban government was
Considered an accomplice to the events of 9/11 and, hence, a justifiable target for action (for
ore on the legal basis for the invasion of Afghanistan see Smith and Thorp, 2010). In contrast,
the invasion and occupation of Iraq (commonly referred to as the Iraq War) in 2003 by the

US and its allies including the UK is still contested i terms of its legitimacy (Bowcott, 2004).

“dctions, Thus, the US and its allies’ response to 9/11 in the invasion of Afghanistan (Operation

formed Council of Europe and was adopted in 1953. It contains 16 rights which mirror mas
of those contained in the UNDHR,, such as the right to life, freedom of expression, the prol
tion of torture and no punishment without law. The Convention also permits signatory 5=
to derogate from certain rights in time of “war or other public emergency threatening the il
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for atilitarians, the consequences of an action are the most import
: cost of torturing one terrorist is outweighed by the benefits acerued to a greater population
hen torture would be ethically permissible. But as Ignatictt (2004) points out, once torture is
;-,ccCP‘c‘l as legitimate in certain hypothetical contexts it soon provides the basis for routinely
,'t'om,ring people. In contrast, deontologists “would walk away from the situation without hesita_
fion oWing to the categorical imperative of never tre

r(A]gnr—Fnria. 2015: 24).

. : . S oy STl | ant consideration, so if the
Indeed, the UN Secretary-General Kofi Annan, when asked if the invasion was illegal, 'le’()lldcg :

by saying “Yes, if you wish. I have indicated it was not in _confo:-’mity with the UN chaye, f"()n‘;
our point of view, from the charter point of view, it was 1llegal— (BJ}C, 2004). )

With respect to the condition of a just cause, Boyle (2007: 711) suggests tlmtA the Justicg
of military defence against terrorism arises from thé wrongﬁlllness of the terrorist action.s
Additionally, military measures taken to punish terrorists for icn‘ afmcks or aimed at Prevents
ing terrorism in the sense of pre-emptive strikes do |-mt consnmt? 2 just cause. However, \y. e
(1977) argues that preventative strikes arc justifiable if three cond}tlons.cm?t, l.)illllt‘l).l an ObVio' 5
intent to injure, a degree of active preparation and a risk to a state’s territorial integrity or politi-

ating a rational being as a means to an end”

Counterterrorism involving the use of law
cal independence if no action was taken.

The issue of prc»emptive strikes as a COllIltCI’tC]'roriS{ll 1_116;1_51}1‘0 alsc? raise‘s‘ethical and ].nunm
rights questions in relation to jus in bello, in that spc§1f1c individuals 1dent1ﬁe§ a8 LerTOrists qpe
targeted and killed, often through the use of dr(‘)rlles.'”[m use of Elrones can be .V{Cde asa pl‘iﬂ.
example of the consequentialist, namely act utilitarian 'cthlucal framework gmdmg TTJ.K and LL
military counterterrorism operations in that their use, it is ;l\rgued, causes fewer c1Av1lmn castl:
ties and less destruction than say air strikes or carpet bombing (Ahmad, 2014). .lt 15 also argueq
that their use minimises the risk to soldiers; however, as Crawford (2015: 40) points out, “if they

o
Another option that states can employ to counter the threat of terrorism involves the use of law,
aamely the creation of anti-terrorist legislation and/or derogation fi

'om existing legal conmumnit-
nents. The creation of anti-terrorist legisl

ation frequently follows specific terrorist attacks and
they are often argued for on the grounds of necessity. As de Londras (2011: 8) notes:

domestic law-making processes tend not to cope particularly well in times of crisis.
Panic, fear and populist impulses can conspire to create an atmosphere where the
imperative turns towards combating a risk, and where the risk is presented and/or
conceived as being particularly grave or dangerous.

reduce risk to combatants but hurt civilians directly, or indirectly as a CO]]SC(]l'lenCl? of incrcas?
militancy in reaction to drone strikes, then the utilitarian case for dronf: strikes 1s weakef1 ]
Some drone strikes do result in civilian deaths; for example, the human ?'1g|1ts group Reprie )
data suggests that as a result of 47 men being targeted by US drone strikes, 1,147 people were
killed (Ackerman, 2014). .
The UK’s use of drones in the targeted killing of so-called Islamic State members -Rcy;r-
Khan and Ruhul Amin and a sinilar US drone strike which targeted Mohamed Amwasi (Jil
John) in Syria raise dilenunas with respect to citizens' ]?umz\n 1'1ghts.'A]1 th’rc_c were Br
citizens yet were assassinated rather than arrested and trl'ed for terrorist flCthltY. The B
govermment in justifying its drone strike said it had acted in accordancc' with Article 51 of
UN Charter, in that it had “clear evidence” that terrorist attacks were being planned on the Ul
(BBC, 2015). B -
An obvious critique of the application of the just war tradition to the problem of terrori

In the UK, for example, prior to the Terrorism Act 2000, anti-terrorist legislation had existed
albeit on regularly renewed temporary provisions. The first Prevention of Terrorism (Temporary
Rrovision) Act 1974 was passed by Parliament just eight days after the Birmingham pub bomb-
,{gg by the Provisional TR A, which saw 21 people killed and 184 injured. In mtroducing the
‘i,[l, the then Home Secretary Roy Jenkins w

arned the House of Commons that “the powers
- are Draconian. In combination they

are unprecedented in peacetime. | believe these are
fully justified to meet the clear and present danger” (cited in Walker, 1992: 31). The Act gave
the police and the security services wide-ranging powers of arrest and detention to counter
terrorism extending from Northern Ireland, including the detention of persons suspected of
terrorism for up to seven days. Additionally, the Act included exclusion orders designed to pre-
veut people under suspicion of terrorist activity from entering Great Britain (England, Scotland
ind Wales) from either Northern Ireland or the Republic of Treland. However, the legislation
did not apply to UK citizens who had been living for the last 20 years or born and ordinarily
wsident in Great Britain. As Doody (2012: 80) explains
orders and “the fact that the majority of these
mongst the [rish community that it could be :

Bargued, created
i

and states’ subsequent counterterrorisim cfforts is that it was originally developed “.”th WIS
and the threat of wars between sovereign nations in mind. Additionally, Fors.t (20'09). ldelltl:;] 1
another problem with respect to the principles ofdiscriminatl.on and proportlonal'lty mn that-i./
tradition does not fully distinguish between strategic and tactical aspects of conflicts. Hcl H?[
“we have yet to establish how external powers can adapt just war p.rm‘cxples to deal \‘V}t 1S
problems. The just response to terrorism is not always eftective in achieving peace and or
the effective response is often unjust” (Forst, 2009: 267). ‘ . , 3
Duffy (2005: 333) contends that the arrest and incarccmuot? of ‘suspected tcrronsd.
9/11 has led to “widespread allegations — and considerable evidence — of ‘torturc andigs
mistreatment”. Under the Third Geneva Convention, the coercive ifltcrrogatlon of pl:'l:'o‘:l :
war 1s strictly prohibited; as a way to avoid this, the US under l':’resxdcnt Bush rccl:f:il (lic
detainees as unlawful ‘enemy combatants’. In doing so the detainees were ‘not affo \;/ o
the protections enjoyed by soldiers and civilians captured in.war (Algar—F.ana. 201 5)% wr
use of torture is explicitly prohibited in all human rights instruments, in termms of ol
debate in often framed within the context of the ticking time bomb scenario. Such' 2: o i
envisages a situation in which a terrorist with knowledge of an impending ‘I:'cr‘r(:::lsdmt
apprehended; the question is how far the authorities sh(?l!l(l go in order' to th-lwri‘:k'
mation (for a more detailed consideration of this scenario see Wisnewski and Emericss

. a total of 448 people received exclusion
people were Irish ensured the creation of fear
ipplied to anyone at any time”. The Act also, it
A suspect community whereby Irish people living in England, Scotland and
les or travelling between Ireland and Great Britain were deemed ‘suspect’. Hillyard (1993
‘ ) argued that “this community is treated in law
e Test of the population”.

Following 9/11, the US introduced the Uniting and Strengthening America by Providing
Abbropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of
2001, more commonly known as the PATRIOT Act. This act was designed to deter and punish
oSt acts in the US and around the world and to enhance law enforcement investigatory
~M0rcovcr, it gave far-reaching surveillance powers to national security agencies to inter-
3 clcCﬂ’Onic communications and to request without court approval that telecommunication

“panics hand over information. The Fourth Amendment to the US Constitution protec
tof the people to be

and in police practices very differently from

ts the
secure in their persons, houses, papers, and effects, against unreasonable
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scarches and seizures” (cited in Fabbrini, 2015: 90) and thus criticism of the I’A'["R]OT g
primarily been around the right to privacy and the extent of the federal governmengy s‘ -
|
. . . . : re,
the administrative subpoenas (national security letters) issued by FBI agents to gathey infy

lance powers. Data available from the American Civil Liberties Union (ACLU) wig,

tion such as phone, bank, computer and credit history records for national security pu
record that nearly 193,000 were issued between 2003 and 2006. This led to one terropyy
conviction;a conviction they argue would have been secured without the use of the pa; :
Act (ACLU, 2015).
Examples of derogation would include the detention without trial of individualg sus
of engagement in terrorist-related activities. In Northern Ireland between 1971 and |
nearly 2,000 people, the majority of whom were Catholic, were held without trig|; this uet
icy was more commonly known as internment. The British government had infurn‘c. I
Secretary General of the Council of Europe of its derogation from the ECHR | namely .
respect to the right to liberty and sccurity (McCleery, 2015), In the aftermath of 9/11.
UK passed the Anti-terrorism, Crime and Security Act 2001, which contained meagy ‘

permit the indefinite detention of foreign nationals suspected of being international ton

ists (McGoldrick, 2008). A derogation was made with respect to the provisions of the 1)/
Human Rights Act, which encompasses the ECHR. However, a case was brought tq the
House of Lords (prior to 2009, it was the highest Court of Appeal in the UK) on belylf offa
number of foreign national detainees in Belmarsh prison. The Lords ruled that the detepgg
of forcign nationals was incompatible with Article 14, namely the prohibition of discrin;
tion. The Belmarsh detainees were being discriminated against on the basis of their nationality,
and no such detention without trial provisions applied to British nationals suspected of being
terrorists.

Conclusion

As has been shown in this chapter the methods adopted by states in their efforts to counte
terrorism are fraught with ethical and human rights dilemmas. Much of the UK’s and
counterterrorism responses abroad post 9/11 have involved the use of force and as such appea
to be justified by utilitarian ethics. Pre-emptive strikes involving the use of drones against
members of the so-called Islamic State are argued to be just’ and undertaken m self-defe
to prevent terrorist atrocitics at home, yet they violate a number of human rights, incluc
the right to life, a fair trial and due process. The treatment of captured ‘suspected’ terrorists
their detention without trial and their experiences of enhanced interrogation techniques ant
torture again justified by utlitarian ethics contravene the right to due process and freed
from torture. As Ignatieff (2004: viii) points out, “when democracies fight terrorism, they

it is no surprise to find human rights dilemmas arising out of the measures taken at home
states through both the introduction of anti-terrorisim legislation and derogation from exis
human rights commitments. The right to liberty, privacy and non-discrimination have all been:
discussed with respect to British and American counterterrorism laws. States have a dut).’“‘
protect their citizens as they go about their daily business, but in doing so they need to con

the ethical and human rights consequences associated with their operations and policies: 4

.
iy

counter-terrorist must be sure today’s solution is not the seed of tomorrow’s insoluble problemt
(Irwin, 2004: 100).
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